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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 30
208. 109. 97. 62 Lhited Sates 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 23
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 10
124.232.137. 57 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 2
115. 230. 124. 164 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 2
115. 239. 228. 10 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
159. 220. 78. 115 I ndi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 220. 78. 116 I ndi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 220. 78. 113 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147. 237.76. 197 e. hi nush. i df .i | Block Udp All Nets drop 1
159. 220. 78. 114 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

51. 255. 207. 27 Lnited Ki ngdom 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il dr op SAMrule drop 24
Vb Server Enforcenent HTTP Ceni
207. 241. 229. 192|Uni ted Qates |147. 237. 72. 166 |aka i df i _ Veb Servers Sow HITP Denial of | o 1o
Mol ation Service
2.54.156. 231 I srael 147.237.72. 166 |aka. i df . i | SYN Attack rej ect 20
2.54.181. 51 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 19
212.76.127.219 |israel 147.237.77. 226 [ chamatz. aka. i df 1y 6ok HTTP Non Conpl i ant Failed to handl e connection data |monitor (18
31.168.52.118 [ srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence SN retransmt with different moni tor |16
w ndow scal e
46.19.85.7 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
2.54. 156. 231 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TP Invalid i i ssi
176.12. 155. 163 |l srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84. 94. 36. 69 I'sr ael 147.237.76.31 |nakehal .idf.il 9 =g Invalid segnent retransmssion. . 14
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
213.8.204.59  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
212.76.127.10 i srael 147.237.77. 226 [ chanat z. aka. 1df |5y 6ok HITP Non Conpl i ant Failed to handle connection data |monitor |12
80. 246. 130. 163 [l srael 147. 237.77. 216 |dover.idf.i| SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 15 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
. . SYNretransnmit wth different .
77.125.151.131 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 8
84. 95. 2. 160 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.156. 231 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 7
46. 19. 85. 38 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SYN drop 7
2.54.156. 231 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 7
2.54.156. 231 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
80. 246. 130. 163 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |7
89.138.27.8 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
84.111.1.130 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
2.54.152. 25 I srael 147.237.72. 167 |i shuri maka. i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.12. 154. 133 |Israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
62.219. 165. 173 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
37.26.149.163 | srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
109. 160. 191. 56 |l srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect
62.0.207.1 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop
79.181.230.49 [Israel 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
. ) SYN+ACKK retransmt wth .
109. 160. 191. 56 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 6
79.180. 124. 112 |l srael 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Streaming Engine: TCP Invalid |invalid segnent retransnission
106. 186. 19. 160 |Japan 147. 237. 72. 166 |aka.i df . i .. : dro 6
Ret r ansni ssi on Packet dr opped. P
46. 19. 85. 60 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
109. 226. 48.84  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
79.183.106.41 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
5.22.131.81 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 51 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber rmoni t or 5
212.199. 121. 158l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 85. 165 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19.85.7 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102. 253. 2 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
212.199. 121. 158|l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 4
46. 19. 85. 246 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
37.46.39. 4 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19. 86. 171 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
31.210.187.58 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
91. 200. 12. 7 Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.12. 154. 41  |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 94
37.26.147.238 |[Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 46
176.12. 155. 45  |Israel 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 34
2.54.134. 161 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 30
2.52.134. 202 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 28
176.12.154.26 |l srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 24
185. 32.179. 218 |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 19
159. 149. 217.50 |[italy 147.237.72. 167 i shuri maka. i df . i | Igg.'\ﬁrg‘ ;Ltgg Same Response (ode (404) in Session from B ock 17
46.121.37. 45 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
80. 246. 138. 147 |l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 13
80.246.137.94 |[Israel 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 12
176. 12. 154. 154 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 12
84.108.172.56 |[lIsrael 147.237.0.34 |ti kshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 10
37.26.147.166 |[Israel 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 10
46. 19. 86. 218 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock

95. 86. 106. 49 | srael 147.237.72.166|aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 95.86.106.49 |B ock
66.249.78.159 |[Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock
37.26.149.175 |Israel 147.237.77. 243 |nobi | e. i df . i | fbﬁf ?Eﬁ’f’fs\;cﬂ;t/icmnngisﬁsfrd n B ock 5
62.219.127.53 |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : Oird'fz_?‘lj , t’;egpgrcyetsem;esn <t chi | ddocument s/ 1431 B ock 3
176. 12. 155. 139 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
80. 246.137. 7 I 'srael 147.237.0.19 |[nadimatal .idf.il |[Dstributed Suspicious Response Qode Bl ock 3
185. 32.179. 119 |Israel 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
176. 12. 154. 133 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
199. 203. 226. 21 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
46. 19. 86. 89 I srael 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
176. 12. 155. 204 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
62.219.127.53 |Israel 147.237.77.243|mobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 62.219. 127. 53 B ock 2
80. 246. 137. 169 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 65. 169. 142 |l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
87.60.69.144  |Israel 147.237.76.31 |nakchal .idf.il Distributed Uhauthorized LR Access on Bl ock 1

147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc
. . Unaut hori zed URL Access to
2.54. 146. 80 | srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 8/ 1668. doc B ock 1

D stributed Unaut hori zed URL Access on

79.180.117.124 |[israel 147.237.72. 156 [aman. i df . i | - i1/ https: /waw EPTY B ock 1
Russi an . - Unknown Par aret er docl d&pageNumin
217.69.133.220 - 20~ 147.237.72. 166 |aka. i df . i | akai df .i1/ti znoret/f ag/ defaul 1. asp None 1
104. 131. 147. 112|Wited Sates  [147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wwu i df.il/newsite/ hebrew nain. asp B ock 1
. . D stributed Unhaut hori zed LRL Access on
5.102.202.125 |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 1
176.12. 155. 229 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/index |Bl ock 1
. . D stributed Unaut hori zed URL Access on
77.125.140.97 |lIsrael 147.237.72. 156 |aman. i df . i | -~ i1/ bt ps: /waw Y, Bl ock 1
176.12.154.26  |Israel 147.237.0.19 |[madimatal .idf.il [Utraceable SSL Sessions: Qpen Mde None 1
) nobi | e. nei tav.idf.i .
141.212.122. 177|\lhited Sates 147.237. 76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
] . . URL is Above Root Directory
65.19.167.131 |Wnited Sates  [147.237.77.216|dover.idf.il ww i df.il/../shared/ clientscripts/jquery/jquery-1.4.2.nin.js B ock 1
. . Uhknown Paranet er ct | 00$ct | 00$ct | 00$t xt Search in
89.138.180. 200 I'srael 147.237.72. 166 aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ pni ot f i ndanswer . aspx None !
40.77.167.63  |Lhited Sates  [147.237.77.234|hal ag.idf.il Uhaut hori zed UR. Access to waw | ogi stics. atal .idf.il/894-7860-he [B ock 1
212.179.21.194 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in LR B ock
. . D stributed Unaut hori zed URL Access on
2.54.187.146  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
166. 63. 123. 145 |lhited Sates  [147.237.72.166|aka. i df .i | Ostributed PHP At tenpt B ock 1
66.249.78.159 |Israel 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wawidf.il/error. htm B ock 1
54.167.183.116 [lLnited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to wwu | aw i df.il/589- he/ patzar.aspx=  |Bl ock 1
105.28.98.212  |Mwritius 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
81.218.56.171 |lsrael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 81.218.56. 171 B ock 1
31.168.52.118 |l srael 147.237.77. 234|hal ag. i df . i | Distributed thaut horized UR /ccess on Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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