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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
141.0. 14. 217 Eur ope 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2116

176. 12. 155. 80 | srael 147.237.0.19 nadimatal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 226
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 8

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 7

82.166. 137. 52 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

46. 116. 205. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

46.19. 85. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

80. 246. 139. 149 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2

176. 12. 155. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
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|Top Attackers In FW |

‘Attacker Country |Target Address |Ste Signature Zi\tnif;
46.19. 85.5 I 'srael 147.237.72. 167 |ishurimaka.i df.i [Bad TCP sequence I'nval i d ACK nunber monitor |79
Li byan Arab o o
41.254.2.32 3 iriya 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 66
46. 19. 85. 105 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 56
37.26.149. 224 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 34
Sreanming Engine: TCP Invalid i i sSi
176.12. 155.50 |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. 27
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
176.12.154. 14 |Israel 147.237. 77 243 bl e, 111 || €A 9 Er?g € TP Invalid Jinvalid segnent retransnissi on drop 27
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i sSi
46.19.86.19  [Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. 24
Ret r ansmi ssi on Packet dropped.
41.33.231.90 |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 24
141.0.14.193  |Europe 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
Sreaning Engine: TGP Invalid i i ssi
79.178. 183. 110 |I srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 21
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181.13.161 |Israel 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Invalid segnent retransmssion. 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.128 |Israel 147. 237.77. 243 |robile. i o . | 9 =9 Invalid segnent retransmssion. | 18
Ret r ansm ssi on Packet dropped.
. . SYNretransmt wth different .
79.181.121. 123 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence wi ndow scal e noni t or 15
87.69.72.73 I srael 147.237.76.31 [nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 85. 47 I 'srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
Sreaning BEngine: TGP Invalid i i ssi
46.19.86.28 |Isradl 147.237. 77. 243 |nwbi l €. f . 9 =9 Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.227 |israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid Jinvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
82.166.137.52 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
212.76.127.10 |l srael 147.237.76.30 |hinush.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 10
81.218.2.118 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
212.76.127. 219 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
46.19.85.176 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TCP Invalid i i ssi
2.52.55. 96 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
109. 65.15.82 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber monitor |8
Sreaning Engine: TCP Invalid i i ssi
80. 178. 157. 115 |I srael 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g, 8
Ret r ansm ssi on Packet dropped.
82.166. 137.52 |[Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 8
80. 246.137. 75 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different | oo |g
w ndow scal e
109. 65.15.82 |l srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d AGK nunber alert
176.12. 154. 97 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
176. 12. 155. 241 |I srael 147.237. 77. 243 |robi l e i df . i | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 45 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
79.177. 203. 190 |I srael 147.237.72.167 | shurimaka. i df .i|[Bad TCP sequence SIAK retransmt with different | oo |o
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
194.90.125.73 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.21.80 I sr el 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.34  |Israel 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
84.229. 153. 119 |I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
185. 32. 179. 123 |I srael 147. 237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19.85.176  [lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
79.179. 179. 111 |I srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
80. 246.137.75 |Israel 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46.19.85.176  [lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
46.19.85.192 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning BEngine: TGP Invalid i i ssi
176.12. 155. 79 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19.85.176 |[Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.181. 113. 100 |I sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 45 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber monitor |6
Sreaning Engine: TCP Invalid i i ssi
176.12. 154. 98 | srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TAP Invalid i i sSi
2.52.178.247 |israel 147.237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.128  |Israel 147.237.77. 243 |nobil e. i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
81.218.2.118 |[Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site dgnature Action ‘Count
176.12.154. 97 |[lIsrael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 244
176.12. 154. 97 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 218
176. 12. 155. 80 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 105
80. 246. 137. 94 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 84
79.182.59.196 |l srael 147.237.0.34 |tikshuv.idf.il :?gm“@gy lcgztshge. lsgge Response (bde (404) in Session Bl ock 74
176.12. 155. 80 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 69
2.52.21.80 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 48
2.54.153. 26 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
2.52.47.184 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 43
2.54.148.236 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
46.19. 86. 98 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 26
80. 246.137.94 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 25
46.19.86.7 I srael 147. 237.77. 226 :“A:All chamat z. aka. i d Mil ti pl e Uhaut hori zed URL Access from46.19. 86.7 B ock 19
2.52.21.80 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 12
80. 246. 136. 53 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 10
176.12.154.97 |Israel 147.237.0.19 |nadimatal .idf.il fT?zm'\ﬁ%.olletfsefgge Response (bde (403) in Session Bl ock 9
79.183.137.12 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 9
176.12. 155.80 |l srael 147.237.77.243|mobi l e. i df . i | Mil tipl e Lhaut hori zed UR. Access from 176. 12. 155. 80 B ock 8
80. 246. 138. 147 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
176.12. 154. 14 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 6
2.54.9.44 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
176. 12. 155. 50 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 6
46.19.85.128 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
79.181.13.161 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
46.19.86.128 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
46. 120. 199. 131 [I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 4
46.19. 86. 19 I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
46.19.86.218 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19.85.227 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 4
176. 12. 155. 241 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 65. 198. 76 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
199. 203. 58. 100 |l srael 147.237.77. 243 |nobi | e. i df . i | maﬂt:?réfsz , gegpﬁrcﬁsem e/l stehi | ddocunents/ 1362 |BO%K 3
2.54.141.254 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.118. 155. 216 |krai ne 147.237.77.216|dover.idf.il Ml tipl e Unhaut horized URL Access from 46. 118. 155. 216 B ock 3
46. 19. 86. 93 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
46.19. 85. 34 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
176. 12. 154. 98 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
213.8.204.33 |[Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
46.19.85.128 | srael 147.237.77. 243 |nobi | e. i df . i | mgult:cl’rd'fzﬁd/ e 10 Bl ock 2
176. 12. 154. 251 |l sr ael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
82. 102. 220. 177 gcis;ii:fja” Territory. 147, 237. 77. 176 |mat pash. i df . i | Wnaut hori zed URL Access to w cogat . i df . i | /894-ar Bl ock 2
80. 178. 157. 115 |I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 2
89.139.22.189 [Israel 147.237.72. 166 |aka. i df . i | mu;krghﬁdl /L‘\A'::‘Wficﬁsesjv.tizf.” B ock 2
46.19.85.134 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.120.199. 131 |l srael 147.237.72. 166 |aka. i df . i | ?%ffgbﬁ_iﬂﬁiigﬁqﬁomd violation None 2
46. 19. 86. 28 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
2.52.178.247 |lsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
80. 179. 196. 239 |l sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i | m;\r’%gﬁ izuf :h?”l f?ioﬁ“':cess on B ock 2
95. 86.106. 49 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df.il/main/giyus/ |B ock 1
66.249.78.20 |Israel 147.237.0. 16 Irry kosher-kravi i df.i m“;:_c’;g ;ﬁ_%\/ﬁffiﬁ It /Or ohots. txt B ock 1
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