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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

212.199. 154. 194 | srael 147.237.72. 167 ishurimaka idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 150
91.202.171.11 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
84.109. 112. 43 | srael 147.237.77.216 dover.idf.il B ock Wp Al Nets drop 6
192.118. 132. 185 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
115. 239. 228. 10 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under _Attack Con Htp drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il Bl ock_Wp Al _Nets drop 1
52.28.32.164 Lhited Sates 147.237. 76. 196 e.sviva.idf.il JLMPurple Gon Limt_Htps drop 1
94. 102. 48. 195 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Udp Al Nets drop 1
66. 249. 78. 31 | srael 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount

118. 238. 227. 101 Japan 147. 237.76. 42 refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 78. 96 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 21
5.29. 147. 103 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 130. 5. 244 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
134.191. 232. 72 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
5.102. 220. 114 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
209. 126. 116. 147 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 61. 109. 189 147.237.76. 38 Chi na e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-02-2016-14:04:00 to 02-02-2016-15:04:00

|Top Attackers In FW |

Attacker Address Atacker

‘Tar get Address ([Ste

Signature

Country
80. 246.130.32 |Israel 147.237.77. 234 |hal ag.i of . Bad TOP sequence SN retransmt wrth different monitor |37
w ndow scal e
o SYNretransmit wth different .
5.29. 6. 169 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 35
Sreaming Engine: TP Invalid i i ssi
176.12.155. 74 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
109. 67.49. 245  |Israel 147.237.77.233 |atal i df . Bad TCP sequence SNretransmt with different moni tor |21
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21
Sreaming Engine: TP Invalid i i ssi
93.172.163. 128 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 20
Ret r ansmi ssi on Packet dropped.
2.52.178.218 I srael 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
Sreaming Engine: TGP Invalid i i ssi
46.19.85.180  |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segment retransmission. dr op 15
Ret r ansni ssi on Packet dropped.
; . . SN retransmt wth different .
158. 85. 253. 245 |lLhited Sates |147.237.72. 156 |anan.idf.il Bad TCP sequence i ndow scal nmoni t or 14
Sreaming Engine: TGP Invalid i i ssi
109. 66. 196. 245 | srael 147.237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 248. 176 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
e SN retransmt wth different .
109. 67.49. 245  |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Wi ndow scal e noni t or 12
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 175 |l srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 81 I'sr ael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmission. dr op 12
Ret r ansni ssi on Packet dropped.
212.199. 154. 194/l srael 147.237. 72. 167 |i shuri maka.i df . i |dr op First packet isn't SWN drop 11
109. 67.110.35 |l srael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i Ssi
46.19. 85. 57 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
46.19. 85. 55 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dropped.
2.54.61.229 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
195. 160. 242. 40 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
62.0.227.93 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
66.249.78.223 |United Sates [147.237.77. 243 |mbile.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
109. 67.110.35 |Israel 147. 237.72. 156 |anan. i df .i | Bad TCP sequence noni t or
46.19. 85. 171 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng BEngine: TCP Invalid i i ssi
79.178.199. 46 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
62.0.227.93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
94. 230. 86. 70 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
2.54.44. 198 I srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
84.95.205. 5 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 178 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i Ssi
109. 67.34.128 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
109.226.34.18 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 190 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
5. 102. 254. 69 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.120.217.48 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 5
188. 120. 148. 128l srael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
132.72.71.101 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.22.11 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.102. 254. 69 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 4
80.246.136.39 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
176. 12. 154. 109 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
Sreaming Engine: TGP Invalid i i ssi
40.77.167.58  |ited Sates |147.237.76.200 |eitan. aka. idf.il 9 =g Invalid segnent retransmission. drop 4
Ret r ansni ssi on Packet dropped.
176. 216. 191. 117|Tur key 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.16. 192 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85.171 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
94. 230. 86. 70 I srael 147.237.72. 167 |[ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber aert 4
213.8.96.34 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
176. 12. 154. 212 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4




02-02-2016-14:04:00 to 02-02-2016-15:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 85. 180 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 79
176. 12. 154. 252 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 79
46.19. 85. 180 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 48
46.19. 85. 18 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 44
2.54.138. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 25
2.52.47.184 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 23
2.54.148. 236 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
85. 250. 108. 250 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
185. 32.179. 175 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 6
46. 19. 85. 55 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 5
185.32.179. 175 |[lsrael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/ 7/ B ock 3
176.12.154.17 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
176. 12. 154. 234 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 66. 196. 245 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
2.54.10. 209 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176.12. 154. 158 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.142.195.200 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. idf.il/main/sachar/ mas. aspx |B ock 2
109. 160. 140. 164|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
212.179.61. 123 |[Israel 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to wwu | aw i df.il/589-he/ pat zar . aspx= B ock 2
176.12.154. 47  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.186 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176. 12. 154. 138 |Israel 147.237.0. 17 g;”lyl kosher-kravi.i | @ ied I1legal Parameter Encoding None 2
Unknown Paraneter q in
46.19. 85. 124 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ naster/ favic |None 1
on. gif
195. 160. 242. 40 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for vww aka. idf.il/sip_storage/files/7 |B ock 1
169. 229. 3. 91 Lhited States [147. 237. 72. 156 [anan. i df . i | Mil tipl e Abnormal Iy Long Request from 169.229. 3.91 B ock 1
37.26.148.130 | srael 147.237.72. 156 |aman. i df . i | \')‘i" 'otl ;‘:'iinﬂtgff&b;\ﬁ_iaﬁsjénqu; om 37. 26. 148. 130 (Prot ocol None 1
176.12.155.55 |l srael 147.237.77. 216 [dover . i df . i | muit gfo f iI IZ/etderrL:):IzL atpecsiesshs(;\rte(;/ user cont r ol s/ navnenu/ undef i ned Bl ock !
109. 67. 49. 245  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.81.250 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/| ayout.css |B ock 1
2.54.38.38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
169. 229. 3. 91 Uhited Sates|147.237.77.235|sviva.idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
Unknown Paraneter docld in
46. 19. 86. 222 I srael 147.237.72. 166 |aka. i df . i | wa aka. i df . i |/ mai i/ gi yus/ mai i/ gi yus/ resour ces/ i mages/ mast er/ favic [None 1
on. gif
169.229. 3. 91 Lhited Sates|147.237.72. 166 |aka. i df . il Dstributed I11egal Byte Gde Character in Mthod B ock 1
158. 85. 253. 245 |Uhited Sates|147.237.72. 156 [aman. i df . i | Dstributed MSQ Data Retrieval with Inplicit Qnversion Erors(+) |None 1
46.19. 85. 15 I'srael 147.237.72. 166 |aka. i df . i | \'\/Ai“ Iotl iaf'iinu}tgfgﬁ_i;‘eﬁg‘g )r om 46. 19.85. 15 (Prot ocol None 1
5.29. 6. 169 | srael 147.237.76.42 |refuah.idf.il i;t ;;Sfj;gt;:t“;Ihgsiﬁ;dedlﬁe:e‘fe;i on Bl ock 1
Unknown Par anet er
84.109. 116. 254 |[lIsrael 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphivai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
2.52.22.11 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il Mil tipl e Abnormal Iy Long Request from 169.229. 3.91 B ock 1
66.249.78.223 |[Israel 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates|147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 Bl ock 1
176.102.51. 132 |Wkraine 147.237.72.166 |aka. i df . i | ﬂ?“tzggr ;Z?isg}mﬁfzis?ut;gener ol . aspx B ock 1
73.3.77.56 Wnited Sates [147. 237. 72. 166 [aka. i df . i | m”aifi dpﬁri??en;je;/;c\ﬂﬁﬂ?fima; on. aspx None 1
2.54.61. 229 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
169. 229. 3. 91 Uhited Sates|147.237.77.235|sviva.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates [147.237. 72. 166 [aka. i df . i | Oistributed Ml forned UR B ock 1
66.102. 9. 101 Lhited Sates |147. 237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/1294-en/wanidf.il/english |B ock 1
158. 85. 253. 245 |Uhited Sates |147.237.72. 156 [anan. i df . i | Mil tipl e signatures from 158. 85. 253. 245 B ock 1
46. 19. 85. 15 I srael 147.237.72. 166 |aka. i df . i | SSL tntraceabl e (nnection - Arotocal vidl ation None 1

(SSL_CONN CLI ENT_HELLO)
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