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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
91. 231. 192. 149 | srael 147.237. 76. 42 refuah.idf.il JLMPurple Gon Limt Htp drop 81
91.231.192. 149 | srael 147. 237. 76. 42 refuah.idf.il JLM Purple Gon Limt_Tcp dr op 31
109. 160. 241. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.52.179.238 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
185. 130. 5. 224 147.237.76. 31 nakchal . i df . il Block Udp All _Nets drop 1
185. 130. 215. 3 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il ock Udp Al _Nets drop 1
185. 130. 215. 3 147.237.77. 226 v chanat z. aka. i df . i | L4 Source or Dest Port Zero dr op 1
185. 130. 215. 3 147.237.76. 196 e.sviva.idf.il L4 Source or Dest Port Zero drop 1
109. 160. 241. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
185. 130. 215. 3 147.237.77. 205 prisha.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site |Sgna1 ure Device Action |Oount |
37.105. 122. 30 Saudi Arabia 147.237.77.216 |dover.idf.il 3886: HITP. Qoss Ste Scripting in POST Request ock 8
216.17.111.245 |lnited Sates 147.237.77.19 |lawforumidf.il |16634: HITP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry \Signature

37.105. 122. 30 147.237.77. 216 Saudi Arabia dover.idf.il SQ Injection - Select From 9
37.105. 122. 30 147.237.77.216 Saudi Arabia dover.idf.il GPL WEB_SERVER / et ¢/ passwd 4
87. 69. 246. 20 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 183, 112 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
84. 110. 36. 73 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 74. 107. 254 147.237.77.216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 147. 237. 76. 199 Wnited States e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
132. 66. 152. 214 147.237.77.216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 235. 254. 181 147.237.77. 243 Tur key nobi | e.i df . il ET SCAN NVAP -sS w ndow 1024 1
37.26. 146. 185 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
89. 139. 164. 143 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 154. 62. 66 147.237.77.216 Oman dover.idf.il portscan: TP D stributed Portscan 1
84.111.38.78 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
84. 108. 60. 33 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 6 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
62.219. 21. 30 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
168. 62. 238. 153 147.237.76. 177 Wnited States ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 51 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
121. 201. 27. 61 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91.214.5. 128 147.237.77.216 Uni ted Ki ngdom dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature

92.225. 45,103 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 67
Sreaning Engine: TCP Invalid i i ssi

80. 246. 136. 24 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Inval i d segnent retransnission drop 42
Ret r ansni ssi on Packet dropped.

92. 225.45.103 |Ger many 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIAXK retransmt with different ooqivor  |1s

W ndow scal e

Sreaning Engine: TCP Invalid i i ssi

176.12.154.19 |Israel 147.237.77. 243 |nubi | e.i df .i 9 =9 Inval i d segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
Sreaning Engine: TGP Invalid i i ssi

46.19.85.18 [l srael 147. 237. 77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.

82. 46. 117. 100 LKri“r:;gom 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi

176. 12. 154. 216 |I srael 147. 237. 77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.60  |Israel 147. 237.72. 167 |i shuri maka i f . i 9 =g Invalid segment retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

94. 230.93. 232 |Israel 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

94.230. 93.200 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segment retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

84.228.0.38 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8

84.228.0. 38 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8

5.22.129.99 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
Sreaning Engine: TGP Invalid i i ssi

185. 32. 179. 242 |I srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

94.230. 93.191 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.69.88 |UWited Qates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.54.11.1 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

109. 66. 109. 191 |I srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.54.11.1 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber moni t or 6
Sreanming Engine: TCP Invalid i i ssi

79. 180. 163. 253 |l srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

94.230.93.175 |Israel 147.237.0.34  |tikshw.idf.i 9 =9 Inval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

85. 64. 2. 166 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi

94. 230. 93. 136 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.54.11.1 I srael 147.237.72. 166 |aka.i df .i | SYN At tack rej ect 6

37.26.149.134 |Israel 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

2.54.174.186 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.11.1 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 5

80. 74. 100. 131 |[Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 5

2.54.174.186 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invali d sequence nunier noni t or 5

2.54.174.186 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

176. 12. 154. 221 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 5

2.54.174.186 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 5

85. 64. 2. 166 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 5

176. 12. 154. 221 |1 srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

84.228.0.38 I 'srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 4

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

80. 246. 139. 197 |I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

5.102.254. 151 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4

46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

85.130.223.17 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 4

46.19.85.7 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

37.26.149.134 |[lIsrael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TQP Invalid i i ssi

65.55.210. 115 |Wited Sates |147.237.76. 200 |eitan. aka.idf. il 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.32  |israel 147.237. 77. 243 |robi | e i of . i | 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79. 183, 202. 232 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

94.230. 93. 143 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

77.125.72.212 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

85.130. 223. 17 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi

176.12. 154. 66 |Israel 147.237. 77. 243 |robi 1 e i df . | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.12. 154. 120 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 53
2.54.184.1 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 15
37.26.149.134 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 8
176.12. 154. 212 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 8
37.105.122.30 |[Saudi Arabia |147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 37. 105, 122. 30 B ock 7
2.54.172. 195 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
37.26.146.164 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
176.12.155.53 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
81.218.245. 1 I srael 147.237.77. 216 |dover . i df . i | Distributed Wnauthori zed URL Access on www i df . il/894-he B ock 3
2.54.191. 62 | srael 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Code B ock 3
2.54.131. 141 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
76.115. 96. 90 Uited Sates|147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 3
109. 66. 109. 191 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
46.19. 86. 135 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
2.54. 46. 232 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
176. 12. 154. 240 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
176.12.154.13 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
2.54.131. 137 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
192.117. 135. 216 |l srael 147.237.76.86 |navy.idf.il Mil ti pl e Unhaut hori zed URL Access from192. 117.135. 216 B ock 2
66.249.78.159 |[Israel 147.237.77.216|dover . i df . i Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 B ock 2
46.19. 86. 96 I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
5.29. 146. 213 I 'srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 2
176.12.155.95 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
66.249.78.80 [ srael 147.237.0. 17 g; niyl- kosher-kravi.i | iped I11egal Paraneter Encoding None 2
2.52.138.9 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
31.154. 161. 187 |israel 147.237.76.42 |refuah.idf.il ma:g o ;y;e_ i\':jfo_' ialt /' fglg_tr"g/()rs?’:‘;h?'zs'gxacem der1StxtLasthame in g o 2
176.12.154.66 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock
37.26.149.230 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
80. 246. 136. 252 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
2.54.13.39 I'srael 147.237.72. 166 |aka. i df . i | ?ﬂéﬂfg&&?&ﬂf&%ﬂ ons from2 54.13.39 (Protocol violation |0 1
74.82.47. 4 Lhited Sates|147. 237.0. 16 inly- kosher -kravi .i df . Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
Paraneter Type Mol ation
156. 172. 43. 239 147.237.77.216|dover.i df . il ct| 00$Cont ent P acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1133- he/ dover . aspx
62.219. 225. 247 |[lIsrael 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelfaq. aspx Bl ock 1
191.232.136.91 |thited Sates|147.237.0.34 |tikshuv.idf.il m”ttihgguz\f? dﬁ‘l fcn;ejlsgityisl gi yus/ general . aspx Bl ock 1
95.135.13.241 |Wkraine 147.237.76.31 |nakchal .idf.il maﬁztki; T)l’%? .\m' fé;;_”hgaggk'\ﬁg ' gspx B ock 1
79.181. 217. 210 |israel 147.237. 72. 166 |aka. i df . i | mn;’k“; I'Z"’f“?’fftn:lr nf;;g?i‘jtgagff‘;Zfégfwhsa‘:har$°t' 7in None 1
176.12. 154. 122 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 1
169.229.3.91  |Whited Sates|147.237.77.19 |l awforumidf.il ! I,&Ioz??l#;ﬁt]eog(?nm:gz% AT%“;?::VR?ATAE*HA?A'( CTARIARA laock |1
109. 65.198.76  |Israel 147.237. 72. 166 |aka. i df . i | :)Llr?:%as]/ i?;;e;ﬁdsngzggzazgtj;kﬁ f/ nai v kapat 2/ res Bock |1
37.105.122.30 [Saudi Arabia [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i |/ nosuchpagel23 B ock 1
218. 161. 34. 107 |Tai vian 147.237.76.42 |refuah.idf.il \Trwa?:; o ;yzlé i\':jfoll ialt /' fzr'zga}?;'\:gp&;h aspx B ock 1
2.54.13.39 I srael 147.237.72. 166 |aka. i df . i | %&gﬁﬁ&ﬂfﬁﬁf& - Protocol violation None 1
176.12.154.26 |l srael 147.237.72. 166 |aka. i df . i | girwara‘j';;e: d??‘f /?T‘;jy n/\';;)'fairf?egii ot o zar dl st ep3. aspx None 1
74.82.47. 4 Lhited Sates|147.237.76.39 |nmobile. neitav.idf.il [Wauthorized URL Access to 147.237.76.39/ B ock
66. 249. 78. 18 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock
157.55.39.248 |Uhited Sates|147.237.76.42 [refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/tenpl ates/gsysteniormt |B ock 1
37.26.148.157 [Israel 147.237.76.42 |refuah.idf.il o rzi;’?u_tfg ng‘;;g%”hzjﬂ é&aﬁc‘;‘;ﬁ n Bock |1
95.135.13.241 [Ukraine 147.237.76.31 |nakchal . i df .| Porane or e Molgnop Sorar 1 aspx Bock |1
Dstributed Paraneter Type Mol ation on
80. 246. 130. 122 |l srael 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/1518-he/ ref uah. aspx par anet er Bl ock 1
ct1 00$Cont ent Pl aceHbl der 1$t xt Gont ent
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