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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 86
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
92.223.198. 233 Italy 147.237.77. 61 e.cogat.idf.il L4 Source or Dest Port Zero drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

115. 239. 228. 10 Chi na 147.237. 76. 31 nakchal .idf.il JLM Under Attack Con Htp drop 2
71.6.165. 200 Lhited Sates 147.237.76. 197 e hinush.idf.il |B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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‘ Target Address

A tacker
Count ry

Signature

ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

80. 246. 133. 70 |147.237. 77. 233 |I srael atal .idf.il 4
at t ack
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
84.228.222.38 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 2
46.117. 125. 219 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP O stributed Portscan 1
178.255.11.6  [147.237.72. 166 [Estoni a akaidf.il portscan: TCP D stributed Portscan 1
31.168. 203. 129 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
93.174.93.181 |147.237.77.121|Nether| ands e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.54.2.61 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.68.73.18 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
80. 246. 140. 110 |147. 237. 72. 166 |I srael akaidf.il portscan: TGP O stributed Portscan 1
61. 240. 144. 65 |147.237.77.176|Chi na nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237. 77. 205 |Chi na prishaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.31 |China nakchal .idf .il ET SCAN Potential SSH Scan 1
185. 3. 146. 251 [147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
59.45.79.117  |147.237.0.19 |China medi matal .idf.il |ET SCAN Potential SSH Scan 1
183.60.48.25  |147.237.76.39 [China nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
31.210. 186. 136 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93.181 |147.237. 77. 205 [Net her | ands prishaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
5.29.170.114  |147.237.72.166 |l srael akaidf.il portscan: TGP O stributed Portscan 1
93.174.93. 181 |147.237.76.39 |Netherl ands nobi | e. nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.77.170|Chi na mearachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
213.151.36.20 |147.237.72.166 |Israel akaidf.il portscan: TGP O stributed Portscan 1
59.45.79.117  |147.237.76.38 |China eeneitav.idfi.il |ET SCAN Potential SSH Scan 1
192. 114. 23. 209 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP DO stributed Portscan 1
59.45.79.117 |147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76. 148 |Chi na gacenter.aka. idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
78.60.104.239 |Lthunia  |147.237.76. 200 |ei tan aka o i1 | €A NG Engi ne: TCP Inval id Jinvalid segnent retransnission. Packet drop 26
Ret r ansni ssi on dr opped.
176. 12. 154. 207 | srael 147.237.76.31 |nakehal ior i1 | S NG Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 24
Ret ransni ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
80. 246.139.84 | srael 147. 237 72. 167 [i shuri maka i of || S NG Engine: QP Inval id finvalid segnent retransnission. Packet |, o, 6
Ret r ansn ssi on dr opped.
79.180. 126. 249 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission. Packet drop 6
Ret r ansn ssi on dr opped.
2.52.20.58 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 4
217.132.78.34 |israel 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid |invalid segnent retransnission. Packet drop 3
Ret r ansn ssi on dr opped.
2.54.62. 188 I'srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission. Packet | o 3
Ret r ansn ssi on dr opped.
46. 19. 86. 93 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
2.54.139.137  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.
176.12.154.76  |Israel 147.237. 77, 243 |mobil e i 11| S NG Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 3
Ret ransni ssi on dropped.
2.52.146. 74 I sr ael 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 3
82.80.156.82  |Israel 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Inval id finvalid segnent retransnission Pecket | o 3
Ret r ansn ssi on dr opped.
46. 19. 86. 93 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
79.182. 169. 169 I srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission. Packet | o 3
Ret r ansn ssi on dr opped.
176.12. 155. 223 | srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret r ansn ssi on dr opped.
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
31.210. 186. 136 |l srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Invalid ACK nunber noni t or 2
41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 2
212.143.23.100 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid sequence nunier noni t or 2
147.235.8. 73 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
46. 19. 86. 93 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 2
2.54.181. 64 | srael 147.237.76. 42 |refuah.idf.il Veb Se.r ver Enf or cerent Véb Servers 9 ow HTTP Denial of Service |reject 2
Mol ation
46. 19. 85. 205 I 'srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.0.35 |akavs.idf.il drop drop 1
85. 65.106. 240 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
192.115.248.2 |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 186|Uhited Sates |147. 237. 76. 198 |e.yohal an.idf .i| |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
80.246.137.75 |Israel 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 205 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.132.33 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76. 44 |e.refuah.idf.il |Geo-|ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 1
109. 67.120. 175 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
193. 43. 246. 250 |Israel 147.237.77. 170 |nsarachot .idf .il |dr op First packet isn't SWN drop 1
141. 212. 122. 187|lnited Sates [147. 237. 76. 198 e.yohal an.idf.i| |Geo-| ocati on enf or cement Geo-1 ocati on i nbound enf or cenent drop 1
119.56. 116.93 |9 ngapore 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
2.54. 160. 187 | srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.71 |wited Sates |147. 237. 76. 177 [ncore. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
42.90.204.217 |China 147. 237. 72. 166 |aka i df .| HTTP Format S zes I”:r;gt'ﬁ”o%t ZOZ‘SCE;:’:S alloved maximum | ovor |1
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.33.120 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
147.235.8.73  |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsgga”smt wth different monitor |1
85. 65.106. 240 [l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
141.212.122.72 |whited Sates |147. 237. 76. 177 [ncore. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 179. 96. 90 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 96
176.12. 154. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 86
185. 32. 179. 228 |l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 53
77.125.154.26 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 47
176.12. 154. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 44
80. 246. 130. 183 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
176. 12. 155. 234 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
2.54.43.81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 12
46.19. 86. 40 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 12
81.218.241.26 |lsrael 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized LRL Access from 81.218.241. 26 Bl ock 11
176.12. 154. 198 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 10
216.72.40.185 | srael 147.237.0.34 |tikshuv.idf.il Too Meny of the Sane Response Code (404) in Session from B ock 7
216. 72. 40. 185
2.52.168.74 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
2.54.130. 128 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock
. . . O stributed Unaut hori zed URL Access on
2.54.182. 165 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 5
77.125.154.26 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 5
] . . Unaut hori zed URL Access to
40.77.167. 32 Wited Sates |147.237.72.166|aka.idf.il v aka. i df i 1/ i n/ hone/ nai n/ hone/ def aul t . aspx B ock 3
: . . Unaut hori zed URL Access to
2.54.182. 165 I srael 147.237.77.243|nobi l e. i df . i | nobi l e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1381 Bl ock 3
46.19. 86. 205 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
194. 114. 146. 227 |1 srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/7/ B ock 3
46.19. 86. 118 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176.12.155.29 |Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
2.54.12.201 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Wnaut hori zed URL Access from 31.154.19.5 B ock 2
176.12.155. 14  |Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
213.151.39. 199 |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ B ock 1
81.218.241.26 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/images/ 1. he/ back. png B ock 1
77.12.52.118 Ger many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock 1
] . . Unaut hori zed URL Access to
191.232.136. 32 [Wnited Sates |[147.237.72.166|aka.idf.il akaidf i1/ karar! nevs wuvidf i1/ vt za Bl ock 1
46.19. 86. 151 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/wwtikshuv.idf.il B ock
157.55.39. 139 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing.asp |B ock
. . Distributed Lhaut hori zed URL Access on
80.178.157.53 |Israel 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl e shar ed/ reset . css Bl ock 1
212.179.21.194 [israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/sip storage/files/  |B ock 1
66.249.78.190 I srael 147.237.77. 176 |nat pash. i df . i | thauthorized LR Access to Bl ock 1
wn cogat . i df . i |/ usef ul i nf or mat i on/ news/ pages/ | uxnibor g. aspx
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct| 17 in
46.19.86.7 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ sachar / paysl i ps. aspx None 1
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.i | Mal for med LR Bl ock 1
216.72.40.185 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
. . Distributed Lhaut hori zed URL Access on
82.166.190.11 |l srael 147.237.72. 166 |aka. i df . i | vws aka i o i 1/ nai 1V scri pt s/ css3pi e ht B ock 1
Kor ea, . . .
1.227.252. 43 Republ i ¢ of 147.237.77.216|dover . i df .i | O stributed PHP At tenpt B ock 1
192.118.78.57 |Israel 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wanidf.il/rul es. abe B ock
157.55.39.210 |Uited Sates [147.237.72.166|aka.idf.il Distributed Unauthorized URL Access on 147.237.72. 166/ Bl ock
’ . . - Unaut hori zed URL Access to
40.77.167. 84 Lhited Sates |147.237.77.243|nobile.idf.il nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 1
waw. chanat z. aka. i d unaut hori zed URL Access to
212.179.21.194 Israel 147.237.717. 226 foil wan chanat z. aka. i df . i1/ si p_storagel fil es/ 9/2479.] pg B ock !
) - . Unaut hori zed URL Access to
178. 255.11. 6 Estoni a 147.237.72. 166 |aka. i df . i | vy aka, i of i1/ i 1V gi yus/ ww navy. i df i | Bl ock 1
68. 180. 228. 112 [United Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNimin Bl ock 1
waw i df . i | /1785- he/ dover . aspx
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock
85. 64.207. 240 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
1.227.252. 43 g;ﬁaic o  |147.237.77.216|dover . i df .il Lhaut hor i zed URL Access to waw i df.il/xmrpc. php B ock 1
- . Unaut hori zed Met hod CPTI ONS for
194. 114. 146. 227 |l srael 147.237.72. 166 |aka. i df . i | wwv aka. i o .i1/5i p storagelfiles/7 Bl ock 1
46.116.3.33 I srael 147. 237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in None 1

v aka. i df . i |/ mai n/ sachar/regi strati onw zar d/ st ep3. aspx
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