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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
168. 235. 196. 172 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover_Uhder Attack Con Htp drop 4
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2

0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

192. 115. 67. 2 147. 237.72. 166 I srael aka.idf.il ) . 5
deni al of service attenpt
54.157.215.29 |147.237.77.176|Wited Sates |natpash.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46.116.16.175 [147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
37.122.211.1  |147.237.76. 199 LK?';gegom e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
132. 64.53. 164  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.122.211.1 147.237.76.34 LKJ?';:gom yohal an. i df .il ET SCAN Potential SSH Scan 1
94.216.151. 62 |147.237.0.15 |Ger many kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
37.26.149.221 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.220.116 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.52.11. 165 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
66.249.78.146 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 1
212.199. 244. 112|147, 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
46.166. 129. 183 [147. 237. 76. 198 [Net her | ands e.yohalan.idf.il |ET SCAN NMAP -sS w ndow 2048 1
209. 126. 116. 147|147.237.8.50 |Wited Sates |e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46.116. 255. 156 [147. 237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19.85.7 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
168. 235. 196. 172|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCQP D stributed Portscan 1
37.122.211.1  |147.237.76.44 LK?';gegom erefuah.idf.il  [ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.0.34 |Uhited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
37.122.211. 1 147.237.0.35 LKJ?';:gom akavs. i df .il ET SCAN Potential SSH Scan 1
84.108. 52. 49 147.237. 72. 166 |I srael aka. idf.il portscan: TCP DO stributed Portscan 1
2.52.17.188 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
69.30.254. 186 |147.237.76.31 |Wited Sates |[nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
62. 0. 24. 40 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.235.98. 139 |[147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
46. 210. 216. 2 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.25.79.133  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.166. 129. 183 [147. 237. 76. 198 |Net her | ands e.yohalan.idf.il |ET SCAN NVAP -f -sS 1
199. 203. 153. 193|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
168. 235. 196. 172|United Sates [147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 121
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i ssi
46. 19. 85. 36 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 33
Ret ransm ssi on Packet dropped.
197.32.117.35 |Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 30
46. 19. 85. 103 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 29
197.32.117.35  |Egypt 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence S retransmt wth different monitor |26
w ndow scal e
46. 19. 85. 103 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
2.54.175. 62 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreanming Engine: TCP Invalid i i SSi
85. 130. 252. 241 |israel 147. 237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
185.10.124.76  |Hungary 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 12
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54.138.121  |israel 147.237.77. 243 [nobi l e. i df . | Strean 9 Er?g e T Invalid |invalid segnent retransnission. drop 12
Ret ransm ssi on Packet dr opped.
e SWNretransnmit wth different .
5.29.206. 9 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence vi ndow scal @ monitor |12
reamn ine: TCP Invali i i ssi
37.26.148.236 [l srael 147.237.72. 166 |aka. i df .i Stream g Engine P Invalid finvalid segnent retransnission. drop 12
Ret ransm ssi on Packet dropped.
37.26.149.189 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence nonitor |12
46. 19. 85. 112 | srael 147.237.76.42 |refuah.idf.il drop SAMrul e drop 12
66. 102. 8. 243 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
66. 102. 8. 243 Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 10
37.26.149.189 |Israel 147.237.0.19 |nadimatal.idf.il Bad TCP sequence alert 10
46.19. 85. 214 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |10
Sreaming Engine: TCP Invalid i i ssi
46.19.86.5 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansm ssi on Packet dr opped.
2.52.21.47 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.52.21.47 I srael 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi
81.218. 158. 127 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.12. 155. 141 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
80. 246. 137. 139 |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
66. 102. 8. 243 Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 9
66. 102. 8. 238 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 8
66. 102. 8. 238 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |8
81.218. 241. 26 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
66. 102. 8. 238 Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 8
138. 134. 102. 16 |l srael 147.237. 72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 87 I'srael 147.237.77. 226 | "} chamatz.aka.1d! |paq TGP sequence Inval i d ACK nunber monitor |7
66. 102. 8. 233 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7
66. 102. 8. 233 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 7
80. 246. 140. 63 |l srael 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.46.39. 123 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
85. 130. 132. 159 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
2.54.46.232  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. o 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 25 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 140. 164 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
37.26.149.189 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 237 |l srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segent retransmssion. | 6
Ret ransm ssi on Packet dropped.
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TQP Invalid i i SSi
176.12. 155. 231 | srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
177.244.16.54 |Mexi co 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
176.12.155.88 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249. 65. 139 |Lnited Sates |147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
177.244.16.54 |Mexi co 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
Sreamng Engine: TCP Invalid i i ssi
176. 12. 155. 107 | srael 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
176.12.155.46 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 216
176.12.155.46 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 112
176.12. 155. 46  |Israel 147.237.0.19 |[madi matal .idf.il Distributed Too Miny of the Sane Response Code (403) B ock 65
2.52.179. 20 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 52
37.26.149.189 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 41
46.120.232.8 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 36
46. 19. 85. 218 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 30
185. 32.179. 254 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 29
46.19. 86. 32 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 25
176. 12. 155. 238 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 23
2.54.148. 238 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 15
176.12.155.91  |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 13
80.246.139.58 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 80. 246. 139. 58 B ock 10
46. 19. 85. 36 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode Bl ock 10
46.19. 85. 98 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock
2.52.51.200 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
192.118.10.10 |[lIsrael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 192.118. 10. 10 Bl ock
46.19.85.196  |israel 147.237.77. 243 |nobi | e. i df . i | tauthortzed. tg‘egpgrcyiim O oo/ <t chi | deocumert &/ 1071 Bock |6
2.52.50.174 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
40.77.167.32 LShIaIt:g 147.237.72. 166 [aka. i df . i | mugﬂg.r: Zfeéi Iullnaf‘r:l;:ﬁzrsmj ?rai n/ hore/ def aul t . aspx Bl ock 4
176.12. 155. 231 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.54.43.15 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 3
185. 32. 179. 237 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
176. 12. 155. 234 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.52.178.37 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 3
2.54. 46. 232 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
37.26.149.130 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.12. 155. 252 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 3
2.54.138. 121 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspi ci ous Response Code Bl ock 3
46. 19. 85. 207 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
138. 134.102. 16 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/scripts/css3pie. htc Bl ock 2
2.54.43. 69 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
2.52.178.132 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 2
169. 229. 3. 91 g;:: 147.237.0.19 |[madi matal .idf.il D stributed Abnormal |y Long Request Bl ock 1
66.249.64.18  |[Israel 147. 237.72. 166 |aka. i df . i | ?4? rzigl;f‘t;f 1%:;’/‘“;;0;; g;e;uj;e:gf;s.sazgx Bock |1
195. 22. 126. 180 |Pol and 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ xn r pc. php Bl ock 1
184. 168. 193. 218 g“iaf(f;’ 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ Bl ock 1
80.246.139.58 |[Israel 147.237.72. 166 [aka. i df . i | Unhknown Parangter catl in wwaka.idf.il/main/giyus/general . aspx None 1
216.72.40.185 |l srael 147.237.72. 166 |aka. i df . i | g‘i';i7p2"e4gf”1'8‘g dthvHel fw dth Lhi code Encoding on URU/ Paraneter (+) - from g o
169. 229. 3. 91 gq;:eeg 147.237.77. 170 |maar achot . i df . i | DOstributed |11egal Byte Gode Character in Mthod B ock 1
68. 180. 228. 112 g‘;tt:: 147.237.77. 216 |dover.i df .i | Paraneter Type M ol ati on PageNumin wwwy i df.il/1397-en/ dover. aspx Bl ock 1

IIlegal Byte Code Character in Method eR AFAJAY o

A>2H~[#A2§] 1[ [#25] ] A¢¥ pAth[ [3#3] 1A/ >~A ~A<A<A 1 | th:?A»A" A?[ [#27~] ] AT™MAE

AAYRYAATA [ [ #25] ] [ [#12] ] AT [ #0] ] A2AsA™A»: AGAT/ ([ [ #24] ] As
197.32.117.35 |Egypt 147.237.77.216|dover.idf .i | /3{&[[#4] ] ,&'{[I#zo] 13& AT3[[#3]1A a315\°:5\3/A2~ - Bl ock 1

'::>A?g[ [#271 ] XA=[ [#3] ][ [#SI]J L[ #:‘28] ]~A€~N/§>J A'.iA{N o .

Po-2[ [#28]] [ [ #16]] [ [ #14] ] AARe) 20 A.. AGACAE] [ #11]] AVAH [ #0] ] A

A™" A° A" A° A®
46.118. 155. 216 [Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 46. 118. 155. 216 B ock 1
192. 115. 67. 2 I srael 147.237.72. 166 |aka. i df . i | SSL Lhtraceabl e QGonnection - Protocol violation (SSL_GONN QLI ENT_HALLO [None 1
169.229. 3. 91 gq;:eeg 147.237.0.17 T;ﬁy.-iliosher ~kravi 'A'J/';A%?JZB%‘? g?gg;‘;tgx;, '\géhﬁzg] | L[#8]] AsfoA A Bock |1
178. 95. 80. 42 Wrai ne 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ati on PageNumin wwwy i df.il/1393-en/ dover. aspx Bl ock
81.218. 60. 42 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/nai n/ hone/ sachar Bl ock

NULL Character in Mthod eR AAZAY o o

A?zF{[#AZ?] l[ [#25] ] A¥ pAth[ [3#3] 1A/ iA ~A<A<A 1 | hlfA?A»A" A?[ [#ZZ] ] A™MAE

NAYAYARTAC [ [ #25] 1 [ [ #12] ] AT[ #0] ] AeAeA™An; ARAL/ ([ [ #24]] As
197.32.117.35 |Egypt 147.237.77. 216 |dover.idf .i | ﬁg@[[#4] ] Z\"{[N[#zo] 13& AT3[[#3]1A 55131&0113/112~ - Bl ock 1

§A?g[ [#27] 1 XA=[[#3] ][ [#31]J L[ #f28] ]~A€~N/§>AI A'.iAiN o A

Ao -2 [ #28]] [ [ #16] ] [ [ #14] ] AsA~A\ 280 A AEAAE[ [ #11]] AVAH [ #0] ] A

A™" A° A" A° A®
5.29. 206. 9 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
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