02-02-2016-09:04:08 to 02-02-2016-10:04:08

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

Nunber

(6]
At acks

Top Tar get

[Top Attackers |

M madi matal .idf.il
M dover.idf.il
M aka.idf.il
M nobi le.idf.il
M i shurimaka.idf.i
Meitan aka.idf.il
[ refuah.idf.il
Matal.idf.il

nat pash.idf.il
M tikshuv.idf.il

200§,

Nunber
(6]

Atacks = | @ 000000 | R

Top Attackers

Il 37. 26. 146. 164
185. 32. 179. 66
I 80.246. 136. 7
2.54.62. 137
M 176. 12. 155. 102
M 46. 19. 86. 107
[ 195. 60. 232. 57
M 46.19. 85. 33
213.55.111.1
M 176. 12. 155. 205




02-02-2016-09:04:08 to 02-02-2016-10:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 115

80. 246. 136. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
2.54.170.217 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 5

213. 8.204. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

195. 60. 232. 57 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 2
212.143.186. 38 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
188.225.171.194  |147.237.77.216 |Palestinian Territory, Qrcupied dover.idf.il portscan: TCP DO stributed Portscan 1
109. 186. 182. 197  [147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
5.29.177.7 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
212.25.112.2 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
185. 110. 132. 54 147.237. 76. 148 gacenter.akaidf.il |ET SCAN Potential SSH Scan 1
109. 64. 6. 170 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
2.54.96.218 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi
46.19. 85. 33 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. dr op 39
Ret r ansni ssi on Packet dropped.
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 39
213.55.111.1 B hi opi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 34
185.32.179.66 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
2.54.62.137 I srael 147.237.72. 166 |aka. i df .i | SYN Attack rej ect 27
Sreaning Engine: TGP Invalid i i ssi
176.12.154.20 |l srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 27
Ret r ansni ssi on Packet dropped.
185.32.179. 66 |l srael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence noni t or 26
197. 231.221. 211|Liberia 147.237.77. 216 |dover.idf .il drop SAMrule drop 22
2.54.62.137 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
46.19. 85. 14 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
185.32.179.66 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 18
185.32.179.66 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 18
87.69.232.227 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor |13
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
82.166. 140. 117 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.12. 154. 122 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 12
Ret r ansni ssi on Packet dropped.
192.117.155.7 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d sequence nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi
37.26.146.219 |Israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
80.179.114.27 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
185.32.179.66 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier noni t or 10
46.19. 85. 71 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 10
213.57.94. 106 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
80.179.114.27 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 10
37.26.147.198 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
79.178.229. 125 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192.115.83.5 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
79.178.229. 125 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
80. 246. 140. 174 |l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 31 I srael 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 6
Sreaming Engine: TGP Invalid i i ssi
109. 65. 66. 148 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.8. 239 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
80.179.114.3 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi
217.194.206. 43 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.38. 95 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
54.244.22.103 |lhited Sates [147.237.77.176 |natpash.idf.il drop Frst packet isn't SYN drop 6
192.115.83.5 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 86. 173 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
37.26.146.195 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 177 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
85.65.217.38  |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.194. 141 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.138.101 | srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 156 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 5
2.54.62.137 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
46. 19. 85. 156 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
185.32.179.66 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
2.54.48. 144 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 156 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 5
185. 32. 179. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.164 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 128
80. 246. 136. 7 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 93
37.26.146.164 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 66
176. 12. 155. 102 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 59
46. 19. 86. 107 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 43
176. 12. 155. 205 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 38
176.12. 154. 174 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
37.26.146.189 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 15
80. 246. 136. 179 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46. 19. 85. 102 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46.19. 86. 175 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 8
176.12.155. 60 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
213. 151. 36. 149 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 213. 151. 36. 149 B ock 5
37.26.146.189 | srael 147.237.0.19 |nadimatal .idf.il ;3?2??'43‘1;28 Sane Response (bde (403) in Session from Bok |5
176.12. 154. 122 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 4
2.54.184.1 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
185.32.179.20 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 181 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.12.154.20 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 3
89.138.65.130 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
76. 115. 96. 90 Lhited Sates |147.237.77.216|dover.idf .il D stributed Suspicious Response Gode B ock 3
185.32.179. 171 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 12. 154. 102 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
40.77.167.32  |Wited Sates |147.237.72.166|aka. i df .i | mu;ﬂgr: Zfedl :“ﬁafﬁ/cﬁzie;ﬁw W/ homel def aul ¢ aspx Bock |3
37.26.147.160 |[Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unhaut hori zed URL Access from 37. 26. 147. 160 B ock
2.54.2.115 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None
37.26.147.160 | srael 147. 237.77. 243 |nobi | e. i df . i | %;ult:?rd'fz‘f? | tg‘egpgrcﬁsemzlesll <t ehi | ddocunent </ 1361 Bock |2
37.26.147.194 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 32.179. 149 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.12. 154. 188 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.117. 143. 250]1 srael 147.237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed LRL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
37.26.148.184 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
81.218.56.171 |[lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 81.218.56. 171 B ock 2
2.54.155. 129 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.146.164 |[Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 2
2.52.20.6 I srael 147.237.72. 166 |aka. i df . i | &E&aﬁaﬂfﬂfﬁfg Frotocol violation None |1
Unknown Par anet er
176.12.155.76 |l srael 147.237.72.166|aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekol der $ct | 38%ct | 01$ct | 03$chbl Questi on$ |None 1
1in wwaka. idf.il/nain/giyus/questionnaire.aspx
66. 249. 66. 64 | srael 147.237.77. 170 |maar achot . i df . i | |Wnaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 2/ 109222. pdf B ock 1
93.173. 250. 251 |l srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessions: (pen Mvde None 1
46. 19. 85. 255 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wanidf.il/igf B ock 1
66.249. 78.109 |Israel 147.237.77.216|dover . i df . il Dstributed Uhaut hori zed URL Access on 147.237.77. 216/ robot s. t xt B ock 1
176.126. 252. 12 |Romani a 147.237. 77. 216 [dover . i df . i | m;;.ﬁ?{?/ma@;fﬁ;@c”ptsquuery/jquery_ Lazrins Bock |1
84.228.62.113 [Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f  [B ock
40. 77. 167. 33 Lhited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter sorderby in aka.idf.il/iturimasp/ displayallsoldiers.asp |[None 1
79.178. 14. 29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
212.25.112.2  |Israel 147.237.77. 234 |hal ag. i df . i | o r2'3t7’“t7$dZﬁffmggsfiiaglﬁfﬁ T Bock |1
66. 249. 66. 67 | srael 147.237.77. 170 |maar achot . i df . i | |Wnaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 2/ 109172. pdf B ock 1
46.19. 86. 10 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/main/guys B ock 1
130.193. 50. 33 gzz:;r} on 147.237.77.74 [lawidf. il vL\:;vult Zsuril Sfe.di IL/'?:_o:gc():leeS/SC(tJroe/ doc_ngr/doc_ngr. asp Bl ock !
Unhaut hori zed URL Access to
213.151.36. 149 |[Israel 147.237.72. 166 [aka. i df . i | wawv: aka. i df . i | / mai n/ sachar / &a=u&ed=0ahukew boni dxdj kahuehhokhsg |Bl ock 1
ocnsqf ggomanBusg=af gj cneeywysowwcocycbnt x0Ogxav9l bkw
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