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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
31.168. 240. 21 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
116. 126. 120. 206 Korea, Republic of 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets drop 1
58.97.111.9 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
58.97.111. 10 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66. 249. 78. 146 147.237.72.166  |Wited Sates aka idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46. 19. 86. 102 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.72.182 147.237.72.166 [l srael aka.idf il portscan: TCP D stributed Portscan 1
17.78. 98. 80 147.237.77.216  |Wited Sates dover.idf.il portscan: TGP D stributed Portscan 1
209. 126. 116. 147 147.237.77.216  |Wited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
193.37.128.3 147.237.72.166 [l srael aka.idf il portscan: TCP D stributed Portscan 1
185. 27. 106. 103 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
85. 250. 234. 51 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
84.228. 149. 183 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.121.118.2 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
37.26. 146. 160 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
212.179.155.129  (147.237.77.216  |israel dover.idf.il portscan: TCQP D stributed Portscan 1
195. 62. 52. 41 147.237.0. 16 Russi an Federation ny-kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
193. 201. 227. 63 147.237.77.216  |Wkraine dover.idf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 123 147. 237.76. 177 Mol dova, Republic of ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.12. 154. 111 147.237.72.166  [lIsrael akaidf.il portscan: TGP D stributed Portscan 1
85. 64. 129. 113 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

CGountry

Sreanming Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

109. 65. 17. 107 |l srael 147. 237. 76. 200 |ei tan. aka.i df .i | > dro 156
Ret ransni ssi on Packet dropped. P

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

213.55.104. 212 |B hiopi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20

2.54.160. 41 I srael 147.237. 77. 216 |dover . i df .i | SYN At t ack rej ect 16
Sreanming Engine: TCP Invalid i i ssi

85. 64. 129, 113 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 12
Ret ransmi ssi on Packet dr opped.

37.26.148.182 |[lsrael 147.237.0.19 |nadimatal .idf.il{Bad TCP sequence Inval i d sequence nunier noni t or 10

52.5.69. 31 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
Sreaning Engine: TGP Invalid i i ssi

2.54.10.177 | srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransnssi on. dr op 9
Ret ransmi ssi on Packet dropped.

37.26.148.182 |israel 147.237.0.19 |nadimatal.idf.il[SYN A t ack SYN -> SYN-ACK -> RST rej ect 9

37.26.148.182 |Israel 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9

37.26.148.182 |[lsrael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Invalid ACK nunber alert 9

37.26.148.182 |israel 147.237.0.19 |medimata .idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 9

2.54.160. 41 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or 8

2.54.160. 41 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 8

2.54.160. 41 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 8

2.52.145.51 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

46.19.85.116  [Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

212. 29. 214. 162 |I sr ael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransni ssi on Packet dropped.

54.173.9.10 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

reamn ine: TCP Invali i i ssi

2.52.178.107 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

46.19.85.116  [Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or

41.33.232.66 |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or

212.76.127. 219 |l srael 147.237.77. 176 |natpash.idf.il (Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreanming Engine: TCP Invalid i i ssi

66.249.69.88 |Uhited Sates |147.237.0.19 |nadimatal.idf.il g =g Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

2.54.160. 41 I srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

91. 200. 12. 143 |lkrai ne 147.237.77. 170 |maarachot . i of .i | [dr op SAMrul e drop 4

46.19. 85. 17 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

91.200. 12. 136 |[lkraine 147.237.77. 170 |n@ar achot . i df .i | [dr op SAMrul e drop 4
Sreaning Engine: TGP Invalid i i ssi

65.55.210.88 |[Wnited Sates |147.237.76.200|eitan aka.idf.il 9 =g Invalid segnent retransnission. drop 4
Ret ransmi ssi on Packet dropped.

195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4

2.54.132.126 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

52. 0. 86. 232 Wited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data nonitor |4

81.218. 70. 243 |Israel 147.237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 4

46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

80. 246. 136. 155 |l srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi

2.54.132.154 |Israel 147. 237, 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

84.108.32. 234 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.147.187 |Israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176. 12. 154. 169 |I srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.183. 141. 135 |l sr ael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransni ssi on Packet dropped.

85.64.229.25 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TQP Invalid i i SSi

46.19.86.200 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

82.81.76.218 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

37.26.146.160 |Israel 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

46. 19. 85. 186 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop

54, 85.198.156 |[Uited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i i ssi

185.3.146. 251 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176.12. 155. 22 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.183.188.90 |Israel 147.237. 72. 166 |aka.i df .1 9 5y Invalid segment retransmssion. dr op 3
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
37.26.146.189 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 356
37.26.146.189 |l srael 147.237.0.19 |nadimatal .idf.il ;2?2??43‘1;39 Sane Response (bde (403) in Session from Bl ock 181
46. 19. 85. 50 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 111
46. 19. 85. 50 I srael 147.237.0.19 |nadi matal .idf.il|Too Many of the Same Response Code (404) in Session from46.19.85.50 |B ock 111
37.26.146. 189 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
176. 12. 155. 106 |l sr ael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 40
176. 12. 155. 130 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 38
176. 12. 154. 108 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 31
2.54.139.132 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 19
185. 32. 179. 147 |l srael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 17
46.19.85.172 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 15
37.46.38.109 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 15
80. 74. 105. 107 |Israel 147.237.72.167 |i shuri maka. i df . i ;8?7'\‘?%?13?‘3 Sane Response (bde (404) in Session from Bl ock 12
176.12. 155. 91 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
80. 246. 139. 146 |l srael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 9
46. 19. 85. 94 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80. 246. 140. 31 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 5
219. 94. 192. 47 |Japan 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 219. 94. 192, 47 Bl ock 4
193.37.128.3 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 193.37.128.3 B ock 3
46.19. 85. 70 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.144.70.32  |Ger many 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
212.179. 21. 194 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/ undef i ned B ock 3
2.52.50.134 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.228.44.204 |Israel 147.237.77. 243 |nobi | . i df . i | mgﬂt:?rc'ﬁz?? , tgegpgrcﬁzmgtes” st chi | ddocunent s/ 1152 B ock 3
2.54.183.170 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.52.139. 89 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock
40.77.167.68 |United Sates [147.237.72.156 |aman. idf. il mu;::;.' izjfd. iﬁnﬁiﬁs/sngd?i 1 ok o aul . 2 Bl ock 3
80. 246. 139. 86 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 2
2.52.20.31 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mbde None 2
52. 0. 86. 232 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/news B ock 2
176. 12. 154. 105 | srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.168.240.21 [Israel 147.237.76.42 [refuah.idf.il  |[Poorer pe ¥ o ia}t/igzrg_c;;/?%??aﬁzsmpz acetbl der 19t xt Last Nane i n Bl ock 2
84.109.176.72 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.52.178.107 |lsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 2. 52.178. 107 B ock
62.219.44. 242 |l srael 147. 237.72. 166 |aka. i df . i | mnai‘g‘ji ;"".fi"’l";en;je;/ S;Crm?ﬂ?g;mfgngl? on. asp None 1
157.55.39. 210 |[wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
40.77.167.32 |United Sates [147.237.72.166|aka. i df .il mu;:gr: foji r?‘naff]/cﬁ(s;;?ml o home! def aul t. aspx Bl ock 1
205. 177. 226.54 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-21950- he/ B ock 1
66. 249. 78. 159 [l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed UR. Access to wanidf.il/error.htm B ock 1
2.52.178.107 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwv aka. i df.il/main/guis Bl ock 1
46.19.86.201 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
41.237.123. 131 |Egypt 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
109. 64. 195. 17 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
219.94. 192. 47 |Japan 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
66. 249. 66. 64 | srael 147.237.77. 170 |maar achot . i df . i | [Unauthorized URL Access to 147.237.77. 170/ pdf / fil es/ 2/ 106052. pdf B ock 1
193.37.128.3 |Israel 147.237.76.86 |navy.idf.il mu;;?;.'izd?éiﬁi ':‘_:;e;sagt; fil os/ O i 263380/ 1620, pg Bl ock 1
176. 12. 154. 67 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.144.70.32  |cer nany 147.237.77. 243 |nobi | . i df . i | mgﬂt:?rc'ﬁz?? , tgegpgrcﬁzmgtes” st ohi | ddocunent </ 1403 B ock 1
40.77.167.33 |nited Sates |147.237.72.166|aka.idf.i | Unknown Paraneter sorderby in aka.idf.il/iturinfasp/results. asp None 1
68.180.230.29 |lhited States |147.237.77. 176 |nat pash. i df.il Par anet er Type M ol ati on PageNumin waw cogat . i df . i|/1035- he/ cogat . aspx [Bl ock 1
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