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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site

|Signature |Device Action |Count |
80. 215. 135. 219 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 3
89. 46. 102. 242 Romani a 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. - ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
2. 54. 30. 246 147.237.76.30 |Israel hi mush. i df . i | 2
DDos attack
195.62.52.41  |147.237.76.198 23::;'}0'1 e.yohal an. i df .l ET SOAN Potential SSH Scan 1
185.130.5.196 [147.237.77.176 mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
173.55.32. 113  |147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
69.30.254.186 [147.237.0.16 |[Lhited Sates ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 18 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
195.62.52.41  |147. 237. 76. 202 |SSI &N e halag.idf.il ET SCAN Potential SSH Scan 1
Federation
195.62.52.41  |147.237.76. 148 gj::;”ion gocenter. akaidf.il  |ET SCAN Potential SSH Scan 1
192, 115. 203. 25 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
L ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
178. 162. 208. 141|147. 237. 77. 233 |Ger many atal.idf.il 1
DDos attack
79.178.123.67  |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
62.0.34. 177 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

82.81.83.130 |[Israel 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 34

185. 120. 125. 7 147.237.77. 216 |dover.idf .i Bad TCP sequence I'nvalid ACK nunber noni t or 22
Sreaning Engine: TGP Invalid i i ssi

109. 65. 17. 107 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.

185.120. 125. 7 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 12

reanming BEngine: TCP Invali i i ssi

176. 12. 154. 121 |i srael 147,237, 77. 243 ebi e i1 | €M NG Bngine: TCP Invalid invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dropped.

37.26.148. 145 [l srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 11

80. 74.105. 107 |Israel 147.237.72.167 |ishurimaka. i f .i|Bad TOP sequence S retransmt with different monitor |9

w ndow scal e

138. 134. 102. 15 |l srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi

83.250.78.86 |Sweden 147. 237. 77. 176 |nat pash. i df . i | 9 =9 Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.

46.19.85.168  [Israel 147.237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or

212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi

109. 66. 142. 20 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi

176.12. 155. 35 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

89. 138. 35. 206 |Israel 147.237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 5

31.154. 135. 205 [l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout alert 4

46.19.85.172  |Israel 147.237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4

31. 154. 135. 205 |I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4

31.154. 135. 205 |I sr ael 147. 237.72. 166 |aka. i f . i Bad TCP sequence SINAK retransmt with different | oo |

w ndow scal e

2.54.132.138 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunier roni t or 3
Sreaming Engine: TGP Invalid i i ssi

79. 182, 141. 180 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.

80. 215. 135. 219 |France 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanmng Engine: TCP Invalid i i ssi

212.179. 212. 59 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

2.54.132.138 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect

46.19.85.172  |israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

2.54.5.139 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19.85.98  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

172.58. 153. 139 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

2.54.132.138 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi

82.102. 169. 113 |l sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

37.26.147.254 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

80.179.9. 7 I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

2.54.132.138 [l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert

84.109. 194. 242 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 135 |1 sr ael 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

176. 12. 155. 125 |i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

2.54.132.138 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

84. 109. 194. 242 |I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

37.26.147.237 |Israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

76.115.96.90 |Lhited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
Sreanming Engine: TGP Invalid i i ssi

176. 12. 154. 143 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.146.198 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

Russi an o Sreaning Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 |2 o 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
. . SYN+ACK retransmit with different .

82.80.196.44 |[Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence vi ndow scal e noni t or 2

37.26.147.254 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence noni t or 2

176. 12. 154. 156 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 2

62. 0. 75. 197 | srael 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 2

37.26.147.178 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence alert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.12. 154. 214 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 34
176.12.154.59 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 33
46.19. 86. 108 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 32
176.12. 154. 218 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 31
37. 46. 38. 109 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 17
80. 246. 136. 238 [Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 10
40.77.167.68  |Wited Sates |[147.237.72.156|anan.idf.il Wnaut hori zed URL Access to. Ny Bock |4
v anan. i df . i |/ nodi i n/ nodi i n/ nodi i n/ def aul t . aspx
37.26.148.239 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
188. 143. 232. 35 RJSS::{} o |147.237.77.234|hal ag.i df .| Mil tipl e Unaut hori zed URL Access from 188. 143, 232. 35 Bock |3
46. 19. 85. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
93.173.49.135 [Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 85. 172 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 223 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
m ny- kosher - kr avi . _ _
37.26. 148. 216 | srael 147.237.0. 17 Pdf il Ostributed 111 egal Paraneter Encodi ng None 2
176.12.154.77  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
176.12. 154. 121 |Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock
76.115. 96. 90 Uited Sates [147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock
188. 143. 232. 35 R‘Sf;:t”i o 147.237.0.15 |kosher-kravi.idf.il |Mitiple Uauthorized URL Access from 188. 143, 232. 35 Bock |2
. . . Unaut hori zed URL Access to
176.12.154. 130 |Israel 147.237.77. 243|mobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1465 Bl ock 2
79.180.97.232 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
149.78.169.23 |Israel 147.237.76.86 |navy.idf.il thauthori zed LRL Access to Bock |2
waw navy. i df . i 1/ consol e/ core/ doc_ngr/ doc_ngr. asp
. . O stributed Uhaut hori zed URL Access on
37.26.148.165 |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76, 42/ styl e shar ed/ reset . css Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
93.173. 143. 143 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ nai v sachar/ rai | box. aspx None 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin w i df.il/1115-ar/dover.aspx |B ock 1
38. 81. 65. 42 Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
110.93.217.10  |Paki stan 147.237.77.216|dover.idf .il PHP At t enpt B ock 1
80. 246. 136.24 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
212.5.158.158 |Rulgaria 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
Unaut hori zed URL Access to
. . waw | aw i df . i |/453-he/ pat zar . aspx&a=u&ed=0ahukewj al5y rtj kahuj
95.86.98.216 | srael 147.237.77.74 (lawidf. il ohokhsc6agqqf ggamacé&si g2=j r huj onb8- t ewueqaeyeng&usg=af gj cnf i f f Bl ock !
get nbnw_d1t cksr aot sonnqw
] . . Unaut hori zed URL Access to
68.180.228.175 |Lhited Sates |147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 994- 9330- hel r ef uah. aspx Block 1
40.77. 167. 34 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/main/snalinisnal i maspx None 1
110.93.217.10  |Paki stan 147.237.77.216|dover.i df . i Lhaut hori zed URL Access to ww i df.il/xnrpc. php B ock 1
212.5.158.158 |Rulgaria 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
95. 86. 98. 216 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 95. 86.98. 216 Bl ock 1
149. 78. 25. 64 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
84.108.76.198 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nai n/ sachar/ undefi ned B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1237-he/ at al . aspx Bl ock 1
Unaut hori zed URL Access to
. . WA cogat . i df . i1/1279-he/ cogat . aspx&a=u&ed=0ahukew gngaf r 9j ka
95. 86. 98. 216 I srael 147.237.77. 176 |mat pash. i df . i | hwg2r okhb9qexgaf ggi magusg=af qj cneunsbgj 6t yzcke, | oondposduz Bl ock 1
2a
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df.i |l Lhaut hori zed URL Access to wawidf.il/error.htm B ock 1
176. 12. 154. 193 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
37.46.39. 173 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/nain/giyus/ Bl ock 1
109. 66. 195. 54 | srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawn i df.il/mvtza B ock 1
. . . . Mil tiple Full width/Hal fw dth Lhi code Encodi ng on URY/ Par anet er (+)
80. 74. 105. 107  |Israel 147.237.72.167[i shuri maka. i df . i | f1om 80. 74. 105. 107 B ock 1
_ ny- kosher - kravi . i df _ o
191. 232. 136. 126|Lhited Sates |147.237.0.16 i Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
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