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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 994

185. 130. 5. 196 147.237.76. 44 e.refuah.idf.il |Block Udp All _Nets drop 1
71.6.216. 57 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1

185. 35. 62. 245 Sntzerl and 147.237.76. 198 e.yohal an.idf.il|B ock Udp All Nets drop 1

185. 81. 158. 244 147.237.76. 34 yohalan.idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
93.123. 108. 83 Bul garia 147.237.77.216 |dover.idf.il| |Q008: HTTP. Xenu User Agent B ock 1
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il |Clo6: HITP. najestic bot B ock 1
52.32.210. 122 Lhited Sates 147.237.72. 166 aka.idf.il 22280: HITP. Joonha (bj ect Injection Wilnerability Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Signature

N<i |l er2 DDos attack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
217.21.7.6 147.237.77. 176 gcisgi':('ja” Territory. | ot pash.i . i1 ET SCAN NVAP -sA (2) 2
69.30.254.186 [147.237.72.217 |thited Sates eidf.il ET SCAN NVAP -sS w ndow 3072 1
5. 39. 222. 253 147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 227 |Uited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
178. 162. 208. 141|147. 237. 77. 233 |Ger many atal.idf.il EI' DOS Large amount of TCP ZeroWndow - Possi bl e 1
Nki Il er2 CDos attack
69. 30. 254. 186  [147.237.72.217|Wited Sates eidf.il ET SCAN NMAP -sS wi ndow 4096 1
61. 231. 86. 25 147.237.0.17 |Tai wan mny-kosher-kravi .idf.il Er m Behavi oral .Lhusual | y fast inbound Tel net 1
Qonnections, Potential Scan or Brute Force
5. 39. 222. 253 147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 162. 208. 141|147. 237. 76. 30 |Ger nany hi nush.idf.il ET DC5 Large amount of TCP ZeroWndow - Possi bl e 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
185. 120. 125. 7 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber roni t or 54
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 125. 7 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 27
84.110. 54. 83 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 10
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonit or
189. 242. 224. 23 [Mexi co 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
40.77.167.33  |Wited Sates  |147.237.76. 200 |ei tan. aka i f il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover. i df. i1 Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor
94.230.86.180 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or
85. 65.194. 115 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi
46.19. 86. 58 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 3
Ret r ansni ssi on Packet dr opped.
s SYNHAK retransnit with different .
85. 65.194. 115 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal e noni t or 3
66.249.93.243 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 3
46. 19. 85. 130 I srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
62.128.45.204 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
176. 12. 155. 232 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
149.78.233.79 |lIsrael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.250 |lhited Sates |147.237.77.234|nalag.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
84.108.18.252 |l srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINHAK retransmit with different Jooyiior 2
w ndow scal e
141. 8.183. 16 RJSf::I”ion 147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning BEngine: TCP Invalid i i SSi
84.108. 159. 202 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
2.54.61.187 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
176.12.155.98 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Russi an S SYNHAK retransnit with different )
141.8.183. 16 eration 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence wi ndow scal & noni t or 1
61.19. 145. 34 Thai | and 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.76 |Wited Sates |147.237.77.227|e.haz.idf.il  |[Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
37.231.85.197 |Kuwait 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
176.12. 155. 232 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
74.82.47. 30 Lhited Sates [147.237.72.167|ishurimaka.idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
Russi an R SYNHAK retransmit with different .
146. 185. 234. 48 eration 147. 237.77. 176 |mat pash. i df . i | Bad TCP sequence vi ndow scal e noni t or 1
84.110.54.83 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence SINHAK retransmit with different Jooyor  f1
w ndow scal e
216.218.206.80 |Wnited Sates |147.237.8.28 |e.nubile-ks.idf.il |Geo-1 ocati on enfor cement Sﬁfo'rggihfn I nbound drop 1
104.130.78.65 |Wnited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
77.126.12.58 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
46. 19. 86. 43 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
216.218. 206. 107|Wnited Sates  |147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 220|Wnited Sates  |147.237.76.201 |e. atal i df .l Geo- 1 ocati on enf or cenent gﬁ?;)'rggi'n?n I nbound drop 1
139. 162. 44.62  |Netherl ands 147.237.77.234 |halag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
149. 88. 216. 205 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or
216.218.206. 118|tited Sates |147.237.8.14 |e.orchot.icf.il  |Geo-1ocati on enf or cement Sﬁf;‘rggixn I nbound drop 1
54.176.17. 88 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
216.218.206.76 |lLhited Sates 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop 1
91.208. 139. 250 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
70.199.141. 211 |Whited Sates [147.237.77.216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216.218. 206. 122|Wnited Sates  |147.237.76.198 |e.yohalan.icf.il [Geo-1 ocation enf or cenent gﬁ?;):ggiln?n I nbound drop 1
46. 19. 85. 130 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.12. 154.59 |Israel 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock
176. 12. 154. 185 [l srael 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Qode B ock
188. 143. 232. 35 :Zz;”ion 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 188. 143, 232. 35 B ock 2
’ ; ; Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
188. 143. 232. 35 :Zz;”ion 147.237.76.31 |nakchal .idf . il Mil tipl e Unaut horized URL Access from 188. 143, 232. 35 B ock 2
] ; ; Unaut hori zed URL Access to
176.12.155. 142 |l srael 147.237.77. 243 [nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
46.19.85.196 |Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock
68.180. 228. 112 |lhited Sates 147.237.77. 216 |dover.i df.i Unhaut hori zed URL Access to ww i df.il/1283-18863-en/ dover. aspx. [B ock
188. 143. 232. 35 gz:;;”ion 147.237.0.34 [tikshuv.idf.il Ml tipl e Unaut horized URL Access from 188. 143, 232, 35 B ock 1
81.218.33.77 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwwu aka. i df.il/mai n/ sachar/ nas. aspx |B ock
46.120.97.101 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ styl ef shar ed/ 960. css B ock
] . . Par aneter Type M ol ati on PageNumin
68.180. 230. 224 [Lhited Sates  [147.237.76.31 |nakchal .idf.il v nakhal .1 df 1 1/ 1147~ hel nakhal . aspx Bl ock 1
188. 143. 232. 35 :ZZ::S o 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv. i df.il/900-he/ B ock 1
84.108. 18. 252 |[Israel 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
66.249.78.89 |[Israel 147.237.77.74 [lawidf.il Dstributed I11egal Paraneter Encoding None 1
176.12.155. 14 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css B ock 1
Russi an . . Paraneter Type Mol ation frontate in
146.185.234.48 | o o 147.237.77. 176 [mat pash. i df . i | v cogat i df i 1/ 901- en/ cogat . aspx Bl ock 1
68.180. 228. 112 |lhited Sates 147.237.77. 216 |dover.i df . il Paraneter Type Mol ation PageNumin waw i df.il/1115-ar/dover. aspx |B ock 1
74.82.47.2 Wited Sates 147.237.72.167|i shuri maka. i df . i [|Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
40.77.167.65 |Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
188. 143. 232. 35 :ZZ::S o 147.237.76.31 |nakchal . idf . il Unaut hori zed LRL Access to v nakhal . i df . il/1111- he/ B ock 1
Russi an . . Unaut hori zed URL Access to
146.185. 234. 48 Federation 147.237.77. 176 |nat paSh' idf.il W cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
68.180. 228. 112 |lhited Sates 147.237.77. 216 |dover.i df . il Paraneter Type Mol ati on PageNumin v idf.il/1779- he/ dover.aspx |B ock 1
188. 143. 232. 35 gj:;;”ion 147.237.0.15 |kosher-kravi . i df.i[Mitipl e Unauthori zed URL Access from 188. 143. 232. 35 B ock 1
77.127.193.19 |1 srael 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _Lhaut‘horl zed Method for Known URL on B ock 1
waw aka. i df . i |/ mai n/ sachar/ mas. aspx
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