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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
54. 72. 73. 168

|Target Address |Site

|Signature |Device Action [Count |
Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Wp Al Nets dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

52. 26. 202. 58 Lhited Sates 147.237.77.176  |matpash.idf.il [22280: HITP. Joomha Qbject Injection Mulnerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
209. 126. 116. 147 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 196 147.237.76. 38 eengitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8.24 Chi na elifestyle.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
5.39.222. 253 147. 237. 76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 67
185.120. 125. 7 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |56
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
54.244.22.103 |wnited Sates [147.237.77.233(atal.idf.il drop First packet isn't SWN drop 31
185.120. 125. 7 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber aert 28
212.76.127.111 |israel 147.237.77. 226 " chanat z. aka. 10 15y 5ok HITP Non Conpl i ant Failed to handl e connection data |monitor  [9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.244.22.103 |lhited Sates [147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
Sreaming Engine: TCP Invalid i i ssi
46.19. 85.6 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
212.76.127.10 [israel 147.237.77. 226 "} chanat z. aka. 1df 15 5k HITP Non Conpl i ant Failed to hand e connection data [monitor |3
212.76.127.44 |israel 147.237.77. 226 " chanatz. aka. idf 1 ok HITP Non Conpl i ant Failed to handl e comnection data [monitor |3
212.76.127.219 |israel 147.237.77. 226 '} chanat z. aka. 1df 15y 5k HITP Non Conpl i ant Failed to hand e connection data [monitor |3
46. 19. 85. 201 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 201 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid ' i ssi
66.249.64.133 |Uited Sates |147.237.77. 234 |hal ag.idf .i | 9 =g Invalid segnent retransmssion. 2
Ret ransm ssi on Packet dropped.
54.72.73.168  [Ireland 147. 237. 77. 216 |dover.i df .i| SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 2
46.19.85.6 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
173.236. 152. 135|Wited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
72.131.69.126 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 201 I srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
35.2.173. 76 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert 1
141.212. 122. 152|Wited Sates |147.237.77. 226 "‘f’f“ chamat z. aka. Tdf o At ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 112|Wnited Sates |147.237.77. 226 V‘:"YN chanatz. aka. 1df o af t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.95.136  |Ger many 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
74.82.47.36 Lhited Sates [147.237.77. 121 e navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
216.218.206.71 |Wited Sates |147.237.77.170 |mmarachot.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
35.2.173.76 Whited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nvali d ACK nunber nonitor |1
185. 130. 5. 196 147.237.76.39 |mobile neitav.idf.il [drop SAMrul e drop 1
141.212. 122. 153|Wnited Sates |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 139. 120|Lhited Sates |147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.247.181. 162 |Netherl ands 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216.218.206.76 |lLited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 196 147.237.76.44 |e.refuah.idf.il drop SAMrul e drop 1
141.212. 122. 154|Wnited Sates |147.237.77. 212 |e. dover.idf. i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 201 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 1
184. 105. 247. 203|Wnited Sates |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
85.10. 210. 199  |Ger many 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 1
216. 218. 206. 107 |United Sates |147.237.77.226 "‘f’f“ chamat z. aka. Tdf o At ack SYN -> SYN-ACK -> RST rej ect 1
194.72. 238. 241 Ei“'ntgegom 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |1
172.56.11.101 |Wnited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.167.142  |Wited Sates |147.237.77.226 "‘:"Y“ chanatz. aka. 1df N At t ack SYN -> SYNACK -> Timeout  |reject 1
141.212.122. 151|Wited Sates |147.237.77.226 "‘:"Y’V chamatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 108|Wni ted Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.125.123.77 |lsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 20
: . . Unaut hori zed URL Access to
17. 138. 60. 70 Lhited Sates [147.237.72.166|aka.idf.il ww aka, i df i 1/ appl e app- si t e- associ at i on B ock 2
85.65.232.169 | srael 147.237.72. 166 |aka. i df . i | lllegal Byte Qode Character in LR /mainkapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
41.237.123.131 |Egypt 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 [dover. i df . il 147. 237, 77. 216/ 1065- he/ dover . aspx B ock 1
Russi an . . Paraneter Type Mol ation FHleNane in
37.147.33.61 Federati on 147.237.77.74 |lawidf. il v | aw i df.il/tenpl ates/getfil e/ getfil e. aspx Bl ock !
108. 239. 173. 150|Uhited Sates  [147.237.77.216|dover.idf .i | Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx  |B ock
41.237.123.131 |Egypt 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 41.237.123. 131 Bl ock
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Russi an . . Paraneter Type Mol ation InfoGenterltemin
37.147.33.61 eration 147.237.77.74 |lawidf.il vowy | aw i o i1/t enpl at es/ getfi | ef getfi | e. aspx B ock 1
157.55.39.28  [thited Sates [147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
. . Unaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
Unaut hori zed URL Access to
68.180.231.40 |lhited Sates |147.237.77.74 |lawidf.il vy | aw i df . il /tenpl at es/t enpl at econt rol s/ news/ si p_storage/files/ [B ock 1
7/ 1437. pdf /
40.77.167. 34 Lhited Sates |147.237.72.166|aka.idf .il Mul ti pl e Unaut hori zed URL Access from 40. 77. 167. 34 B ock 1
194. 72. 238. 241 LK*i"rfgegom 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to / B ock 1
m ny- kosher - kravi . i
66. 249. 64. 137 | srael 147.237.0. 17 of niyl Dstributed |11egal Parangeter Encodi ng None 1
: . . Unaut hori zed URL Access to
40.77.167. 34 Lited Sates [147.237.72.166|aka.idf .il v aka, i o i1/ rai o/ snal i n bt m/ 12, asp Bl ock 1
m ny- kosher - kravi . i
66. 249. 78. 87 | srael 147.237.0. 17 of niyl Dstributed I11egal Parangeter Encodi ng None 1
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