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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
104. 255. 70. 247 147.237.76.176 test.ncore.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature
89.216. 115. 8 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2
51. 255. 162. 163 |Uni ted K ngdom |147.237.77. 216 |dover. i df . i|CL06: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess ‘Attacker Gountry |Ste

Signature

195.34.150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.75.130 |147.237.76.42 |[wnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 (147.237.76.39 |lLnited Sates nobi | e. neitav.idf.il|ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.76.86 |China navy. i df.il ET SCAN Potential SSH Scan 1
185.130.5.196  |147.237.77.61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
158.130.6.191  [147.237.8.27 |lhited Sates e.nadimatal .idf.il |ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
59. 45, 79. 117 147.237.8.28 |China e.nobile-ks.idf.il |ET SCAN Potential SSH Scan 1
146.0.75. 114 147. 237. 76. 147 |Net her| ands chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 |147.237.77. 205 |Lhited Sates prisha.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98.119. 105. 221 |147.237.72. 167 |Lhited Sates ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
46.166. 129. 183 |147.237.72. 156 |Net her| ands aman. i df . il ET SCAN NMAP -sS wi ndow 2048 1
46. 45. 137. 67 147.237.72. 217 |Turkey eidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 197 |Chi na e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
209. 126. 116. 147 |147.237.77.19 |Lhited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45, 79. 117 147, 237. 76. 147 |Chi na chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
173.55.32. 113  [147.237.77.176 |Lhited Sates nat pash. i df . il ET SCAN NMAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.8.46  |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
146.0.75. 114 147. 237. 76. 199 |Net her| ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
146. 0. 75. 114 147.237.76.86 |Netherlands navy. i df . il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 [147.237.77.205 |Lnited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
82.117.208. 243 |147.237.76. 201 e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.166. 129. 183 |147.237. 72. 156 |Net her| ands aman. i df.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
185. 120. 125. 7 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor  [58
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185.120. 125. 7 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber alert 28
212.76.127.10 [israel 147.237.77. 226 [ chanat z. aka. 10 15y 5k HITP Non Conpl i ant Failed to hand e connection data |nonitor |9
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
212.76.127.111 [israel 147.237.77. 226 [\ chanatz.aka.1df |5 6ok HTTP Non Gompl i ant Failed to hand e connection data |monitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (4
Sreamng Engine: TCP Invalid i i SSi
66.249.78.161 |United Sates |[147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
67.198.134.186 |LWhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SYN drop
141. 212. 122. 150|United Sates |147.237.76. 176 |test.ncore.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
74.82.47.58 Wited Sates |147.237.76.202 e halag.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
185. 130. 5. 196 147. 237. 76. 148 |gqcenter. aka. i df . i | drop SAMrul e drop
141.212.122. 156|Uhited Sates |[147.237.76.39 |mbile.meitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
137.116.71. 170 |Wited Sates [147.237.76. 202 |e. hal ag. i df . Geo- | ocati on enf or cement i?olr gzi'mon I nbound drop 1
184.105. 139. 102|Whited Sates [147.237.0.35 |akavs.idf.il drop drop
141.212. 122, 150|Wnited Sates [147.237.76.177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
83. 31. 40. 221 Pol and 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |monitor 1
216.218.206. 92 |UWited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
47.18.211. 68 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 1
185. 130. 5. 196 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
141.212. 122. 156|Wnited Sates  [147.237. 76. 199 |e. nakchal . i df . Geo- | ocati on enf or cenent ﬁ?olr (C’Zz;'nton I nbound drop 1
141.212. 122. 144|wited sates  [147.237.8.27 |enadimatal.idf.il  |Geo-1ocati on enf or cenent ﬁ?olr gzi'n?n I nbound drop 1
74.82.47.19 Lhited Sates |147.237.8.24 |elifestyle.idf.il  |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
141.212.122. 151|Whited Sates [147.237.76.177 |ncore.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85.10.210.199 |Ger many 147.237.77. 216 |dover.idf il drop SAMrule drop 1
216.218.206. 118|lnited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
47.18.211. 68 Lhited Sates |[147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
185. 130. 5. 196 147.237.76. 200 [ei tan. aka.i df .i | drop SAMrule drop 1
141.212.122. 157 |Wited Sates [147.237.76.39 |nobile. neitav.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 145|wnited Sates [147.237.8.27 |e.nadimata.icf.il  |Geo-1ocati on enf or cenent ﬁ?olr ggi'mon I nbound drop 1
74.82.47.48 Lhited Sates |147.237.77. 227 |e. hanaz. i f . i Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
Anonynous . . . .
8.37.227.68 Pr oxy 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Response out of state monitor |1
141.212.122. 153|Lhited Sates |147.237.76. 148 |gqcenter. aka. i df.il drop drop 1
94.230.86.168 |lsrael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
54.152. 28. 97 Lhited Sates |147.237.77.176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
185. 130. 5. 196 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.122. 157|Wited Sates |147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent g?olr gg‘;;'mon I nbound drop 1
141.212.122. 149|nited Sates |147.237.76. 176 |test.ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.55 LWhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 196 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
141.212.122. 154|thited Sates |147.237. 76. 148 |gqcenter. aka.idf.il  [drop drop 1
114.112.90.54 |onina 147.237.76. 202 |e.hal ag.i df .| Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
192.185. 4. 15 Lhited Sates |[147.237.77. 216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |[nonitor
157. 55. 39. 69 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 1




02-02-2016-04:04:08 to 02-02-2016-05:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
17.138.60.89 |[Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wan i df.il/appl e-app-site-association Bl ock
62.210.190. 10 |France 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock
m ny- kosher - kravi . i |'!! €98 Paraneter Encoding ,
66.249.78.10 |Israel 147.237.0. 17 ; VsWaxZXOUY! 9: nRp: Ot %/C4) S2Z9KLNT* N B_dHSsf {j 41sveTwA(zl ; [None 1
df.il 70(vz?)k in mny-kosher-kravi.idf.il/aj ax/ creat ecapt chai nage. aspx
52.23.181.90 [Lhited Sates |147.237.76.86 [navy.idf.il Drectory Traversal (In WR) Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 248 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p._storagel fi | es/ 1/ 2271 | pg B ock 1
62.210.190. 10 |France 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to www i df.il/license. php B ock 1
41. 237. 123. 131 |Egypt 147.237.76.86 |navy.idf.il PHP At enpt Bl ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover . i df . i | I1egal HITP Version HITH B ock 1
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/main/rabanut/general . aspx [None 1
52.23.181.90 [Lhited Sates |147.237.76.86 [navy.idf.il Drectory Traversal - 16 B ock 1
. . Uhknown Paraneter hc_l ocation in
66.249. 78. 254 [l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai v/ gj yus/ general . aspx None 1
66.249.64.42 |[Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
41.237.123. 131 |Egypt 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to v navy. i df.il/xnirpc. php B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il Mitiple Illegal HITP Version from 195. 154. 226. 90 B ock 1
66.249. 78. 159 [l srael 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wawn idf.il/error. htm Bl ock 1
: ] . Unaut hori zed URL Access to
54.152.28.97 [lhited Sates |147.237.77.176|nat pash.idf.il vawn cogat i f . i 1. /i mages/ shar ed hore. png B ock 1
84.108. 208. 214 [ srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412- he/ at al . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.69. 24 |[Israel 147.237.76. 42 |refuah.idf.il 147, 237.76. 42/ shar edl ¢l i ent scri pt s/ si debar/ si debar . | s B ock 1
41. 237.123. 131 |Egypt 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt B ock 1
. . . Uhaut hori zed URL Access to
66.249. 78. 177 |[lIsrael 147.237.76.200|ei tan. aka. i df .i | vowy i tan. aka. i of i |/t enpl at es/ nevs/ {"key": " B ock 1
41.36.182.92 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
157.55.39. 6 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock
. . Uhaut hori zed URL Access to
66.249.69.26 |[Israel 147.237.77. 216 |dover.idf .il v i df .|/ resour ces/ cont ent /i mages/ i nsi gni &/ 54dot gj f B ock 1
41. 237.123. 131 |Egypt 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
66. 249. 78. 236 [l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
62.210.190. 10 |France 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized LR Access from 62.210. 190. 10 B ock 1
41.36.182.92 |Egypt 147.237.77. 176 |mat pash. i df . i | D stributed Wauthorized URL Access on wawu cogat . i df.il/xmrpc. php [Bl ock 1
188. 143. 232. 35 gz::lnl on 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 1
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