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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
203.166.137. 11 S ngapor e 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
46.101. 175. 244 Russi an Federation 147.237. 76. 31 nakchal .idf.il |L4 Source or Dest Port Zero drop 1
71.6.216. 40 Lhited Sates 147.237.76. 34 yohalan.idf.il |B ock Udp All _Nets drop 1
203. 166. 137. 11 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

188. 165. 15. 169 France 147.237.77. 74 lawidf.il 228: HITP. AwrefBot craw er B ock 1




02-02-2016-03:04:08 to 02-02-2016-04:04:08

|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
66.249.78.146  [147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sA (2)
, . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
219.79.207. 146 |147.237.8.28 |Hong Kong e.nobil e-ks.idf.il .
Potential Scan or Brute Force
195 170. 232 112|147 237 8. 28 13 o nobi | e ke, i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
T T apan ' © " |Potential Scan or Brute Force
46.166. 129. 183 |147. 237. 76. 176 [Net her | ands test.ncore.idf.il [ET SCAN NMAP -sS wi ndow 1024
. _ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
125. 67. 231. 194 [147.237.8.27 |China e.madi matal .idf.i )
Potential Scan or Brute Force
46.166. 129. 183 |147. 237. 76. 176 [Net her | ands test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 4096




02-02-2016-03:04:08 to 02-02-2016-04:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature i\tnif;
185. 120. 125. 7 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185.120. 125. 7 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber aert 27
73.2.60. 170 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
105. 140. 231. 195|Mor occo 147.237. 77. 216 [dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
S ream ng Engi ne: TCP i i ssi
2.54.55.190  |Israel 147.237.72. 166 |aka. i df .i mng Engine: 1 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dr opped.
S ] Fail ed to handl e connection .
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant dat a monitor |5
82. 205. 68. 183 ga:lcis;i':éa” Territony s 47 237.77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject |4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . i B ock HTTP Non Conpl i ant dF:’tLed to handie connection \pnivor |4
Sreaning Engi ne: TCP i i ssi
79.183.30.20  |israel 147.237.72. 166 |aka i f .1 mng gl ne. 1 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
37.24.147.199  |Ger many 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber aert 2
Sreamng Engi ne: TCP i i ssi
66.249. 64.190 |lnited Sates 147. 237.72. 166 |aka i of . i | M Nng Engine: 1 Invalid segnent retransmssion. | 2
Inval i d Retransmission Packet dr opped.
37.24.147.199 |Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
208.115.113.89 |[wnited Sates 147. 237. 72. 166 |aka. i df .i | drop SMrule drop
S ream ng Engi ne: TCP i i ssi
40.77.167.32  |Wited Sates 147.237.76. 200 |6i tan. aka. i df .i mng Engine: 1 Invalid segnent retransmssion. | 2
Inval id Retransm ssion Packet dropped.
80.246.133.76 |[Israel 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
51. 254. 141. 254 |United Ki ngdom 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 196 147.237.72.14 |dover.idf.il (ol d) drop SAMrul e drop 1
141. 212. 122. 159|Wnited Sates 147.237.77. 121 |e. navy. i df . i | Geo- 1 ocati on enf or cement Sﬁ?;ggi'nfn I nbound drop 1
104.232.3. 33 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
77.247.181. 165 |[Nether| ands 147.237. 77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow |nonitor |1
208.54.37.128 [lWited Sates 147.237. 77. 216 [dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.117.38.72 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 156 |Uhited Sates 147. 237. 76. 198 |e. yohal an. i df .| Geo- | ocati on enf or cenent gﬁ?o'rggi'nfn I nbound dr op 1
185. 130. 5. 196 147. 237.76. 202 |e.hal ag.i df . i1 drop SMrule drop
178.217.187.39 |Pol and 147. 237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject
51.254.141. 254 |United Kingdom  |147.237.0.17 ;nlnly kosher-kravi.Td fqyn At ack SYN -> SYN-ACK -> Tineout |reject 1
185. 130. 5. 196 147.237.0.34 |tikshuv.idf.il drop SMMrule drop 1
141.212. 122. 157 |Wited Sates 147.237.0.200 |rdu.idf. il Geo-1 ocation enforcenment |0!ocation inbound drop 1
enf or cenent
87.98.178. 61 France 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflov |monitor |1
216.218. 206. 78 |Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
188.120. 148. 31 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
184. 105. 247. 227|Uhited Sates 147.237.77. 234 |hal ag.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |Wited Sates 147. 237. 76. 198 |e. yohal an.i df .| Geo- 1 ocati on enf or cenent gﬁ?&:ggi'ﬂfn I nbound drop 1
80.244.81.191 |Sweden 147. 237.77. 216 |dover. i df . i Drectory Traversal directory traversal overflow |monitor |1
208.115.113.89 [Wnited Sates 147.237.76. 31 |nakchal .idf.il drop SMMrule drop 1
51. 254. 141. 254 |United Ki ngdom 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
185. 130. 5. 196 147.237.8.14 |e.orchot.idf.il drop SAMrul e drop 1
141. 212. 122. 158|Wnited Sates 147.237.0.200 |rdu.idf. il Geo- 1 ocati on enforcement [0 !ocation inbound drop 1
enf or cenent
93.115.95.202 |Anonynous Proxy |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject
221.199.217. 173|Australia 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |reject 1
74.220.215.204 |Wnited Sates 147.237. 77. 176 |nat pash. i df . | B ock HTTP Non Conpl i ant dF:’tLed to handie connection \pnivor |1
192.99.41.217 |Lhited Sates 147.237.77. 216 |dover.idf .| Drectory Traversal directory traversal overflow |nonitor |1
184. 105. 247. 228|lLhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |Wited Sates 147. 237. 77. 212 |e. dover.. i of .1 Geo- 1 ocati on enf or cenent gﬁ?;)'rsgi'nfn I nbound drop 1
80.246.133.76 |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 1
208.115.113.89 |[hited Sates 147.237.77. 74 |lawidf.il drop SMMrule drop 1
51. 254, 141. 254 |Wnited Ki ngdom 147.237.0.35 |akaws.idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Target Address

Site

Sgnature

Devi ce

‘Count

Gountry Action
5.22.135.212  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult:?r(;fsz , g‘eggrcytesem e/ sthi | ddocunent s/ 1071 B ock 6
185. 32. 179. 218 |l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249. 78. 159 |Israel 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 66. 249. 78. 159 B ock 2
188. 120. 148. 31 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for v aka. i df.il/mai n/ sachar/ Bl ock 1
77.127.56. 4 I srael 147.237.77. 176 [mat pash. i df . i| |PHP Attenpt B ock 1
157.55.39. 221 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
66.249.78.11 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 1
192.99.41.217 |lhited Sates |147.237.77.216|dover.idf .il m;;_ﬁif,gﬁe@;ﬁig:ﬂi pts/jquery/jquery-1.4.2.nmn.js Bl ock 1
77.127.56. 4 | srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/xmrpc. php Bl ock 1
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 178. 255, 215. 87 B ock 1
66.249.78.18 |Israel 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
91.227.71.250 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df.il www i df . i |/ hebr ew or gani zat i on/ pazan_i n_pi ct ur es/ kkkkkkk=7f 4d68a4kkk |Bl ock 1
kkkk_7f 4d68a4
66.249.78.96 |Israel 147.237.77.74 [lawidf.il Dstributed I11egal Paraneter Encodi ng None 1
117.78.13.18 |China 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/894-he B ock 1
51. 254. 141. 254 Ei;gegom 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
157.55.39. 141 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wnidf.il/navy/_offisiell_side B ock 1
66.249.69.84 |[Israel 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchText in wa|awidf.il/275-hel patzar.aspx [None 1
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