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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 34 yohalan.idf.il |Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Slgnalure Devi ce Action |Oount

62. 210. 190. 10 France 147.237.77.216  |dover.idf.il |19791: HITP. WrdPress N-Media PHP File Ul oad B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 254 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
124. 43. 21. 107 147. 237. 76. 202 Si Lanka e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
124. 43. 21. 107 147. 237. 76. 202 Si Lanka e halag.idf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181 147.237.77. 234 Tur key hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
124. 43. 21. 107 147. 237. 76. 202 Si Lanka e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
121.201. 27. 61 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

37.26.146.150 |Israel 147.237.76. 200 |ei tan. aka.i df .i | Ret r ansm ssi on Packet  dr opped. drop 186
185. 120. 125. 7 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 54
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 125. 7 147.237.77. 216 |dover. i df il Bad TCP sequence I'nvalid ACK nunber aert 27
80. 215. 130. 127 |France 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 20
46. 19. 86. 91 I'srael 147.237.77. 243 |moti e i or iy |27 €M NG Engine: QP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
87.68.59.220  |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence md:)itvrsi”;"lt wth dfferent moni tor |6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
66.249.78.146 |Uited Sates  |147. 237.72. 166 |aka i df .i Streaning Bngine: TCP Invalid  invalid segnent retransnissi on dr op 4
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
195.34.150. 18  |Austria 147.237.77. 216 [dover. i df . il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
46.19.85.113  |israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
66.249.78.216 |Wnited Sares  |147. 237 77. 243|mbiteicr. i || @M NG Engine: TCP Invalid  Jinvalid segnent retransission dr op 3
Ret r ansni ssi on Packet dropped.
109. 66. 177. 230 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 168 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
87.68.59.220  |israel 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid  invalid segnent retransnissi on dr op 3
Ret r ansni ssi on Packet dropped.
198.182. 56. 5 Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 2
66.249. 64.139 |Uhited Sates  |147.237.77.234|hal ag.idf.il Stream ng Engl ne: TP Invalid  finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 186 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
46. 19. 85. 49 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 159|lhited Sates 147.237.72. 217 |e.idf.il Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
141.212.122. 147|Wnited Sates  [147.237.8.46 |e.chinuch.idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 178 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 151 |lhited Sates 147.237.77. 178 |e. mat pash. i df . i I|Geo- | ocat i on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
50.87.113.190 |lLhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 1
174.56.74.169 |Wnited Sates  [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 148|nited Sates  [147.237.8.46 |e.chinuch.idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 178 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 152|Wnited Sates  [147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
65. 78. 23. 68 Lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber aert 1
46. 19. 85. 168 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
178.162. 199. 95 |Ger many 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 150|Whited Sates  [147.237.0.33 |idf.il drop drop 1
69. 167. 168. 241 |lLhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 1
46. 19. 85. 221 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 152|lhited Sates 147.237.77. 178 |e. mat pash. i df . i I|Geo- | ocat i on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
115. 230. 124. 164 |Chi na 147.237.77. 216 |dover. i df.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
65. 78. 23. 68 Lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 1
141.212.122. 151 |hited Sates  [147.237.0.33 |idf.il drop drop 1
45.79. 168. 168 147.237.77. 176 [matpash.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
141.212. 122. 158|lLhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cerment Geo-1 ocation inbound enforcenent |drop 1
136. 243. 67. 234 |Ger many 147.237.77. 176 |mtpash.idf .il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
46. 19. 85. 168 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
5. 255. 253. 38 2;::3} on 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 151|Whited Sates  [147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1




02-02-2016-02:04:05 to 02-02-2016-03:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
46.19.85.157 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) Bl ock 262
46.19.85.157 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 150
66.249. 78. 159 |l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 3
46. 19. 86. 91 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 3
62.210.190. 10 |France 147.237.77. 216 |dover . i df .i | PHP Attenpt B ock 2
176. 12. 154. 46 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code Bl ock 2
66.249.69.26 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
40.77. 167. 32 g‘;ttee: 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 4f 9c0c80 i n vww aka. i df . i1/ mai n/ hone/ def aul t. aspx None 1
212.1.210. 166 ;h;:ee: 147.237.76.200|ei tan. aka. i df . i | |Uhauthori zed URL Access to eitan. aka.idf.il/wo/ wp-adnin/ B ock 1
NULL Character in Method A[[#0]][[#0]][[#O0]][[#19]] At A%eA™
Lhi ted . . A2 A Ba Ao AYAYHE A6 [ #16] 1 [ [#7]] A2Ar, AfAA—AUSSABAE[ [ #30] ] Ack
94.1.179.43 |\ sdom  |147-237.76.86 [navy.idf. il [ [ #25] ] A* AtVCKAVAVAA( [ #16] ] A- Ave SLur 8K A2 | RAeAf: [ [ #1]] A, Bock |1
o[ [ #12] ] A[ [ #28] ] ArqAcAe A?[ [ #29] ] A'ARASAVRC [ [ #2]] Ace] [ #25] ]
66.249.78. 159 |Israel 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to ww idf.il/atal 1/i zkor/ vi ew text. asp B ock 1
62.210. 190. 10 |France 147.237.77.216|dover. i df . il Admin Bl ocki ng B ock 1
184. 106. 177. 53 ;h;:ee: 147.237.76.200|ei tan. aka. i df . i | |Unauthorized URL Access to eitan. aka.idf.il/test/wp-adnmn/ B ock 1
94.1.179. 43 z“r:gegom 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
66. 249. 78. 146 [l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter KEY in v aka. i df.il/ishurindcityofficers/ None 1
Lhited . . Uhaut hori zed URL Access to wwy aka. i df.i|/edi mifund/ AEA€"Aca ~EceALAE”
40.77.167.35  |g o 147.237.72. 166 |aka. i df . i | Ata A2 AEAE ACASAEAE AYAYAEAE ACA ~A? B ock 1
157. 55. 39. 55 g“'ait:g 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/si p_storage/ fil es/ 5/ 2495.  pg Bl ock 1
66. 249.78. 234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
62.210. 190. 10 |France 147.237.77.216|dover. i df . il Ml tipl e Unaut hori zed URL Access from 62. 210. 190. 10 Bl ock 1
195. 114. 18. 165 |France 147.237.76.200|ei tan. aka. i df . i | |Unauthori zed URL Access to eitan. aka.idf.il/wp-adnin/ B ock 1
94.1.179. 43 z";;gom 147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Header Nane Bock |1
66.249. 78. 146 [l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
157. 55. 39. 58 g;ttf:: 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ si p_storage/ fil es/ 4/ 2534. ] pg Bl ock 1
74.208. 16. 10 g’;:: 147.237.76.200|ei tan. aka. i df . i | |Uhauthorized URL Access to eitan. aka.idf.il/ol d/ wp-admn/ B ock 1
198. 20. 69. 74 g;ttf:: 147.237.72. 167 |i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
Ill1egal Byte Gode Character in Method A[[#0]][[#0]][[#0]][[#19]] At] A%cA™
Lhited . . A2 A Pa Ao AYAYHE A6 [ #16] 1 [ [#7]] A2Ar, AfAA—AUSSABAE[ [ #30] ] Ack
94.1.179.43 |\ vdom  |147-237.76.86 [navy.idf. il [ [ #25] ] A% AxVCKAVAVAA( [ #16] ] A- Avs SLur 8AL A2 | RAceAf: [[#1]] A, Bock |1
o7l [ #12] | A§[ [ #28] ] A2qA«he A [ #29] | AB2ASAVEC[ [ #2] ] Ace] [ #25] |
66.249. 78. 146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter hc_l ocation in v aka.idf.il/main/haredi nigeneral .aspx [None 1
Wi ted Unaut hori zed URL Access to www. i df.il/1116- he/ AEAA AE™AEACACAES
157.55.89.142 |g 0 o 147.237.77.216|dover . i df . i | A-Aca,~A?ALEACA,-Aj ALAESACA! AEEA! a€™AEACACAESA-AcA, ~A?AE £ B ock 1
AcACAEACACA,-Aj ACA-ALAESACA?
87.68.59.220 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
62.210.190. 10 |France 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v i df . i | /wp-adni n/ admi n-aj ax. php B ock 1
Lhi ted . . Paraneter Read Qhly Molation in
24.189.82.242 (oo 147.237.72. 166 |aka. i df . i | ww aka i of i |/ nai 1V sachar / egi strati onvi zardi regi st er . aspx None 1
202.218.6.8 Japan 147.237.76.200|ei tan. aka. i df . i | |Uhauthorized URL Access to eitan. aka.idf.il/wordpress/wp-adnin/ B ock 1
Lhi ted . . ]
94.1.179. 43 Ki ngdom 147.237.76.86 |navy.idf.il I1legal HITP \ersion B ock 1
93.129.97.45 |Ger many 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
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