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02-02-2016-01:07:15 to 02-02-2016-02:07:15

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 4
178. 239. 62. 139 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
178. 239. 62. 139 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np All Net drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il Bock Np All _Net drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 197 e hinush.idf.il B ock Np Al Net drop 1
178. 239. 62. 139 Net her | ands 147.237. 76. 200 eitan. aka. idf.il Bock Np Al _Net drop 1




02-02-2016-01:07:15 to 02-02-2016-02:07:15

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 111 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1




02-02-2016-01:07:15 to 02-02-2016-02:07:15

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 15 147.237.77. 170 Lhited Sates naar achot . i df .i ET SCAN NVAP -sA (2) 2
66. 249. 78. 254 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 12 147.237.77. 170 Lhited Sates naar achot . i df .i 1 ET SCAN NVAP -sA (2) 2
183. 61. 109. 189 147.237.8.27 Chi na e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
173. 55. 32. 113 147.237.0. 16 Lhited Sates ny- kosher - kravi . i df . i ET SCAN NVAP -sS w ndow 1024 1
121.201. 27. 61 147. 237.76. 38 Chi na eenetav.idf.il ET SCAN Potential SSH Scan 1
108. 228. 245. 226 147. 237. 76. 201 Lhited Sates eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98. 119. 105. 221 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 74 147.237.77. 235 Lhited Sates sviva. idf.il ET DRCP Dshield B ock Listed Source 1
183. 61. 109. 189 147.237.8.27 Chi na e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 61. 109. 189 147.237.8. 27 Chi na e madimatal .idf.il ET SCAN NVAP -f -sS 1
168. 62. 238. 153 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.119.5.2 147.237.0. 17 Chi na mny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98. 119. 105. 221 147.237.8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NVAP -f -sS 1




02-02-2016-01:07:15 to 02-02-2016-02:07:15

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

185. 120. 125. 7 147. 237.77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 54

51.36. 104. 173 z‘;;gom 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 43

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

185.120. 125. 7 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert 27
Sreanming Engine: TCP Invalid i i ssi

46.19. 86. 91 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

2.54. 49,121 I'srael 147.237.0.34 |tikshuv.idf.il 9 59 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TQP Invalid i i Ssi

194. 90. 89. 5 I srael 147.237.72. 166 |aka. i f .11 g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TGP Invalid i i ssi

66.249.78.161 |lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

109. 160. 214. 164/l srael 147.237. 72. 166 |aka. i df .i 1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

5.102.254. 103 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TQP Invalid i i Ssi

66.249.78.147 |Wnited Sates |147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or

109. 160. 214. 164/l sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TCP Invalid i i SSi

79.183.173.17 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

198.71.227.53 |Wnited Sates |147.237.77.176|natpash.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaning BEngine: TQP Invalid i i Ssi

185. 120. 125. 56 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.

51.36. 104. 173 z‘;;gom 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

37.46.38.171 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3

51.36.104. 173 E?';gegom 147.237. 77. 216 [dover. i df i SYN At ack SYN -> SYN-ACK -> Ti neout alert 3

76. 115. 96. 90 Wited Sates |147.237.77.170|naarachot.idf.il{Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3

46.19. 85. 119 | srael 147.237.76.42 |refuah.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 2

87.69. 2. 183 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 2

208.115.113.89 |[Wnited Sates |147.237.72.166 |aka.idf.il drop SMrule drop 2

46. 19. 85. 4 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 2

2.54.5. 214 I srael 147. 237. 72. 166 |aka i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2

87.69. 2. 183 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 2

136. 243. 67. 234 |Ger many 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1

208.115.113.89 |lhited Sates (147.237.77.74 |[lawidf.il drop SAMrul e drop 1

] s instant nessenger pattern found, .

40.78.146.128 [lhited Sates |147.237.77.216|dover.idf.il I nstant Messengers appl i cati on. Skype noni t or 1

157. 55. 39. 85 Lhited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1

123.125. 71. 113 |China 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1

198. 20. 69. 74 Lhited Sates |[147.237.77.235|svivaidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1

46.19. 85. 168 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

5.22.134. 206 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 1

141. 212. 122. 157|Uited Sates |147.237.77. 216 [dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

: R instant nessenger pattern found, .

104. 209. 188. 207 |lnited Sates |147.237.77. 216 |dover.idf.il I nstant Messengers appl i cati on Skype noni t or 1

208.115.113.89 |[Wnited Sates [147.237.77.216|dover.idf.il drop SMrule drop 1

52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 1

195. 28. 180. 101 |l srael 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1

176. 12. 155. 228 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1

124.114.36.5 Chi na 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 1

84.110. 184. 105 |lIsrael 147.237. 72. 156 |aman.i df .i Bad TCP sequence Inval i d AGK nunber aert 1

141. 212. 122. 158|lnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

178.63.17.130 |Ger many 147.237.77. 176 |matpash.iof .il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1

124.114.36.5 Chi na 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 1

84.110.184. 105 |[lIsrael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1

190. 215.128.81 |Giile 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

M [ #31] ] KAVA 1 W[ [#27] ] A>0A- DA XeAS[ [ #20] ] ATJA in URL
ON\[[#31]]1Cu

Country Action
89.138.65.130 | srael 147.237.0.19 |nadimatal .idf.il [1o° My of the Sane Response Code (404) in Session from Bock  |374
89. 138. 65. 130
89.138.65.130 | srael 147.237.0.19 |nadimatal .idf.i| |1o° M of the Sae Response Cbde (403) in Session from Bock  [212
89. 138. 65. 130
89.138.65. 130 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 104
. - Unaut hori zed Met hod HEAD f or
109. 160. 214. 164]l srael 147.237.72. 166 |aka. i df . i | vow aka i f i 1/ mai n/ home/ def aul t . aspx Bl ock 5
46. 19. 86. 91 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 4
76.115. 96. 90 Lhited Sates |(147.237.77.170|maar achot.idf.il D stributed Suspici ous Response Code B ock 3
68.180.228. 112 |lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/&€Z B ock 1
Illegal Byte Qode Character in URL O\[[#31]]Qy; $x°a€¢sA™~G wag! x,
' . . xxe x7(P [ [ #8] ]t x?2EXAE! , AE"%8r / { A?. Afdgx?a€“O>rx” ASx2 x¢Ace
76. 230. 56. 79 Lhited Sates [147.237.77.233|atal .idf.il xo- nxoehcee , " A AERAG! x3 A [ [ #2] ] AT O ol [ #18]] & Am B ock 1
k@° At sx” xEAVA d2a€3
-kosher-kravi .id i
46.120.97.101 |israel 147.237.0.16 |V Whaut hori zed LRL Access to . . Bock |1
foil wan ny- kosher -kravi . i df .i | /tenpl ates/| ogi n/ | ogi n. aspx
. . S Lhtraceabl e Gnnection - Protocol violation
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
76. 230. 56. 79 Uited Sates |147.237.77.233|atal .idf.il I1egal HITP \ersion B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 69. 11 I srael 147.237.76.30 |hi nush.idf.il v chi mush, at al i o i1/t enpl at es/ news/ nul | B ock 1
89.138.65.130 |[Israel 147.237.0.19 |[nmadimatal .idf.il |Too Many 403: Response Code per Session B ock
76. 230. 56. 79 Uhited Sates |147.237.77.233|atal .idf.il Abnormal |y Long Request net hod B ock
141.8.132.78 stﬁ::ﬂ on 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wanidf.il/error. htm B ock 1
Mal formed URL O \[[#31]] Qu; $x° 4ECSA™~CP WAE! x,xxe xZ
! . . O [#8] ]t x?2MAHAE!, A€"x8r | { A?. ATdgx?a€"Orx” ASx2 x¢Acexn- nxoe
76. 230. 56. 79 Lhited Sates [147.237.77.233|atal .idf.il Acehe, " Ao RzAgAcl x0 & [ [ #2]] AGEI O o[ [ #18] ] & AMK @ Al 5x° xE B ock 1
AVA d2a€s
66.249.78.159 |[Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df.il/1133-19149 B ock
89.138.65.130 [l srael 147.237.0.19 |madimatal .idf.il |Too Many 404: Response Code per Session B ock
76. 230. 56. 79 Lhited Sates |[147.237.77.233|atal .idf.il Illegal Byte Qode Character in Header Nane B ock 1
: . . Unknown Paraneter 4f9c0c80 in
40.77. 167. 32 Lhited Sates |147.237.72.166|aka.idf.il vow aka i df i 1/ mai n/ home/ def aul t . aspx None 1
. . Uhaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i www. i df . i | / 1133- 20235- he/ kkkkkkk=342052f 7Tkkkkkkk 342052f7 |2 oK |1
NULL Character in Method Avf[#0]][[#0]][[#0]]KA-[[#11]] AtAceRe
76. 230. 56. 79 Lhited Sates |147.237.77.233|atal .idf.il 70 [#12]] A2A A2 AVAfAEA.. A2 A" ZA" p6 ASA®ASVWI I 7AG4{ A-A- A° A |B ock 1
M [#31]] KAYA T W[ #27] ] A>0A- DA" XeA3[ [ #20] ] ATIA
. - Unknown Paranet er anp;docid in
66.249. 78. 254 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai 1/ gi yus/ gener al . aspx None 1
Il1egal Byte Gode Character in Mthod
! . . AV [#0] 1 [[#0]][[#0]] KA-[ [ #11] ] AtAceAET[ [ #12] ] A?ARAVAFAEA. ..
76.230.56.79  [Wited Sates [147.237.77.233|atal .idf.il oA ZA"D6ASAGASY W] 7AGA{ AnA- A° A" Bock |1
M [#31]] KAVA T W[ #27] ] A0A- DA" XeA3[ [ #20] ] ATIA
198. 20. 69. 74 Lhited Sates [147.237.77.235(|sviva.idf.il Unaut hori zed URL Access to 147.237.77. 235/ robot s. t xt B ock 1
Unknown HTTP Request Met hod Avf[#0]][[#0]][[#0]]KA-[[#11]] AtAce
AE7[ [#12] ] A2AA? AVAFAEA.. A2AZA
76. 230. 56. 79 Lhited Sates [147.237.77.233|atal .idf.il p6ASAGASVWI I 7ACA{ A-A- A° A B ock 1
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