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02-02-2016-00:04:00 to 02-02-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 4
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
123.151. 42. 61 Chi na 147. 237.76. 30 hi nush. i df i | Bl ock Wdp Al Nets Con Linit drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 86 navy.idf.il Block Np All _Net drop 1
71.6.216. 43 Lhited Sates 147.237. 76. 199 e. nakchal .idf.il Bl ock_Udp All _Nets drop 1
71.6.216. 47 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1




02-02-2016-00:04:00 to 02-02-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Sgnat ure Devi ce Action |Count
151. 80. 31. 151 Italy 147.237. 76. 86 navy.idf.il |28 HITP. AnrefBot craw er B ock 2
151. 80. 31. 154 Italy 147.237. 76. 86 navy.idf.il |28 HITP. AnrefBot craw er Bl ock 1
151. 80. 31. 150 Italy 147.237.72. 166 aka.idf.il (28: HITP. AhrefBot craw er B ock 1
151. 80. 31. 150 Italy 147.237. 76. 86 navy.idf.il |28 HITP. AnrefBot craw er B ock 1
151. 80. 31. 151 Italy 147.237. 72. 166 aka.idf.il 28: HITP. AhrefBot craw er B ock 1




02-02-2016-00:04:00 to 02-02-2016-01:04:00

|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 78. 254 [147.237.72.166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
223.4.174.30 |147. 237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.240. 144. 64 |147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
223.4.174.30 |147.237.76. 148|Chi na gqcenter . aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
223.4.174.30 [147.237.0.200 [China rdu. i df il ET SCAN Potential WNC Scan 5900- 5920 1
59.45,79.117  [147.237. 77. 205 [Chi na prisha idf.il ET SCAN Potential SSH Scan 1
189, 219. 109. 26 |147. 237, 76. 34 s co yohal an.i df. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 [147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 67 [147.237. 72. 156 [Chi na aman. i df il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 [147.237.8.14 [China e.orchot.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237. 77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
223.4.174.30 [147.237.77.216|Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61. 240. 144. 64 |147. 237.77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
223.4.174.30 |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.240. 144. 64 [147.237. 76. 197 [Chi na e. hinush. i df .| ET SCAN Potential SSH Scan 1
223.4.174.30 |147.237. 76. 147 [Chi na chi nuch. aka.i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
59.45.79.117 [147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.77. 170|Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
173.55.32. 113 |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.72.217|Chi na eidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 [147.237. 76. 196 [Chi na e.sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1




02-02-2016-00:04:00 to 02-02-2016-01:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 73
185.120. 125. 7 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |56
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
185. 120. 125. 7 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 28
Sreamng Engine: TCP Invalid i i ssi
108.47.45.64  |Wited Sates |147. 237.76. 200 [eitan. aka i df i g =g Invalid segnent retransmssion. g 28
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
5.22.135.231 [ srael 147.237.72. 166 |aka. i df .i | Strean g Ehgl he @ Invalid |invalid segnent retransnission drop 21
Ret ransm ssi on Packet dr opped.
2.52.16. 161 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TGP Invalid i i ssi
176.12. 155. 108 |Israel 147.237.77. 243 |nobil e. i df il 9 =g Invalid segnent retransmssion. |, 15
Ret ransmi ssi on Packet dropped.
157.150.193.2 |wnited Sates [147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 14
46.19. 85. 31 | srael 147.237.72. 166 |aka. i df .l dr op SAMrul e drop 11
2.52.16. 161 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 10
2.52.16. 161 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 10
2.52.16. 161 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |10
reamng BEngine: TCP Invali i i ssi
37.26.149.148 | srael 147.237.0.19 |nadimatal.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission. 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5. 29. 176. 16 I srael 147. 237. 77. 243 |nobi | e.i df .i | g =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.
2.54.48. 151 I srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 249 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |7
46. 19. 86. 223 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.144  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
205. 197. 242. 164|tnited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
176.12. 155. 165 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
37.59. 49. 14 France 147.237.77. 176 |nat pash.i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |5
195. 67. 74.166  |Sweden 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
184.168. 192. 140|Uhited Sates |147.237.0.34 [tikshuv.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |5
109. 64. 109. 161 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.16. 161 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
50. 62. 208. 40 Wited Sates |147.237.0.17 ;nlrrly kosher-kravi. 1d 15 ok HITP Non Conpl i ant Failed to hand e connection data |monitor |5
94.23. 6. 148 France 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |5
94.23.59.136  |France 147.237. 77. 226 :M\W chanatz.aka.1d-1 |y ook HITP Non Conpl i ant Feiled to hand e connection data |nonitor 5
80. 246. 136. 186 |l srael 147.237.72. 166 |aka.i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
Sreamng Engine: TP Invalid i i ssi
90.182.85.96  |28¢h 147.237.76. 200 |6 tan. aka. i of . i g =g Invalid segnent retransmssion. g 4
Republ i ¢ Ret r ansni ssi on Packet dr opped.
200. 98.224.51 |Brazil 147.237. 77. 170 |naar achot . i df . i | Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor |4
37.26.147.216 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
37.26.147.216  |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
Sreamng Engine: TCP Invalid ' i ssi
79.178.99.50 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
176.12.155.39 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 3
reamn ine: TCP Invali i i ssi
2.54.39, 209 I'srael 147. 237.77. 243 |nobi l e. i f . i Streaning Engine: TCP Invalid |invalid segnent retransnission. 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.12. 155. 217 |israel 147. 237. 77. 243 |robi 1 e, i of . i | g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 64.23.133  |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid Jinvalid segrent retransnissi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.180.97.202 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
176.12.155.39 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TP Invalid i i ssi
46.19. 86. 67 I srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.180. 114. 139 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
31. 210. 187. 239 i srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
185.27.106.60 |l srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, o, 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
37.26.149. 249  |israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
77.126.34.232  |Israel 147. 237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
37.26.149.148 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from g 0 |46
37.26. 149. 148
37.26.149. 148 [Israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 29
109. 65. 73.119 |l srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 25
2.54.39.194 I srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unauthori zed LRL Access from 2. 54.39. 194 B ock 10
5.102.199.117 [israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 5. 102. 199. 117 Bl ock 8
79.177.48.209 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from79.177.48.209 (B ock 7
176.12. 155. 165 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.29.176. 16 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.12. 155. 217 |l srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 2
73.22.155. 10 Lhited Sates 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v i df.i|/newsitefenglish/ B ock 2
176.12.155. 70 |l srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 2
46. 19. 86. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . www. chanat z. aka. i d _ .
188. 143. 232. 10 |Russi an Federation |147. 237. 77. 226 fil Ml ti pl e Uhaut hori zed URL Access from 188. 143. 232. 10 B ock 2
176. 12. 155. 200 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock
93.129. 97. 45 Ger many 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df .il/894-en/idf gdover.aspx |B ock
- . Unhaut hori zed URL Access to
5.102.199. 117  |[Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df i1/ si p storagel fil es/ 9/ 71669, not B ock 1
195.67.74.166  [Sweden 147.237.76.30 |hi nush.idf.il Uhaut hori zed Method HEAD for waw chi mush. atal .idf.il/ None
85. 64.145.222 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka. i df.il/hinuch B ock
. - Unhaut hori zed URL Access to
2.54.39.194 I srael 147.237.72. 156 |arman. i df . i | - Jidf.i1/sip storagelfiles/ 1/ 71101 pd B ock 1
93.173.236.28 |lsrael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
205. 197. 242. 164|hited Sates 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
37.26.147.205 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i - AAEE i
176.12.155.75 | srael 147.237.0.17 "y 'llegal Parameter Encoding JMvu 'n None 1
daf.il m ny-kosher -kravi . i df . i |/aj ax/ creat ecapt chai nage. aspx
. - D stributed Lhaut hori zed URL Access on
87.68.155.176 |l srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
66. 249. 78. 95 I srael 147.237.77. 216 (dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
. . - Unhaut hori zed URL Access to
2.54.39. 209 I srael 147.237.77.243|nobi l e. i df . i | nobi e, i df i 1/ cat egoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 1
_ _ www. chamat z. aka. i d _ o
188. 143. 232. 10 |Russi an Federation |147. 237. 77. 226 £l Unaut hori zed URL Access to waw chamat z. aka. i df . i1/1319- he/ B ock 1
Unknown Par aret er
95. 86. 126. 2 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHol der $quest i onUpdat e$t xt @ h |None 1
erQuestion in ww aka.idf.il/nain/giyus/fag. aspx
79.178.49.129 |Israel 147.237.77. 216 |dover. i df .| Ml tiple Unaut horized URL Access from 79. 178. 49. 129 B ock 1
217.71.54. 150 |2osnia and 147. 237.77. 216 |dover . i df . i | Distributed PP A tenpt B ock 1
Her zegovi na
87.69. 106.106 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
68.180.229.239 [lnited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ pat zar Bl ock
192. 157.245.13 |Uhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v idf.il/pricing B ock 1
. - Unhaut hori zed URL Access to
79.178.49.129 |[Israel 147.237.77. 216 (dover. i df . i | i df i1/ si tef spot ti ng/ spot i ng. asp B ock 1
217.71.54. 150 |2osnia and 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
Her zegovi na
. . Unaut hori zed Met hod PCBT for
89.138.249.94 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ mai  sachar / nas. aspx B ock 1
’ . . Unaut hori zed URL Access to
68.180.230.29  [Lhited Sates 147.237.77. 176 |nat pash. idf.il wWan cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
194.72.238.241 |Wited Kingdom [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/xyzzy B ock 1
117.78.13.29 Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
80. 178.210. 173 |l srael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 144 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
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