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[ 195. 239. 16. 40
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02-01-2016-23:04:09 to 02-02-2016-00:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Target Address |Site

|Attacker Country

Signature Device Action |Count |

46. 19. 86. 69 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 68
82.132. 235. 250 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 13
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
92. 220. 58. 196 Nor way 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
115. 239. 228. 10 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under _Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
178. 239. 62. 139 Net her | ands 147.237. 76. 147 chinuch.aka.idf.il |Bock Np Al Net drop 1
167. 114. 92. 57 Canada 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
185. 130. 5. 201 147.237.76. 201 e atal.idf.il Bl ock_Udp Al Nets drop 1
167.114.92. 57 Canada 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
167. 114. 92. 57 Canada 147.237.76. 201 eatal.idf.il B ock Np Al _Net drop 1




02-01-2016-23:04:09 to 02-02-2016-00:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |S gnature Devi ce Action |Oount |
151.80.31.150 |[italy 147.237.76.86 |navy.idf.il C228: HITP. AhrefBot craw er B ock 3
151.80.31.151  |[Italy 147.237.77.176 |mat pash.idf.il |28 HITP. AhrefBot craw er Bl ock 2
151. 80. 31. 154 Italy 147.237.76.86 |[navy.idf.il (228: HITP. AhrefBot craw er B ock 1
52. 26. 202. 58 Lhited Sates 147.237.77.216 |dover.idf.il 22280: HITP. Joonha (hject Injection Wl nerability B ock 1
151.80.31.154  [Italy 147.237.77.176 |mat pash.idf.il |28 HITP. AhrefBot craw er Bl ock 1
81.213.95.118  [Turkey 147.237.77.216 |dover.idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1




02-01-2016-23:04:09 to 02-02-2016-00:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

Signature

Federati on

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66.249. 78.254 |147.237.72.166|Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
61.240.144.64 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
195.62.52.41  |147.237.8.27 Eég:::t”im e nadi matal .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.0.35 |Lhited Sates akavs. i df .il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 8. 27  |Sweden e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.42 |147.237.76.197 |China e. hinush.idf.il ET SCAN Potential SSH Scan 1
37.26.149.148 |147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
168. 62. 238. 153 |147.237.76. 199 |Lhited Sates e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.42 [147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
81.213.95.118 |[147.237.77. 216 |Turkey dover.idf.il SERVER- WEBAPP adm n. php access 1
222.186.56.42 [147.237.0.35 |[China akavs. i df . i | ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
213.8.10. 13 147. 237. 76. 147 |l srael chinuch. aka.idf.il ET DCB Large amount of TGP ZeroWndow - Possible N ller2 1
DDos attack
61.240. 144. 64 [147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
195.62.52.41  |147.237.77.233 ?;Z:;:I”ion atal.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
195.62.52.41  |147.237.76.147 gg::;”ion chinuch. aka. i df .1 ET SCAN Potential SSH Scan 1
61.240.144.64 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
195.62.52.41  |147.237.72. 217 Eég:::t”im eid.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.0.35 |Lhited Sates akavs. i df il ET SCAN NVAP -sS wi ndow 3072 1
46. 45. 137. 67 147. 237. 72. 156 [Tur key anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 12, 154. 252 (147.237.76.30 |Israel hi nush. i df .i | ET DCB Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
222.186.56.42 |147.237.76. 147 |Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
128. 199. 177. 192|147. 237. 72. 166 |9 ngapor e akaidf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
222.186.56.42 |147.237.76.30 [China hi nush. i df .i | ET SCAN Potential SSH Scan 1
222.186.56.42 |[147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 177 |Lnited Sates ncore.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
61.240. 144. 64 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
195.62.52.41  |147.237.77.61 Eég:::t”im e.cogat.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
105.62.52.41  |147.237.76.39 |58 &N nobi | e. nei tav. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

185.120. 125. 7 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber nonitor |54

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

185.120. 125. 7 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber alert 27

195. 239. 16. 53 RJSIS:;”im 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [26

82. 132. 235. 250 LK!i“r:ge(cijom 147. 237. 77. 216 |dover.i df . i | drop First packet isn't SIN drop 26

195. 239. 16. 40 RJSIS:;”im 147.237.77.74 |lawidf il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [26

188. 54. 238. 245 |[Saudi Arabia 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 17

82. 132. 235. 250 z";ggom 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nuniber monitor |15

82. 132. 235. 250 z‘;;gom 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15

46. 19. 86. 136 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 13

185. 89, 217. 224 147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

109. 186. 148. 199|i srael 147. 237, 77. 243 |robi 1 e. i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 136 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11

46. 19. 86. 136 I srael 147.237.77. 216 [dover. i df . il SYN At tack SYN -> SYN-ACK -> Ti neout aert 9

46. 19. 86. 136 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |9

46.19.86.136  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with moni tor |9

di fferent w ndow scal e

46. 19. 86. 244 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9

46.19. 86. 136 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 8

46.19. 86. 136 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
Sreamng Engine: TCP Invalid i i ssi

46.19.86.170  |Israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

176. 12. 154. 48 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

185. 89. 217. 233 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TQP Invalid i i ssi

37.46.38.190  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

107.181. 183. 186U ted Sates  |147. 237. 72. 166 |aka.i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

46.19. 85. 137 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid ' i ssi

176.12. 154. 170 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

185. 89. 217. 234 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 6

185. 89. 217. 227 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 6

46. 19. 85. 137 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi

79.179.19.50  |israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

185. 120. 125. 49 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

176.12.154. 47 | srael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

185. 89. 217. 235 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 6

46. 19. 86. 136 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

162. 144. 48.184 |Uhited Sates [147.237.77. 176 |matpash.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 5

198.27.74.174 |Canada 147.237.77. 234 |hal ag.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |5

41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

46. 19. 86. 244 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5

37.187.25.49  [France 147.237.77. 226 " chanat z. aka. 1df 1y ok HTTP Non Conpl i ant Failed to hand e connection data [nonitor |5

2.54.18.119 I srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

46.19. 86. 13 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5

54.174.179.157 |lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |5

198.20.226.241 |Wited Sates |147.237.77.74 [lawidf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |5

52.5.69.31 Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data [monitor |5

46.19. 86. 13 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

5.29.141.72 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 4

54.173.9.10 Lhited Sates |[147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 4

31.210. 187. 215 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.52.10.90 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 95
37.26.149.148 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
2.52.142. 144 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 17
65.208. 151. 115 [lhited Sates |147.237.77. 216 |[dover.idf.il Distributed Whauthorized LR Access on Bock |12
wawv. i df . i |/ 1008- he/ +navnenu. gc+
] . . D stributed Lhaut hori zed URL Access on
65.208.151. 112 |[lhited Sates |[147.237.77.216|dover.idf.il i df i 1/ 1008- hel +havienu. -+ Bl ock 12
65.208. 151. 116 [lnited Sates |147.237.77.216 |[dover.idf. il Distributed Whauthorized LR Access on Bock |9
wawv. i df . i |/ 1008- he/ +navnenu. gc+
] . . D stributed Lhaut hori zed URL Access on
65.208.151. 113 |lhited Sates (147.237.77.216|dover.idf.il i df i 1/ 1008- hel +havienu. -+ Bl ock 8
65.208. 151. 114 [lnited Sates |147.237.77.216 |dover.idf.il Distributed Whauthorized LR Access on Bock |6
wawv. i df . i |/ 1008- he/ +navnenu. gc+
176. 12. 155. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
65.208. 151. 110 [Lhited Sates |147.237.77.216 |dover.idf.il Distributed Whauthorized LR. Access on Bock |5
www. i df . i | /1008- he/ +navenu. gc+
81.213.95.118 |[Turkey 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 81.213.95. 118 B ock 5
] . . D stributed Lhaut hori zed URL Access on
65.208.151. 117 [Wited Sates |147.237.77.216(dover.idf.il i df i 1/ 1008- hel +navirenu. e+ Bl ock 5
46.120.104. 95 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
81.213.95.118 [Turkey 147.237.77. 216 |dover.i df .i | PHP Att enpt B ock 4
. . . Unaut hori zed URL Access to
79.179.19.50 | srael 147.237.77. 243|mobi | €. i df . i ] nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 3
188. 143. 232. 24 stls;;”i o 147.237.76.30 |hi nush. i df.il Ml tipl e Unaut horized URL Access from 188.143. 232. 24 B ock 3
81.213.95.118 [Turkey 147.237.77.216|dover . i df .i | Mil tipl e Adnin Bl ocking from 81.213. 95. 118 B ock 3
2.52.134. 202 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.26.146.159 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.179. 19. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
46.19. 85. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
80. 246. 136. 160 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
65.208. 151. 118 [Lhited Sates |147.237.77.216 |dover.idf.il Distributed Whauthorized LR Access on Bock |[3
www. i df . i | /1008- he/ +navrenu. gc+
109. 186. 148. 199|1 sr ael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
. - . Unaut hori zed URL Access to
2.54.39.209 |lsrael 147.237.77. 243 |mobi | e. i df . | nobi | e.i df. i 1/ cat egoryt enpl at es/ | i st chi | dsubcat egori es/ 1423 Bock |2
54.174.179.157 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df.il/news Bl ock 2
Russi an wwv. chamat z. aka. i ) )
188. 143. 232. 43 . 147.237.77. 226 . Mul tiple Whauthorized URL Access from 188. 143. 232. 43 Bl ock 2
Feder ati on df.il
109. 65. 48. 211 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka.idf.il/main/scripts/css3pie htc |B ock 2
46.121.128. 107 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.12.154. 63 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 158 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
213.151.40.179 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/ sachar/ B ock 2
176.12. 154. 170 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 2
37.142.137.122 |Israel 147.237.72. 166 |aka. i df . i | Unknown Farameter _\ BASTATEENCRYPTED | n None 1
wan aka. i df . i |/ nai n/ sachar/ pi r suneynof et . aspx
Russi an . . Unknown Par anet er docl d&ageNum i n
217.69. 133. 221 eration 147.237.72. 166 [aka. i df . i | aka i df .i1/ti znoret/f ag/ defaul 1. asp None 1
. . Unaut hori zed URL Access to
85. 65.106. 135 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
176.12. 155. 67 |l srael 147.237.72. 166 [aka. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
Ui ted Unaut hori zed URL Access to
94.199.151.22 [ - 147.237.77. 176 |nat pash. i df . i | wwwy cogat . i df . i |/t enpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun. yos |B ock 1
g h@ni | . com
. . S3. Untraceabl e Gonnection - Protocol violation
46. 19. 86. 136 I srael 147.237.77. 216 |dover . i df . i | (SSL_OONN LI ENT FELLO) None 1
197.119.6.9 Ageria 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
185. 89. 217. 230 147.237.0.34 |tikshuv.idf.il Dstributed URL is Above Root Directory Bl ock 1
. ] ] Unhaut hori zed URL Access to
118.193. 222. 243|Chi na 147.237.77. 216 [dover . i df . i | ww i df . i | / shar ed/ user cont r ol s/ header upper / B ock !
. . Unaut hori zed Met hod PCST for
87.142.174.114 I srael 147.237.72.166 |aka. i df . i | wwy aka. i df . i |/ nai n/ sachar/registrationw zar d/ st ep4. aspx Bl ock !
. . Mil tiple Uhtraceabl e SSL Sessi ons from217.194. 198. 104 (Prot ocol
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | vi ol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
87.238.192.212 |Ger many 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to naarachot. i df. il /wp/wp-adm n/ B ock 1
79.183.2.184 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
188. 143. 232. 24 RJSf;;”i o |147.237.77.234|hal ag. i df .| Mil tiple Wnauthorized URL Access from 188.143. 232. 24 Bock |1
. . Unaut hori zed Method CPTI ONS for
94.210.75.178  [Nether| ands 147.237.72.166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.210.187.215 |[Israel 147.237.72. 166 [aka. i df . i | wiww aka. i df i 1/ nai / Sachar / r equest paysl i pexpl anat i on. aspx None 1
Unaut hori zed URL Access to
212.76. 112. 164 | srael 147.237.72. 166 |aka. i df i | wwy aka. i df . i 1/sip_storage/files/ 0/ 65000. pdf &sa=u&ed=0ahukew p_i B ock 1

ckxdf kahvbi cwkheqgf buyqf gghnmaa&usg=af gj cngc9l f nsl ct dcdj z8ubnz8
xkhs2da
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