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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 14
79. 180. 200. 166 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
198. 48. 92. 104 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets drop 1
142.54. 169. 163 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
167. 114. 92. 57 Canada 147.237.76. 148 gocenter. aka.idf.il Block Np Al _Net drop 1
74.91. 28. 60 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Oount
41. 45, 30. 212 Egypt 147.237.77. 216 dover.idf.il C158: HITR(S: ‘tacked in the Payl oad B ock 7
151. 80. 31. 154 Italy 147.237.72. 166 aka.idf.il 28: HITP. AhrefBot craw er B ock 1
194.181. 124. 40 Pol and 147.237.77. 176 nat pash. i df . i | Q008: HITP: Xenu User Agent Bl ock 1
109. 186. 169. 78 I srael 147. 237. 72. 166 aka.idf.il Q008: HTTP. Xenu User Agent B ock 1
151. 80. 31. 150 Italy 147.237.72. 166 aka.idf.il 28: HITP. AhrefBot craw er B ock 1
151. 80. 31. 151 Italy 147.237.72. 166 aka.idf.il (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry Signature
46.60.13.24  |147.237.77. 216 ?Cis;iig;a” ferritory, dover.idf.il  |ET SCAN NVAP -sA (2) 6942
124.114. 151. 87 [147.237.0.34 |China tikshuv.idf.il |ET WEB SERVER Possi bl e SQL | njection (varchar) 10
41 45, 30, 212 147. 237, 77. 216 |Egypt dover i df il Tehi | a def acenent attenpt (-Hacked By- sent to Véb 9
Server)
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.93.123  |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147.237.8.46 |China e.chinuch.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
149.88.193.33  |147.237.72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
202. 63.209. 14  [147.237. 72. 166 |Paki stan akaidf.il ET SCAN NMAP -sS wi ndow 4096 1
109. 235. 254. 181|147. 237. 77. 234 |Tur key hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
202. 63.209. 14  [147.237. 72. 166 |Paki stan aka idf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181|147. 237. 77. 234 [Tur key hal ag.idf.il ET SCAN NVAP -f -sS 1
195. 62. 52. 41 147. 237. 77. 227 |Russi an Federation e hanaz.idf.il [ET SCAN Potential SSH Scan 1
109. 65. 214. 39 |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
195. 62. 52. 41 147. 237. 77. 179 |Russi an Federati on enazi.idf.il [ET SCAN Potential SSH Scan 1
195. 62. 52. 41 147.237.0.19 |Russi an Federation nadi matal .idf.i [ET SCAN Potential SSH Scan 1
193. 105. 134. 220(147. 237. 72. 217 |Sweden eidf.il ET SCAN NVAP -sS wi ndow 1024 1
178.62.14. 193  |147.237.76. 201 |Lhited Sates e.atal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.8.14 |lhited Sates e.orchot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
213.151.42.12 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
202. 63.209. 14  [147.237. 72. 166 |Paki stan akaidf.il ET SCAN NMAP -sS w ndow 2048 1
109. 235. 254. 181|147. 237. 77. 234 |Tur key hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
195. 62. 52. 41 147. 237. 77. 235 |Russi an Federation svivaidf.il ET SCAN Potential SSH Scan 1
109. 160. 151. 89 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 62. 52. 41 147. 237. 77. 205 |Russi an Federati on prisha.idf.il ET SCAN Potential SSH Scan 1
79.178. 145. 134 |147.237.72. 166 || srael aka idf.il portscan: TCP Distributed Portscan 1
195. 62. 52. 41 147. 237. 76. 200 |Russi an Feder ati on eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
5. 255. 253. 46 147.237. 72. 166 |Russi an Federati on aka.idf.il portscan: TCP DO stri buted Portscan 1
188. 143. 232. 24 |147.237. 72. 166 |Russi an Federation aka idf.il portscan: TCP Distributed Portscan 1
178.62.14. 193 |147.237.76.44 |Lhited Sates e.refush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Ret ransm ssi on

Packet dropped.

‘Attacker Qount ry Target Address |Ste Signature

185. 120. 125. 7 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |56

2.54.146.163 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack rej ect 50
Sreanming Engine: TGP Invalid i i SSi

2.54.159.215 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. | 36
Ret ransm ssi on Packet dropped.

2.54.146.163 |lIsrael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 35

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

185. 120. 125. 7 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert 27

46. 19. 86. 244 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval id ACK nunber noni t or 24

2.54.146.163  |lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 22

2.54.146.163 |[lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 22

2.54.146.163 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 22
Sreaming Engine: TGP Invalid i i SSi

212.68.133.59 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. g 21
Ret r ansm ssi on Packet dr opped.

141.0.15.216  |Norway 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TCP Invalid i i ssi

5.29.96.248  |Israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g 12
Ret r ansm ssi on Packet dr opped.

reamng BEngine: TCP Invali i i SSi

87.68.74.144 |Israel 147. 237,77, 243 |roti 1o i i1 | SAM NG Engine: TCP alid Jinvalid segnent retransnissi on. drop 12
Ret ransnm ssi on Packet dr opped.

66. 87. 65. 14 Lited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12

124.114. 151. 87 |Chi na 147.237.0.34 |tikshw.idf.il  [SQ Injection %&e.d'on detected in LR: fpnitor |10
Sreanming Engine: TCP Invalid i i ssi

176. 12. 155. 240 |I srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi

2.54.182.128 |Israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.147.219 |isradl 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi

176. 12. 155. 233 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.239 |l srael 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret r ansm ssi on Packet dr opped.

66. 87. 65. 14 Lited Sates 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 8

reamn ine: TCP Invali i i Ssi

109. 65. 223. 181 |I srael 147, 237.77. 243 |t 1o i i1 | SAMNG Engine: TCP alid Jinvalid segnent retransnissi on. drop 6
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi

185. 120. 125. 18 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

79.178.36. 157 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi

176. 12. 155. 136 |I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

77.127.221.75 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.

212.76.127.10 |[Israel 147.237.77. 176 |matpash.icf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

41.33.232.66  |Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreanming Engine: TCP Invalid i i ssi

37.26.149. 220 |Israel 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.

185. 5. 223. 35 gcisgi'gc'la“ Territory.|147.237. 76. 86 |navy.idf.il dr op First packet ismt SWN drop 6
Sreanming Engine: TCP Invalid i i ssi

79.181. 169. 114 |I srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.

109. 160. 247. 82 [l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

46.19.86.228  |Israel 147.237.77. 243 |nobi l e. i f . 9 =g Invalid segnent retransmssion. | 6
Ret r ansnm ssi on Packet dr opped.

31.168. 112. 134 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or

37.46.39.243  |lIsrael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

84.110.7.134 |isradl 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.

5.102.254.91 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |5

76.10. 170. 182 |Canada 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |monitor |5

80. 246. 137.36 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.52.49.8 I srael 147.237.72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

141.0.14.193  |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

178.52. 148. 106 |Syrian Arab Republic |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 4

84.108. 13.216 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4

178.52. 148. 106 |Syrian Arab Republic [147.237.77.216|dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4

109. 64. 124. 131 [ srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

41.202.84.45 |te Dlvoire 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

37.46.38.191 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

188. 143. 232. 24 |Russi an Federation 147.237.76.86 |navy.idf.il g .g vl i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

87.68.73.82  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
5.29.236.125 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 233
5.29.236.125 |[lIsrael 147.237.0.19 |nadi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 155
176.12. 154. 78 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 33
5.29.236.125 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Code (403) B ock 33
176. 12. 154. 225 || srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 29
37.26.147.201 |Israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from B ock 14
37.26.147. 201
2.54.159.215 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
. . . . Mitiple Illegal Byte (ode Character in Parangter Val ue from
124. 114. 151. 87 |Chi na 147.237.0.34 |tikshuv.idf.il 124,114, 151 87 B ock 9
94.199.151.22 |United Ki ngdom|147.237.77.176 nat pash.idf.il Mil tipl e Unaut horized URL Access from 94.199. 151. 22 Bl ock 7
188. 143. 232. 24 RR;Z:::I”ion 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 188.143. 232. 24 B ock 5
176. 12. 155. 136 |l srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Unaut horized URL Access from 176. 12. 155. 136 Bl ock 4
212.68.133.59 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
46.19.86.239 |[Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2.54.182.128 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 3
149. 78. 30. 142 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 12. 154. 188 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46.121. 136. 195 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df . i/ mai n/ sachar/ B ock 3
176. 12. 155. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 12. 155. 136 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.219 |[lsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response CGode B ock 3
. . Lht raceabl e SS. Sessions: Protocol violation
88.203. 124. 144 |Mi ta 147.237.77. 216 (dover. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
79.180.219. 98 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/1679- 18967/ dover.aspx |B ock 2
87.68.74.144 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
77.127.84.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.120. 116. 178 [ srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
188. 143, 232. 24 RF;ZZ::;" o 147.237.77.234|hal ag. i df . i | Mil tiple Wnauthorized URL Access from 188.143.232. 24 Bt ock 2
188. 143. 232. 24 RF;;::} o 147.237.0.34 |tikshuv.idf.il Ml tiple Unaut horized URL Access from 188. 143. 232. 24 B ock 2
i www. chanat z. aka. i d
188. 143. 232, 24 |USSI N 147. 237.77. 226, . Mil tipl e Unaut horized URL Access from 188. 143. 232. 24 B ock 2
Federation f.il
5.102.213.219 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
79.177.23.159 |[israel 147.237.0.19 |nadimatal .idf.il Paraneter Type M ol ation ct! 00SCont ent A acetbl der 13txt Street in B ock 2
nadi matal .idf.il/1088-he/ neretz. aspx
188. 143. 232. 24 RR;Z:::S o 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 188. 143.232. 24 B ock 2
65.208. 151. 110 |Whited Sates  |147.237.77.216|dover. i df . i | D stributed haut hori zed LR. Access on Bl ock 2
www. i df . i | /1008- he/ +navenu. gc+
46.19.86.228 |Israel 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
- . - Unaut hori zed URL Access to
79.177.23.159 |[israel 147.237.0.19 |nadimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
188. 143. 232. 24 RF;Z:::I’} o 147.237.76.31 |nakchal .idf.il Mil tipl e Lnaut horized URL Access from 188. 143.232. 24 B ock 2
176. 35. 166. 207 |Uni ted Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/nazi'a=0 B ock
77.125. 150. 166 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter x in ww aka.idf.il/main/sachar/payslips. aspx |None
- . Unaut hori zed URL Access to
66.249.66.67 [lsrael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,1701 peff /1 | es/ 2/ 111642, pdf B ock 1
163. 247. 46. 239 |Chil e 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to www i df . il /spanish/ B ock
196.40. 97.170 [South Africa 147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/test/wp-adnin/ B ock
’ . . Par anet er Type M ol ati on PageNumin
68.180.228. 112 |Lhited Sates  |147.237.77.216|dover. i df .i | v i df i 1/ 1779- he/ dover . aspx Bl ock 1
65.208. 151. 115 |Uhited Sates  |147.237.77.216|dover. i df . i | Distributed Whauthorized LR Access on Bl ock 1
waw. i df . i | / 1008- he/ +navnenu. gc+
37.26.149.220 |Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
188. 143. 232. 24 232:23 on 147.237.77.233|atal .idf.il Lhaut hori zed UR. Access to ww atal .idf.il/926-he/ B ock 1
185, 120. 125. 18 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/giyus/ hone/ def aul t. aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 126 |l srael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,170/ pdf /1 | es/ 1/ 106611, pdf B ock 1
93. 172. 239. 139 |1 srael 147.237.77.74 |lawidf.il Illegal Byte Gode Character in URL /602- 2265- he/ pat zar . aspx B ock 1
79.181.55.126 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.i|/mai n/ gi yus/ B ock 1
5. 61.27. 86 lited Sates  [147.237. 77. 170 |maar achot . i df . i | Wnauthori zed R Access to . B ock 1
naar achot . i df . i | / wor dpr ess/ wp- adm n/
188. 143. 232. 24 gj; :t”i o 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df . i | /900- he/ B ock 1

02-01-2016-22:04:05 to 02-01-2016-23:04:05




