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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 16
46. 19. 85. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 13
37.142. 64. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
79.178.101. 213 | srael 147.237.77.170 naar achot . i df .| B ock_ Wp Al _Nets drop 3
185. 35. 62. 60 Snitzerl and 147.237.76. 31 nakchal .idf.il B ock_Wp Al _Nets drop 1
66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e dr op 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
178. 239. 62. 139 Net her | ands 147.237.76.176 test.ncore.idf.il Bock Np Al Net drop 1
79.180. 71. 161 | srael 147.237.77. 19 lawforumidf.il B ock Wp Al Nets drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
146. 185. 239. 100 Russi an Federati on 147.237.72. 167 ishurimaka.idf.il |block-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Devi ce Action ‘Count
188. 165. 225. 121 France 147.237.77. 216 dover.idf.il 0543: HTTP. php.cgi Access B ock 1
151. 80. 31. 150 Italy 147. 237.76. 42 refuah.idf.il 28: HITP. AhrefBot craw er B ock 1




02-01-2016-21:04:01 to 02-01-2016-22:04:01

|Top Attackers In |D|

Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
105.62.52. 41  |147. 237. 72. 156 |5 & aman. i df . ET SCAN Potential SSH Scan 1
Federati on
59. 106. 108. 116 |147. 237. 77. 216 |Japan dover.idf.il Tehila - Perl LW with fake user agent 1
185. 32. 179. 156 [147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
46.45.137.67 |147.237.77.19 |Turkey lawforumidf.il|ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25  [147.237. 76. 198 |Chi na e.yohalan.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
146.0.75. 114  |147.237.76. 44 |Netherl ands erefuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237.8.14 |Wkraine eorchot.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
84.109. 163. 76 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
80.83.135. 131 |147.237.77.235|Georgi a sviva.idf.il ET SCAN Potential SSH Scan 1
80.83.135. 131 [147.237.77.227 |Gorgia e hanaz.idf.il [ET SCAN Potential SSH Scan 1
80. 83.135. 131 |147. 237. 77. 205 |Geor gi a prisha.idf.il [ET SCAN Potential SSH Scan 1
46. 120. 227. 228 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP DO stributed Portscan 1
183.60.48.25  [147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.19.86.159  |147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
183 14.14. 106|147 237 76. 30 |ni na i rush. i i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.17.11.120  |147.237.77. 216 |Ger many dover.idf.il portscan: TCP Distributed Portscan 1
146.0.75.114  |147.237.76.30 |Netherlands himsh.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
84. 228. 201. 239 (147. 237. 72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
80.83.135. 131 |147.237.77.243|Gorgi a mobi le.idf.il |ET SCAN Potential SSH Scan 1
80. 83.135. 131 [147.237. 77. 233|Georgi a atal.idf.il ET SCAN Potential SSH Scan 1
80.83.135. 131 |147.237.77.212|Georgi a e.dover.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
169. 145. 3. 40 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 396
185.120. 125. 7 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 52
79.176.100. 149 i srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md:)’fltvrsa::l”lt wth dfferent moni tor (32
185.120. 125. 7 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
46. 19. 85. 57 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 23
83.101.10.104  |Bel gi um 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 20
83.101. 10. 104  |Bel gi um 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 20
141.0. 14. 193 Eur ope 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
185.27.105.73 |l srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid - invalid segrent retransmssion. |, o 15
Ret ransni ssi on Packet dropped.
109. 67.200.97 | srael 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid |invalid segnent retransmssion drop 15
Ret r ansni ssi on Packet dropped.
105. 239. 222. 66 |Sudan 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 14
85. 130. 234. 154 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
46. 19. 86. 14 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 11
141. 0. 15. 216 Nor way 147.237. 77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46.121.37.45 I 'srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19. 85. 98 I'srael 147.237.0.19  |macimatalior. 1| SAM NG Engine: TP Invalid invalid segnent retransmission. |, 9
Ret ransni ssi on Packet dropped.
209. 140. 44. 114 |lhited Sates 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 7
46. 19. 85. 117 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 7
2.52. 140. 220 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 252 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.52.142.89 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
2.52.15. 247 I'srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segment retransmssion. |, o 6
Ret ransni ssi on Packet dropped.
46.19. 85. 141 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.147.197 [israel 147.237.77. 243 |mti e i i1 || €M NG Engine: TGP Invalid Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
2.52.142. 89 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 141 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 10 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
176. 12. 154. 109 |l srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
2.52.142.89 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
80.230.69.99  |[Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 141 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 86. 10 I'srael 147.237.72. 166 |aka. i df .1 Bad TCP sequence V?:;ﬁsrczlt ;ansm wthdifferent | onitor |6
2.52.142.89 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.239  |israel 147.237.77. 243 |rvit e i1 | AM NG Engine: TCP Invalid - invalid segnent retransmssion. |, o 6
Ret ransni ssi on Packet dropped.
46.19. 85. 74 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.52.142.89 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunier noni t or
79.182.207.4  |israel 147.237.0.34 |tikshwv.ir.i1 | €M NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 6
Ret ransni ssi on Packet dropped.
109. 66. 101. 249 | srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
154. 103. 121. 144|Sudan 147.237. 77. 216 |dover.idf .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 141 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
149. 78. 207. 202 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
46.121.37.45 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
149.50.74.173 |Wited Sates [147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 227 I sr ael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 62 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 4
37.9.122. 202 :ZZ::FI on 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
46. 19. 86. 10 | srael 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN- ACK -> Ti meout alert 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.38.83 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 162
176.12. 155. 133 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 131
2.54.38.83 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 107
176. 12. 155. 133 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 80
2.52.16.219 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 74
5. 29. 236. 125 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 74
46.19. 85. 98 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 61
46. 19. 85. 166 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 48
176. 12. 155. 133 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 45
46.19. 85. 98 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 43
2.54.38. 83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 37
84.228.122.173 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84.228.122. 173 B ock 25
84.108.189. 213 |[lIsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 21
5.102.234.136 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 19
37.142.68.109 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 14
2.54, 38.83 I srael 147.237.77.243|mobi | e. i df . i | Paraneter Type M ol ati on NewPassword in nobil e.idf.il/sachar/changepassword |B ock 12
176.12.154.78  |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 10
176. 12. 154. 188 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 7
37.26.149.253 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
5.22.131. 106 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from5. 22, 131. 106 B ock 5
2.54.15.136 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Same Response Code (404) B ock 4
46. 19. 85. 244 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 3
94.230.86.224 I srael 147.237.77. 243 |nobi | e. i df . i | nﬁ;ﬂt:?réfsz , t’;eggrcﬁsem e/l st chi | ddocument s/ 1362 Bock |3
176.12.155.30 [Israel 147.237.77. 243 |nobi | e. i df . i | ntzaﬂt:?réfzf’? , g;‘eggrcﬁim e/ 1 st chi | ddocument s/ 1362 Bock |3
62.219. 160. 224 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 62.219. 160. 224 B ock 3
188. 165. 225. 121 |F ance 147.237.77.216|dover . i df . il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 225. 121 Bl ock 3
37.26.148.159 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/val tam mai n/ hone. aspx B ock 3
185.27.105. 73 |lIsrael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
176.12.155.30 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
66.249.78. 159 |lsrael 147.237.77.216|dover . i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 2
2.54. 48, 157 I srael 147.237.0.19 |[nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
81.169. 144. 135 |Ger many 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 81. 169. 144. 135 B ock 2
176.12. 155. 194 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.12.155. 131 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
84.108.21.193 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.12. 154. 251 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.138. 28 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogistics.atal.idf.il/sizel0OxO/sip storage  |B ock 2
66. 249. 78. 95 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
157. 55. 39. 93 gﬁ;ttg: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/milui m/news/ news. asp B ock 1

Qooki e Tanpering on cooki e Logi n: Expected , (bserved

Jk ARk ko ko ko ko
2.52.16. 219 | srael 147.237. 0. 19 rmdl m at al . | df . | KHKFEKAKIKKKKKKAKEKARIRKK KKK KAKER KR AR KRKXKAK AR IR KR KR KKK AR AR KR FxFxxxxxx5%% [None 1

::::************************************************************************
94.199.151. 22 LKJ?Ir:;gom 147.237.77. 176 [nat pash. i df . i | V\th/]\:\tu;:gar\tl lef: .Lijlq/_tgcnglezjtse;/oshar ed/ user cont r ol s/ header upper / Bock !
5.22.131. 106 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wa aka.idf.il/sip storage/files/7/ B ock 1
68. 180. 230. 29 g‘;tt:: 147.237.77. 176 [mat pash. i df . i|  |Paraneter Type Miol ati on PageNumin wmw cogat . i df .i1/2113-he/ cogat . aspx B ock 1
65. 208. 151. 112 ;q;tee: 147.237.76.31 |nakchal .idf.il |uUnauthorized URL Access to vwwu nakhal .idf.il/sip storage/files/ 8/ B ock 1
104. 131. 147. 112 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhknown Paranet er doci d i n v aka. i df .il/iturindasp/ di spl ayonesol dier.asp |None 1
46.19. 85. 121 I srael 147.237.76.42 |refuah.idf.il Ml tiple Ml formed URL from 46.19. 85. 121 B ock 1
191. 232. 136. 74 g‘;:ﬁ 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
84.228.163.176 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i1/ nai n/sachar/ Bl ock 1
79.181.55.126 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 102 |11 147.237. 72. 166 |aka. i df . i | Wnaut hori zed URL Access to 147. 237. 72. 166/ r obot s. txt Bock |1
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