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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 10
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 4

158. 69. 123. 26 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1

175. 180. 50. 205 Tai wan 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
82.137. 14. 180 Rormani a 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1

175. 180. 50. 205 Tai wan 147.237. 76. 148 gocenter. aka. i df.il B ock UWp Al _Nets drop 1

142. 54. 169. 163 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Devi ce Action |Count
151. 80. 31. 151 Italy 147. 237.72. 166 aka.idf.il 228: HITP.  AhrefBot craw er B ock 2
151. 80. 31. 151 Italy 147.237.77.74 lawidf.il 28: HITP.  AhrefBot craw er B ock 2
151. 80. 31. 150 Italy 147. 237.72. 166 aka.idf.il 28: HITP. AwrefBot craw er B ock 1
151. 80. 31. 153 Italy 147.237.76. 42 refuah.idf.il 228: HITP. AhrefBot craw er B ock 1
151. 80. 31. 150 Italy 147.237.77.74 lawidf.il 28: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 154 Italy 147. 237.72. 166 aka.idf.il 28: HITP. AwrefBot craw er B ock 1
188. 165. 15. 81 France 147.237.77. 226 waw chanat z. aka. i df . i | 228: HITP. AhrefBot craw er B ock 1
188. 165. 225. 121 France 147.237. 72. 166 aka.idf.il 0543: HTTP. php.cgi Access B ock 1
104. 151. 242. 62 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
151. 80. 31. 152 Italy 147.237.77. 74 lawidf.il 228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
62 90,131 234|147, 237 77 2161 57 ael dover i df il ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 5
at t ack
176.12.154.32 |147.237.72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 61 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
146.185.33.94  |147.237.77. 216 |Lebanon dover.idf.il ET DCB Large anount of TCP ZeroWndow - Possible N ller2 Dhos 1
at t ack
27.0.12.180 147.237.76.42 [V etnam refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
87.69.190. 212  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 140. 243  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.109. 149. 24  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
218. 246. 0. 97 147.237.8.50 |China e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
80.83.135.131 |147.237.77.170|Georgi a naarachot.idf.il |ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.8.27 |Wited Sates |e.nadimatal.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
79.178. 63. 56 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
188.247. 74. 186 |147.237. 77. 216 |Jor dan dover.idf.il ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 1
at t ack
185.72.179.1 147. 237. 77. 205 prisha.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46. 19. 86. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
128.39.168.79 |147.237.8.46 |Norway e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.54.157. 183 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
87. 68. 86. 165 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 120. 57 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
80.83.135.131 |147.237.77.179|Georgi a e.nazi.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.72. 14 |Wited Sates |dover.idf.il(od) [ET SCAN NVAP -sS wi ndow 1024 1
79.181. 173. 133 |147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
66.249.93.182  |147.237.72. 166 |Wited Sates |aka.idf.il portscan: TCP DO stributed Portscan 1
188. 120. 133. 107|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
60.248.250. 18 |147. 237 0.35  |Tai vian akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
141.0. 15. 61 Eur ope 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 87
185.120. 125. 7 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber moni tor |52
185.120. 125. 7 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 26
37.26.147.229 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 26
37.26.147.229 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 26
o SWNretransmt wth different .
93.172. 169. 205 |l srael 147.237.77.234 |halag.idf .il Bad TCP sequence vi ndow scal e noni t or 25
107.167. 116. 69 |Lnited Sates |147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 22
Sreamng Engine: TCP Invalid i i ssi
176.12. 155. 217 |israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dr opped.
37.26.147.229 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNRACK retransmt W th monitor |16
di fferent w ndow scal e
147.236. 34. 201 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |16
reaning BEngine: TCP Invali i i ssi
46.19.86.121  |Israel 147.237.77. 243 |nobi L e. i of .| Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 15
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176. 12. 155. 142 |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
84.108.173.95 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 11
2.54.0.37 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10
147.236. 34. 201 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |10
. . SWNretransmt wth different .
80. 246. 130. 194 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Vi ndow scal e noni t or 9
Sreanming Engine: TGP Invalid i i ssi
185.32. 179, 144 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 3 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.228 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
185. 3. 147. 203 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
109. 65. 254. 46 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
213.151.32. 163 |Israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dropped.
46. 19. 86. 14 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 86. 209 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.147.155 |Israel 147.237.72. 166 |aka. i dof .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
o SYNWACK retransmt with .
37.26.147.155 |Israel 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vi ndow scal e noni t or 7
46. 19. 86. 122 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
94.230. 84.212 |Israel 147.237.72. 167 |i shuri maka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 97 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
176.12. 154. 109 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109. 66. 154. 245 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
37.26.147.155 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
185.3.147.125 |Israel 147. 237.77. 243 |mwbi le. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
W chanat z. aka. i df SYN+ACXK retransmt wth .
46. 19. 85. 219 I srael 147.237.77.226 |, Bad TCP sequence different vi ndow scal e monitor |6
Sreaning Engine: TCP Invalid i i ssi
2.54.130.161 | srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
109. 65. 254. 46 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
37.142.225.6 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TP Invalid i i ssi
46.210.238.36  |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
5.22.131.106 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.144. 171 | srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dr opped.
87.68.242.66  |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SINWACK retransmit with monitor |5
di fferent w ndow scal e
46.19. 86. 14 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 65. 254. 46 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 5
2.54.169. 114 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 251 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
2.54.169. 114 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.102. 254. 29 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 86. 104 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.12.154.36  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 130
176.12.154.36 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 97
80.246.136.73 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 75
176. 12. 155. 133 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 39
176.12. 154. 103 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 33
176.12.154.36 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 30
46.19. 85. 174 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
79.182.240.30 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
109. 186. 173. 101 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 109. 186.173.101  |B ock 8
46. 19. 85. 157 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.14. 148 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176. 12. 155. 217 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 4
82.81.250.122 | srael 147.237.0.19 |nadi matal .idf.il i;it;qi;u;édi d???ftlzzgrzz;ja;;‘/ f;g:f:m?:;t Gauntity. aspx Bl ock 4
46.19. 86. 237 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.151.32. 163 |[lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 3
81. 169. 144. 135 |Ger nany 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 81.169. 144. 135 B ock 3
79.176.209. 171 |[israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 188 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.177.15.233 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 65. 147. 29  |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 118 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.57.106.54 |Israel 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/sip_storage/files/ B ock 2
176. 12. 155. 142 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
185. 32.179. 144 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
79.179.189. 111 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i |haut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
109. 186. 173. 101 |l srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df.il/main/ gi yus/ B ock 2
188. 165. 225. 121|France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 188. 165. 225. 121 Bl ock 2
157.55. 39. 93 Lhited Sates [147.237.72.166|aka.idf.il Abnornal |y Long Request URL B ock 1
68.180.230.29 United Sates |147.237.77.176|mat pash. i df . | mar(ﬁt;t pe M loi;‘é;f’;‘efsgggt@;s’;x Bl ock 1
46.121.59.130 |[Israel 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on v idf.il/https: /v idf.il/ Bl ock 1
93.172. 169. 205 |Israel 147.237.77. 234|hal ag. i df . i | i;t ;gg“;?dzﬁffﬁggsﬁiaﬁlﬁffsef 1‘_’% . Bl ock 1
80. 246. 130. 253 |l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
46. 19. 85. 97 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
176.228.133. 58 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
79.178. 8. 239 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 67.168. 151 |Israel 147.237.77. 234 |hal ag. i df . i | o 253“33‘12317?223252%%/fﬁf?ﬁf 1‘_";i . Bl ock 1
66. 249. 78. 15 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nmag. i df . i|/320/ pat zar . aspx B ock
82.166.20.192 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed MSQ Data Retrieval with Inplicit  Qnversion Erors(+) None 1

Uhknown Paraneter catld in
46.19. 86. 187 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ nai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. g [None 1

i f
212.199. 152. 204|i srael 147. 237. 72. 166 |aka. i df . i | mn;;: i Z?Tﬁr;er:;;/;ﬁlmfgmm 'n None 1
2.54.130. 161 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 1
79.182.58.241 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vww aka. i df.il/main. gius B ock
157.55.39.220 |[thited Sates [147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to 147.237.77. 234/ robot s. t xt Bl ock
68.180.230. 224 |Uited Sates [147.237.76.31 |nakchal .idf.il [T are o T/ Vol i_or:‘e/':;‘gm@;;‘px Bl ock 1
62.90.147.211 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213.57.106.54 |lIsrael 147.237.77. 216 |dover. i df .l Uhaut hori zed URL Access to wn i df . il/mai n/ hone/ def aul t. aspx B ock 1
109. 64. 21. 41 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwe aka. idf.il/main/ B ock 1
185. 3. 147. 125  |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
79.179.25.205 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Whknown SSL Sessi on None 1
66.249.78. 147 |lsrael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 147 B ock 1
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