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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

176. 12. 155. 36 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 61
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack drop 10
84.109. 112. 43 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
66. 249. 81. 174 I srael 147. 237.77. 74 lawidf.il ZS’; handshake violation, first packet mot — fq 1
142. 54. 160. 213 Wited Sates 147.237.0.17 mm- kosher-kravi. idf.i |\ o sp-traf1 forvard 1
149. 200. 188. 80 Jordan 147. 237.77.176 net pash. i df . i1 ZS’; handshake violation, first packet mot — fq 1
178. 239. 62. 139 Net her | ands 147.237.76. 30 hi nush. i df .i | Block Np Al _Net drop 1
142.54.169. 162 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 dr op 1
54. 244. 22. 103 Lhited Sates 147.237.77.176 nat pash. i df .i | I;]; handshake violation, first packet mot  fq 1
159. 104. 163. 17 Uni ted Ki ngdom 147.237.77.176 nat pash. i df .| Invalid TGP H ags drop 1
90. 177. 50. 109 Cech Republ i ¢ 147.237.72.166  |akaidt.il Z;]; handshake viol ation, first packet mot |, 1
180. 97. 106. 161 Chi na 147.237.76. 31 nakchal . i df .i | Block Np Al Net drop 1
142.54. 169. 164 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
66. 249. 78. 22 I srael 147.237.77. 74 lawidf.il Z;]; handshake violation, first packet mot  fq 1
159. 104. 163. 20 Uni ted Ki ngdom 147.237.77.176 nat pash. i df . il Invalid TP H ags drop 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il Frk Puple Gn Limt Htp drop 1
180. 97. 106. 162 Chi na 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
142. 54. 169. 165 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Slgna1 ure Devi ce Action ‘Count
94. 142. 39. 246 Jor dan 147.237.77. 74 lawidf.il Q008: HTTP. Xenu User Agent B ock 1
51. 254. 141. 46 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il ClO6: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
79. 180. 98. 52 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
109. 66. 223. 3 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.120. 158. 157 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.13.29 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
128. 39. 168. 79 147.237.72. 14 Nor way dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address |[Ste Signature Acti on ‘Count
185.120. 125. 7 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |54
Sreamng Engine: TCP Invalid i i ssi
212.179. 214. 113|i srael 147. 237. 72. 156 |anan. i of . i1 9 =g Invalid segnent retransmssion. |, 36
Ret ransn ssi on Packet dr opped.
46. 19. 86. 133 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber monitor |33
Li byan Arab . . L
41.254.2.161 Janahi riya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 31
Sreaming Engine: TGP Invalid i i ssi
46.19.85.194 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. . 30
Ret ransni ssi on Packet dropped.
185.120. 125. 7 147. 237. 77. 216 |dover .i f .i | Bad TCP sequence Inval i d ACK nunber aert 28
2.54.167. 42 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |15
2.54.167.42 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 15
2.54.167.42 I srael 147. 237. 77. 216 |dover.i f .i | Bad TCP sequence Inval i d ACK nunber aert 15
2.54.167.42 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 13
46. 19. 86. 223 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber monitor |12
) . . SYNtAXK retransmt with .
185.32.179.10 |Israel 147.237.0.19 |nadimatal .idf.il Bad TCP sequence di fferent i ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i ssi
109. 67. 144. 159 |Israel 147.237. 72. 167 |i shuri maka. i df .1 9 =g Invalid segnent retransmssion. . 12
Ret ransni ssi on Packet dropped.
149. 200. 188. 80 |Jordan 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 12
o SWNretransmit wth different .
79.183. 200. 185 |l srael 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal e moni tor |11
2.54.167. 42 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 141 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber moni tor |10
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10
176.12. 155. 180 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |10
46. 19. 86. 223 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46.19. 85. 24 I srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 67. 144. 159 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i ssi
176.12. 154. 133 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y o 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.137 |United Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret ransnm ssi on Packet dr opped.
84.94. 86. 38 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 8
46.19. 86. 74 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.54,167. 42 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 7
46. 19. 85. 73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
176.12. 154. 214 |Israel 147. 237.77. 243 |mobi l e i o i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf . il Bl ock HTTP Non Gonpl i ant Fail ed to hand e connection data [nonitor |6
Sreamng Engine: TCP Invalid i i ssi
176.12. 155. 224 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
212.76.127.10 |israel 147. 237.77. 226 V‘:"IW chamatz. aka. 1df gy o) HTTP Non Conpl i ant Fail ed to hand e connection data [monitor |6
2.54.161. 236 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
79.177.57.23  |israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
46. 19. 85. 110 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
79.182.55.46  |israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Russi an e Sreaming Engine: TCP Invalid|invaid segnent retransnssi on.
178.154.189. 201 ° ~ o 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 6
Sreamng Engine: TCP Invalid i i ssi
132.66.223.8  |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82. 81. 55. 67 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 73 I srael 147. 237. 77. 216 |dover.i f .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
79.176.151. 47 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
46.19. 86. 71 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |6
Sreamng Engine: TCP Invalid i i ssi
157.55.39.175 |Wited Sates  |147.237.77. 243 |nobile.idf.i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
176.12. 154. 123 |l srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence Invalid ACK nunber alert 5
. ) SYNtAXK retransmt with )
46. 19. 85. 98 | srael 147.237.72. 166 |aka. i df i Bad TCP sequence di Fferent i ndow scal e noni t or 5
5.102. 254. 83 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval id ACK nunber nonitor |5
176.12. 154. 123 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |5
79.179.108. 180 |lIsrael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber aert 5
109. 67. 144. 159 |l srael 147.237.72. 167 [i shurimaka. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
149.78.151. 72  |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 644
149.78.151.72 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 288
149.78.151. 72  |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) Bl ock 146
176. 12. 154. 225 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 75
2.52.190. 70 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 71
46.19. 85. 64 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 39
77.125.124.0 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 34
185.32.179.10 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 28
2.52.190. 70 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 21
176.12. 154. 48 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
176. 12. 154. 225 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
2.54.25.11 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
213.151.35.216 |Israel 147. 237.77. 243 |nobi | e. i df . i | gblalng ?&T{fﬁg{:ﬂ;ﬂlﬂg@g&?ﬁjmd in Bl ock 6
79.176. 206. 127 |israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt :_?rd'fz_?? /t’;‘egpgrcﬁzmgtesu tehi | ddocunent s/ 1071 Bl ock 5
2.54.133.71 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/guyus@mail.com B ock 4
185. 32.179. 254 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.108. 206. 135 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 86. 203 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.210.188.76 | srael 147.237.72. 166 |aka. i df . i | m ;I'(sult gf’. H’f‘r‘:;hr?;; ;f:arﬁn Lfcefciisesd on Bl ock 2
79.180.176.89 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 2
177.231.134.19 |Mexi co 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wanidf.il/en B ock 2
93.172.143. 4 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e S3. Sessi ons: Unknown SSL Sessi on None 2
176.12. 155. 172 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 2
46. 19. 85. 157 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
195. 154. 146. 225|France 147.237.77.216|dover.idf.il Miltiple I11egal HITP Version from 195. 154. 146. 225 Bl ock 2
176. 12. 154. 133 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
197.41.164.93 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
85. 64. 7. 232 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i|/nai n/ sachar/undefined |B ock 1
66.249.83. 155 I srael 147.237.77. 216 |dover . i df . i | P e T gﬁ;\‘jgr_cgsffa’m ent P acetbl der 1stxtontent in g oy |3
176. 35. 166. 207 zi;;gom 147.237.77.74 |lawidf.il marl'e;;ri nyfjfl\flcg;ﬂlgzz‘ﬁ/ip; Jar . asp Bl ock 1
87.169.97.232 [Ger many 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to www i df.il/hebrew an B ock 1
213.57.50. 16 I srael 147.237.72.166|aka. i df . i | MSQ Dnta Retrieval with Inplicit  Qonversion Brors None 1
46.117.83.76 I srael 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed URL Access on v aka. idf.il/xx™xexj |B ock 1
109. 67. 234. 204 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df . i |/ x'x™xex; B ock 1
197.41. 164.93  |Egypt 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to v cogat.idf.il/xmrpc. php B ock 1
85.64.102.131 [Israel 147.237.77.216|dover.idf.il Lht raceabl e S3 Sessi ons: Unknown SSL Sessi on None 1
68.180. 228, 112 |United Sates |147. 237. 7. 216 |dover. i df . i | DS pued Hhad ol aTe_?raﬁ rfgcess on Bock |1
37.26.149.139 |[Israel 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
157.55.39.7 Lhited Sates [147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
213.57.199.106 |Israel 147.237.72. 166 |aka. i df . i | Llulrizzl/ i?“ageegzdﬁngggzgzz)galkﬁ f/ ai v kapat 2/ res Bl ock 1
186. 15. 8. 129 osta Rca  [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/forunasp/ Bl ock 1
79.183.200. 185 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
66. 249. 69. 40 I 'srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.8.176 I srael 147.237.72. 166 |aka. i df . i | %&mﬂfﬁfﬁfg - Protocol violation None 1
142.54.160. 213 |Wited Sates |147.237.0.17 g;nlyl kosher - kravi . i Unhaut hori zed URL Access to ww 64ny. coni B ock 1
212.76.97.163 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
85.64.215.116 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
Unknown Par arret er
74. 64. 43. 187 Lhited Sates |147.237.72. 166 |aka. i df .i | ct1 00$ct | 00$cphMai n$cphSachar $enpl oynent Stat us in None 1
ww aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
180.76.15.138  [China 147.237.76.42 |refuah.idf.il e o ot v aspx Bock |1
162. 243. 175. 214|Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df.il/1294-en/wn i df.il/english |B ock 1
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