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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
37.26. 146. 245 | srael 147.237.77. 243 nobi | e.idf.il TCP handshake viol ation, first packet not syn |drop 7603
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 6
31.168.19. 190 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 5
212.179. 54. 237 I srael 147. 237.72. 167 ishurimaka.idf.il |Block Udp Al Nets drop 3

74.91. 28. 59 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |bl ock-sp-trafl drop 1
10.0.0.5 147.237.77. 176 nat pash. i df . il Invalid TGP H ags drop 1
82.221.105.7 I cel and 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
142.54. 169. 165 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.illbl ock-sp-trafl drop 1
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|Top Attackers In IPS|

At tacker At tacker .
count ry ’Target Address |Site dgnature

62.210.97.48 |France 147.237.77.216|dover.idf .i| |ClO6: HITP. najestic bot

101.232.39. 241 [Wited Sates  [147. 237. 77. 176 |nat pash. i df.il\lfffrzabi“ty P03 Query String Paraneter Command [nj ection B ock 1

B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count|
109. 65. 137. 228  [147.237.77.176 |Israel mat pash. i df . i | PQLI CY- OTHER TCP packet with urgent flag attenpt 16
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
91.218. 15. 202 147.237.76. 148 |Wkrai ne ggcenter. aka. i df.il ET SCAN Potential SSH Scan 1
91. 218. 15. 202 147.237.0. 35 krai ne akavs. i df .i | ET SCAN Potential SSH Scan 1
209.126. 116. 147 |147.237.76.30 |United Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.114  |147.237.76.198 |lkraine e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 3. 147. 204 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 52. 49 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
153. 31. 112. 20 147.237.77.216 |United Sates dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 184 147.237.72.166 |Wited Sates aka idf.il portscan: TCP O stributed Portscan 1
125. 65. 165. 215  [147.237.77.216 [China dover.idf.il ET SCAN Potential SSH Scan 1
37.142. 64. 119 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 1. 244 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 163. 241 [147.237.77.216 |[lIsrael dover . idf.il portscan: TCP O stributed Portscan 1
93.172. 11. 189 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
91. 218. 15. 202 147.237.76.44  |Wkraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
91. 218. 15. 202 147.237.0. 16 kr ai ne ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
91.201.236.114  |147.237.76.198 |lkraine e.yohal an. i df .il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
168.62.238. 153  [147.237.76.199 [Lhited Sates e. nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
84.94. 25, 255 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
149. 88. 80. 22 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 128. 14 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
5.28.135. 253 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
93. 173. 170. 4 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
185.120. 125. 7 147.237.77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 52
Sreaning BEngine: TCP Invalid i i ssi
109. 67. 157. 180 |1 srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion drop 42
Ret r ansm ssi on Packet dropped.
141.0.14.82 Eur ope 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 38
Sreaning Engine: TCP Invalid i i ssi
79.180.112. 75 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 36
Ret r ansm ssi on Packet dropped.
80. 246. 130. 188 |l srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wth different monitor |35
wi ndow scal e
185.120. 125. 7 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 26
12.12.162. 124 |lhited Sates |147.237.77.74 [lawidf.il drop First packet isn't SYN drop 24
reamng BEngine: TCP Invali i i ssi
176. 12. 155. 171 |I srael 147, 237,77, 243 |mwi 1 e i o1 || €aMng Engine: TCP aid Invalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
149.50.87.198 |Wnited Qates |147.237.77. 243 |nobile.idf il g =g Invalid segnent retransmssion drop 18
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
Sreaning Engine: TCP Invalid
109. 64. 163. 241 |l srael 147.237.76. 42 |refuah.idf.il Chec kSL?m 9 Inval i d checksum Packet dropped. drop 16
46.19.85.233 |lsrael 147.237.72. 156 |anan.i df .i| Bad TCP sequence Invalid ACK nunber noni t or 15
reamn ine: TCP Invali i i ssi
2.52.170.214 |israel 147.237. 77, 243 |t L e o1 |2 €AMNG Engine: TP Invalid  invalid segnent retransnission dr op 15
Ret r ansm ssi on Packet dropped.
46.19.86.136 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
46.19.86.136 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreaning Engine: TCP Invalid i i ssi
157.55.39.175 |Wited Sates |147.237.77. 243 |nubile.idf. il 9 =g Invalid segnent retransmssion. dr op 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79. 180. 127. 231 [ srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnissi on. drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181. 201. 216 |l sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.213.79 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransnission. drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.170.84  |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 9
Ret r ansm ssi on Packet dropped.
2.54.135.198 |[lIsrael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
reamn ine: TCP Invali i i ssi
89.139. 149.59 |Israel 147, 237, 76. 200 |ei tan akaich.i1 || @M NG Engine: TGP alid Invalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dropped.
46. 19. 86. 157 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.147.245 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 7
176. 12. 155. 113 |l srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
31. 210. 186. 253 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
109. 67. 221. 134 |l srael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
176.12. 155.85 |Israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansm ssi on Packet dropped.
176.12. 155. 113 |l srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
reamn ine: TCP Invali i i ssi
5.102.228. 180 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
79. 180. 141. 188 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
reamng BEngi ne: TCP Invali i i ssi
2.54.150.15  [Israel 147.237.77. 243 |mobi e i1 | €AM NG Engine: TP Invalid invalid segnent retransnission dr op 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.195. 17 |Israel 147.237.0.34  |tikshuv.idf.il g =g Invalid segnent retransmssion drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185. 32. 176. 246 |1 srael 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
5.22.135.138 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
37.26.146. 245 |Israel 147.237.77. 243 |nobil e. i of i 9 =g Invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
46.19.85.145 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
176. 12. 154. 199 |I srael 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.78  |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46.19.85.226  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
37.26.148.213 [Israel 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
176. 12. 155. 113 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
2.54.165.39  |Israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransnissi on. dr op 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31. 210. 186. 253 |l sr ael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126. 102. 239 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
41.33.232.66  |Egypt 147.237.77. 216 |dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TGP Invalid i i sSi
109. 66. 25. 214 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46.19.85.226 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |[Site dgnature Action ‘Count
109. 65. 221. 98 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 322
109. 65. 221. 98 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 165
46.19. 86. 12 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 119
46.19. 86. 12 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 94
46.19.86.207 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 58
176. 12. 154. 225 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 57
2.54.187.223 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
2.54. 165. 39 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 52
46.19.85.2 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 44
46.19.86.203 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 35
46.19.86.203 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 33
46.19. 86. 12 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 31
46. 19. 86.207 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 22
46. 19. 85. 60 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
109. 67. 221. 134 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
2.54.187.223 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 11
46.19.86.197 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
104.12.80.51 |lhited Sates 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 104. 12. 80. 51 B ock 9
84.108.0.166 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
149.50.87. 198 |[Lhited Sates 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 7
2.54.0.159 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 12. 155. 228 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.170. 84 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
2.54.0.159 |israel 147.237. 7. 243|nwbi l e i df i1 [P Portzed /t;legpgf;sem‘;esn <t ehi | ddooument <f 1152 Bock |3
2.54.182.106 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
104.12.80.51 |lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 104. 12. 80. 51 B ock 3
176. 12. 155. 33 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.86.101 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 12. 155. 171 [l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
77.127.225. 123 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for ww aka. i df . i1/ mai n/ gi yus/ Bl ock 2
109. 64. 195. 17 |Israel 147.237.0.34 |tikshuv.idf.il [Suspicious Response Code B ock 2
176. 12. 154. 199 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
50.93.201.50 |Lhited Sates 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 2
79.181.98.113 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.150. 15 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
109. 65. 137. 228 || srael 147.237.77. 216 |dover . i df . i | mu:c:}?rillzliinﬁtggfse;;éd(;usercontrol < revend masl i df | Bock |2
46.19.85.254 [Israel 147.237.76.42 |refuah.idf.il  |roreer Tvpe M olat fglg_tr']gg?l?af”;;xacem deri¥ixtiasthane in g o |2
77.126.215.3 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249.78. 159 |l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wanidf.il/error. htm Bl ock 2
84.228.213.79 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
79. 181. 201. 216 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 2
5.144.58.172 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
94, 230. 86. 240 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka. i df . il/main/ B ock 1
Paraneter Type Mol ation
188. 143. 232. 37 |Russi an Federation [147.237.77.216|dover.idf.i | ct1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i1 /1283- en/ dover . aspx
Unknown Par arret er
79.183.21.146 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 38%ct | 01$ct | 03$cbl Questi o [None 1
n$2 in ww aka.idf.il/nai n/giyus/ questionnaire. aspx
37.157. 214. 192 |Arneni a 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
212.117. 157. 74 |I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/international _training B ock 1
84.108.52.49 |Israel 147.237.72. 166 |aka. i df . i | mngkv: i???ﬁi mcéég:;‘;t;a?g?f2:."’:;;3‘:'0'136‘0'1”$Ct' 251in None 1
176. 67. 122. 16 _Fljzlr?is: ic:iy?nthupi od [147-287.77. 216 dover.idf.il Uhaut hori zed URL Access to waw i df.il/admn/ B ock 1
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