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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 16
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il Bl ock Wp Al Nets drop 3
147. 236. 238. 250 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
178. 239. 62. 139 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 201 e atal.idf.il B ock Np Al _Net drop 1
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
178. 239. 62. 139 Net her | ands 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
198. 20. 70. 114 Lhited Sates 147.237.76.176 test.ncore.idf.il |Bock Wp All Nets drop 1
142.54. 169. 165 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl drop 1
178. 239. 62. 139 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature

Devi ce Action |Count
45, 56. 148. 27 147.237.77. 74 lawidf.il Q008: HTTP. Xenu User Agent B ock 1
45. 56. 148. 27 147.237.77.176 nat pash. i df . i | Q008: HTTP: Xenu User Agent Bl ock 1
45.56. 148. 27 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
31.44.135.196 [147.237.77.216 |l srael dover.idf.il ET DCB Large anount of TCP ZeroWndow - Possible Niller2 Dhos 3
att ack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 78. 89 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
79.179.11. 43 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
122.144. 178. 145(147. 237.0. 34  |China tikshuv.idf.il [ET SCAN Potential SSH Scan 1
79.176.206.57 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 235. 254. 181|147. 237. 77. 243 [Tur key nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
77.126.62.172  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
109. 160. 214. 108|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stri buted Portscan 1
109. 66. 228. 225 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29. 158. 220 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
104.250.170.9  |147.237.77.235 sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 250.170.9  [147.237.77.179 emezi.idf.il |ET SCAN Potential SSH Scan 1
89. 138. 111. 140 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.182.142. 191 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
176.12. 154. 189 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178.177.60 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
122. 144. 178. 145|147. 237.0. 19  |Chi na medi matal .idf.i |ET SCAN Potential SSH Scan 1
77.127.239.94 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 160. 218. 157|147. 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
66.249.78.254 |147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 1
109. 67. 128. 250 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
104.250.170.9  [147.237.77. 243 mobi le.idf.il |ET SCAN Potential SSH Scan 1
104. 250.170.9  |147.237.77. 227 e hanaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 250.170.9 |147.237.77.176 matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.183.67.187  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
185. 120. 125. 7 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |50
s SYNretransnmit wth different .
79.178.177.60 |lIsrael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence i hdow scal e nonitor  [37
46. 19. 85. 43 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 36
Sreanming Engine: TGP Invalid i i ssi
46.121. 156. 188 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TGP Invalid i i ssi
46.19.86.154  |israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
185.120. 125. 7 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 25
98. 158. 116. 187 |Lhited Sates 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval id ACK nunber alert 24
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 71 I'srael 147. 237.77. 243 |mbi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.
62.90.147.208 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt wth different o0 o0 [20
w ndow scal e
. . SWNretransmit wth different .
5.29.27.79 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Vi ndow scal e noni t or 20
62.90. 147. 208 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 19
46.28.142. 4 glcissi':('ja” Territoryl 47, 237.77. 176 |natpash.icf.il  |dr op First packet isn't SWN drop 18
Sreaming Engine: TGP Invalid i i ssi
2.52.129.131  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 18
Ret r ansni ssi on Packet dr opped.
98.158. 116. 187 |Uhited Sates 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber nonitor  [18
Sreanming Engine: TGP Invalid i i ssi
93.173. 180. 161 |Israel 147.237.76.31 |nakchal i df i1 9 =9 Invalid segnent retransmssion. |, ., 16
Ret r ansni ssi on Packet dr opped.
109.67.42.128  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence S retransmt with different —Jopnitor |16
w ndow scal e
84.110.111. 192 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |16
Sreaming Engine: TGP Invalid i i ssi
37.26.146.226 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. | 15
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.32.179.26 |l srael 147. 237.77. 243 |mbi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
188. 120. 151. 103|l srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. | 15
Ret ransni ssi on Packet dropped.
. . SWNretransmt wth different .
77.125.151. 181 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Vi ndow scal e noni t or 13
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 46 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.12.155.70 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.12. 154. 193 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.12.155.4  |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
77.126.58.241 | srael 147.237.72. 166 |aka. i df . Bad TCP sequence SWretransmt wth different oo o0 f12
w ndow scal e
. . SWNretransmit wth different
77.125.151. 181 |l srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence vi ndow scal e alert 10
Sreaming Engine: TGP Invalid i i ssi
109. 67. 166.99  |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39.145 |UWited Sates 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
176.12. 155. 2 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
188. 120. 148. 128|I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
191. 232. 136. 148|Wni ted Sates 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, ., 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
2.54.1.42 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
109. 67. 69. 129 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |7
37.26.147.224  |lIsrael 147.237.77. 243 |mobil e.idf . i1 Bad TCP sequence Invalid ACK nunber monitor 6
Sreanming Engine: TCP Invalid i i ssi
82.81.25.216  |Israel 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46. 19. 85. 99 I'srael 147.237.77. 243 |nobi le.i df .i1 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
109. 67.149.92 |l srael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop
31.168.132. 132 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.120.233.32 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
109. 65. 116. 224 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.179 |israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180.98.52 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.167 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.12.155.8 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature

109. 67. 69. 129 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber alert

84.108. 35. 43 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

109.64.17.35  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |,

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.10.86.118  |israel 147.237.0.19 |nadimatal .idf.i Zg?ll\:%yaolfléhe Sane Response (bde (404) in Session from Bl ock 503
46.19.86.118  |israel 147.237.0.19 |nadimatal .idf. i lgf’l'\:%yaoiléhe Sane Response Qode (403) in Session from B ock 123
46.19. 86. 118 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 111
109. 65.221.98 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 96
176.12.155.70 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 56
79.180.176.89 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
2.52.139. 89 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 18
79.178.37.126 |[Israel 147.237.0.34 [tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 16
46.19. 86. 12 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
2.54.187. 223 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 8
46.19. 85. 60 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
46.19. 85. 71 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
176.12.155. 112 |Israel 147.237.72.166 |aka. i df . i | m“;kgorl id?idl /":;j ?}j’gacf:r% ?e:/\payg . asp Bl ock 5
79.179.39.162 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 179. 39. 162 B ock 5
46. 19. 86. 154 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CQode B ock 5
176.12. 154. 131 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 5
109. 64. 200. 85 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 5
109. 66. 184. 1 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
105. 154. 210. 228|Mr occo 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 4
46.19. 85.2 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 3
176.12. 155. 4 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.24. 254 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.12. 154. 118 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 3
176.12. 155. 4 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2.52.129. 131 I srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 3
37.26.146.247 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 3
105. 154. 210. 228|Mor occo 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 105. 154. 210. 228 B ock 3
80. 246. 137. 231 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.12.155. 70 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode Bl ock 3
176.12. 154. 153 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 67. 110. 113 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
46. 19. 86. 106 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
176.12. 155. 142 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5. 28. 163. 10 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
176. 12. 154. 136 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
185.32.179.26 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 2
79.181.123.65 |Israel 147.237.77.234|hal ag. i df . i | iét ;;?“;‘;dzgi?‘lﬂr;‘;zﬁiaﬁ rocoss lc_’”gi . Bl ock 1
176.12.155.90 |Israel 147.237.77. 233 at al . i df . i | el Lo hor zed W Agscs)fs on Bl ock 1
149.88.23.165 |Israel 147.237.0.19  |madi matal .idf.i | oo VP _YIC;' gégnh;téeoﬁcfﬁagg(ﬁ acetbl der1stxtdty in Bl ock 1
77.125.120. 117 |lsrael 147.237.72. 166 |aka. i df . i | Ostributed |11egal Byte Gode Character in LRL B ock 1
2.54.1. 255 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 1
106. 38. 241. 106 |chi na 147.237.72.166 |aka. i df . i | %&Tﬁﬂ&%ﬁﬁf& - Protocal vidation None 1
61.153.237. 242 |china 147.237.77. 216 |dover . i df . i | oy : prlblo;'e :ﬁ;g&jﬁ;ﬁ;gﬂtrd of header upper Bl ock 1
46.19.86. 71 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
185. 100. 86. 86 147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§;f;§£gi?ﬁeﬁvﬁcfsspzn Bl ock 1
84.228.230.114 |Rigaria 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
5.29.169. 123 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/mai n/ sachar/ B ock
79.178.177.60 I srael 147.237.77. 234 |hal ag.i df .| ?4? ;g?f’tﬁ_j2;27?;23;52%%/@??2 1(.); . Bl ock 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df . il/1380- he/ dover . aspx B ock

92.176. 147. 122 |France 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock
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