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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 14
31.168. 240. 21 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 3
173.195.0. 21 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags dr op 1
42.112.10. 89 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
200. 35. 95. 235 \enezuel a 147.237.76. 199 e.nakchal i df .il L4 Source or Dest Port Zero drop 1
109. 64. 163. 241 | srael 147.237.72. 167 i shurimaka.idf.il Invalid L4 Header Length drop 1
42.112.10. 85 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
173.195. 0. 22 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
42.112.10. 92 i et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
142.54. 169. 164 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
42.112.10. 87 i et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
173.195. 0. 23 Lhited Sates 147.237.0. 34 tikshuv.idf.il Inval i d TGP H ags dr op 1
42.112.10. 93 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
42.112.10. 65 \i et nam 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
142. 54. 169. 164 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl dr op 1
42.112.10. 88 i et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 174 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
81. 218. 56. 125 | srael 147.237.0. 34 tikshuv.idf.il ock Wp Al _Nets drop 1
42.112. 10. 66 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qount ry Target Address ‘Site Sgnature Devi ce Action |Oount
192. 116. 50. 134 | srael 147.237.72. 166 aka.idf.il Q008: HTTP: Xenu User Agent B ock 4
192. 116. 50. 134 I srael 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 4
212.179. 225. 88 I srael 147. 237. 72. 166 aka.idf.il Q008: HTTP. Xenu User Agent Bl ock 2
192. 116. 50. 134 I srael 147.237.76. 86 navy.idf.il Q008: HTTP: Xenu User Agent B ock 1
192. 116. 50. 134 I srael 147.237.77. 170 nmaar achot . i df . il Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79.180. 150. 140 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220(147. 237.8. 14  |Sweden e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 220. 158. 102 |[147.237.72. 166 |Whited Sates [aka idf.il portscan: TCP D stributed Portscan 1
122. 141. 236. 69 [147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 40 147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
122.141.236.69 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 130 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.200. 12. 118  |147.237. 77. 233 |Wkrai ne atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168.164.88 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.117.113. 152 |147.237.77. 226 |Romani a wan chamat z. aka. i df .i | [ET SCAN NVAP -sS wi ndow 1024 1
5.39.222. 253 147.237.76.31 [Netherl ands nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
82.118.226.189 |147.237.72.156|Ri garia aman.idf.il 5 OTHER d sco |1 G5 HITP configuration attenpt 1
80. 246. 136. 128 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180. 237. 129 |147.237.77. 216 |l srael dover . idf.il portscan: TCQP Dstributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
79.177.138. 4 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.12. 155. 189 |147.237.77. 216 |Israel dover . idf.il portscan: TCQP Dstributed Portscan 1
46.121.122. 189 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
122.141. 236. 69 [147.237.76.86 |China navy. idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 216 147.237.77. 216 |I srael dover . idf.il portscan: TCQP Dstributed Portscan 1
94.249. 174. 151 |147.237.72. 166 |France aka idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 31 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 64. 61. 198 147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
5.39. 222. 253 147.237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
84. 109. 96. 86 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 29. 60. 58 147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
82. 118, 226. 189 |147. 237. 72. 156 | gari @ avan. i il ET PQLICY I ncomng Basic Auth Base64 HITP Password det ect ed 1
unencr ypt ed
79.181.217.33  |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1




02-01-2016-16:04:08 to 02-01-2016-17:04:08

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54. 244, 22. 103 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 99
s SN retransnmit wth different .
77.126.58.241 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence i ndow scal e noni t or 69
185.120. 125. 7 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber monitor |50
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 36
185.120. 125. 7 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 25
77.126.221.57 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22
185. 89. 217. 233 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |19
R SN retransmit wth different .
80. 246.133.65 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence wi ndow scal noni t or 19
r eam n ine: TCP Invali i i ssi
176.12.154.13  |Israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid |imvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
197.231. 221. 211 |Li beria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 17
185. 89. 217. 230 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [monitor (13
212.235. 103. 211 |l srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence I'nval i d sequence nunier noni t or 13
185. 89. 217. 229 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 12
46. 19. 85. 104 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |11
46. 19. 85. 104 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 11
185. 89. 217. 224 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 11
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [monitor (10
Sreaning Engine: TCP Invalid i i ssi
46.121.120. 172 |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
206. 41.88.154 |canada 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. o 10
Ret r ansni ssi on Packet dropped.
2.54.174.76 I'srael 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK number monitor |10
Sreamng Engine: TCP Invalid i i ssi
2.54.1.255 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 9
Ret r ansni ssi on Packet dropped.
2.54.174.76 I'srael 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK number alert 9
185. 89. 217. 227 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
2.54.130. 14 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 104 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert
s SYN+ACXK retransmt wth .
62. 219. 224. 145 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e monitor |8
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 8
185. 89. 217. 231 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 8
185. 89. 217. 232 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |monitor (8
185. 89. 217. 228 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |[monitor |7
54.244.22.103 |lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 7
5.22.131. 87 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
37.26.148.201 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 68 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
37.46.39.92 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber monitor |7
46. 19. 86. 222 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
79.177.201.131 |[lIsrael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
185. 32. 179. 28 | srael 147.237.77. 243 |nobi le.idf . i1 dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
46.19.85.177  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.48.242 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.46. 20 | srael 147.237. 72. 167 |i shurimaka. i df . il g .g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
185. 89. 217. 225 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
37.26.148.240 |lsrael 147.237.72. 156 |anan. i df .i| SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TP Invalid i i ssi
79.181. 169. 114 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpli ant Fail ed to hand e connection data |[nonitor 6
79.177.201. 131 |[Israel 147.237.72. 156 |aman. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
82.102. 169. 113 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai led to handl e connection data |monitor  [6
91.200.12.106 |Wkrai ne 147.237.77. 216 |dover. i df il drop SAMrul e drop 6
Sreamng Engine: TCP Invalid i i ssi
132, 66. 40. 9 I'srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.228 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 127
37.26.149.228 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 124
46.19. 85. 190 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 94
79. 180. 101. 206 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 79.180. 101. 206 Bl ock 19
46.117.14.168 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 16
81.218.241.25 |Israel 147.237.77. 216 |dover.i df . i Mil tipl e Unauthorized URL Access from 81.218. 241. 25 B ock 12
2.54.174.71 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 9
94.159. 151. 190 I srael 147.237.0.34 |tikshuv.idf.il ;2?1'\5@)/150; tlgg Sane Response Qode (404) in Session from Bock [0
80.179.143. 41 I srael 147.237.72.166 [aka. i df . i | \AU;;IVU;EZF: fh(‘efji Iullrmf‘rilc (geisflu;;)gener al . aspx?cat i d=58339&doci d=69689 B ock 6
176.12. 154. 199 |l srael 147.237.76.42 |refuah.idf.il \;Twa'::; o Zfap]e_ i\Adfoll ﬁt/ifgl;f:]mg;ﬁ”;;;wm der 18t xt Content in Bl ock 5
46.121.120. 172 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 4
176.12.154.76  |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
80. 246. 138. 144 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176. 12. 155. 226 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.135. 188 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
176.12.154.35 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
84.109. 202. 213 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/main/gi yus/ x"x?x@x" Bl ock 2
37.142.64.112  |israel 147.237.72. 166 |aka. i df . i | géﬁ?&%ﬁifﬁi&)ﬁ:&gﬁi&%ﬂ) None 2
192.117.147.3  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
109. 66. 0. 34 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/nai ns/ sachar Bl ock 2
2.54.1. 255 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
46.19. 85. 167 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
95. 86. 99. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 95. 86. 99. 61 B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 66.249. 78. 159 B ock 2
79.179.166. 150 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
5.20.227.113  |israel 147.237.72.166 |aka. i df . i | m“;:gr'l foji w‘&yﬁcefi\:l‘;yot or user=2017 B ock 2
188. 120. 135. 179]I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/error.htm B ock
62. 0. 103. 156 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
46.120. 245. 159 i srael 147.237.76.42 |refuah.idf.il \;Pfrwa?:]f o ;ty;e_ i\AdfO.' ialt /' fglgr'];?ecfz’u”;h‘fr:s'gxacem' der 13t xt LastNare in Bock |2
79.179. 99. 48 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/vwaw tikshuv.idf.il B ock 2
46. 19. 86. 179 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
2.52.5. 14 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
66.249.81.244 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
185. 49. 14.190  |Pol and 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to testp3. pospr.waw pl /t est proxy. php Bl ock 1
Unknown Par arret er
79.182.187.14 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acehbl der $ct | 38%ct | 01$ct | 03%chbl Questi on$ [None 1
3 in ww aka.idf.il/main/giyus/questionnaire. aspx
46.121. 102. 202 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Russi an ) . Unaut hori zed LR_ A_ccess to _ _
146.185.234.48 | o o0 147.237.76.42 |refuah.idf.il wwy refua. atal .idf.il/tenpl ates/ nevs/ nevs. i n. aspx/ tenpl at es/ sendt of ri end | Bt ock 1
/ sendt of ri end. aspx
77.126.58.241 | srael 147.237.72.166 |aka. i df . i | ggi%%ﬁgffgﬁhigﬁg_&giﬂ) None 1
77.126.58.241 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed Abnornal |y Long Request B ock 1
5.29. 6. 190 I srael 147.237.77. 216 |dover . i df . i | O stributed Unauthori zed LRL Access on waw i df.il/https:/vwanidf.il/ B ock 1
95. 86. 99. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Unhaut hori zed URL Access on vww aka. idf.il/main/ Bl ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/tenpl at es/ honepage/ B ock 1
176. 12. 155. 187 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter _ in v aka.idf.il/main/giyus/ None 1
Ostributed Paraneter Type Mol ation on
79.179.119.125 [israel 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 1
ct | 00$Cont ent P aceHol der 1$t xt Last Nane
169.229.3.91  |Wited Sates [147.237.72.167|i shuri maka. i df . i [U[r':zrla‘]mm;g;rif_%eisg L'\f hod MASA A AiyAPAGAASALA A2 Bock |1
77.126.58.241 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock
212.143.111.30 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock
31.168.116. 1 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df .i|/mai n/ gi yus/ general . aspx [Bl ock 1
Unknown Par anet er
89.139. 136. 160 [l srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 38$ct | 01$ct | 03%chl Quest i on$ [None 1
1 in ww aka.idf.il/nain/giyus/questionnaire.aspx
66.249.81. 247 I srael 147.237.76.42 [refuah.idf.il |00 buted Whahort zed éﬁj‘aﬁcz“;‘:‘( on Bock |1
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