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02-01-2016-15:04:05 to 02-01-2016-16:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 9
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 3
142. 54. 160. 210 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
142.54. 169. 166 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147. 237. 76. 147 chi nuch. aka.i df.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker OJuntry|Target Address |Site |Sgna1 ure
91. 240. 235. 225 |l srael 147.237.77.74 (lawidf.il| |008: HITP. Xenu User Agent B ock 1
188. 165. 225. 121 |Fance 147.237.77.216 |dover. i df . i|16798: HITP. Q\U Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

2.54.190. 233 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 10
109. 64. 163. 197 |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
89. 248. 172. 140 |147.237.77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 215. 130 |147.237.72. 166 | srael aka.idf.il portscan: TP D stributed Portscan 1
46.120. 4. 92 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 101 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220(147. 237. 72. 14 |Sweden dover.idf.il (o dET SCAN NMVAP -sS wi ndow 1024 1
31.168.78.253 |[147.237.76.86 |lIsrael navy. i df .il ET SCAN NVAP -sA (2) 1
185.32. 179. 144 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 216. 211 [147.237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
146. 0. 75. 114 147. 237. 72. 217 [Net her | ands eidf.il ET SCAN NVAP -sS wi ndow 1024 1
95. 35. 4. 22 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 248.172. 140 |147.237.77. 233 |Net her | ands atal .idf.il ET SCAN Behavi praJ Unusual ly fast Terminal Server Traffic, Potential 1
Scan or Infection
46.120. 120. 187 [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 163 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
218.246. 0. 97 147.237. 76. 198 |Chi na e.yohal an.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
185. 120. 126. 178|147. 237. 77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
185.32.179.72 |147.237.72. 166 |Israel akaidf.il portscan: TGP D stributed Portscan 1
149.88.97.161 |147.237.72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
178.116. 98. 100 |Bel gi um 147.237.77. 176 |natpash.idf.il  |dr op First packet isn't SN drop 357
185.120. 125. 7 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 48
2.52.13.83 I srael 147. 237. 76. 147 |chi nuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 46
80.246.130.59 I srael 147.237.76.42 |refuah.idf.il  [Bad TOP sequence SN retransmt wth different monitor (41
w ndow scal e
R SYNretransmit wth different .
85. 65. 48. 121 I srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence wi ndow scal @ noni t or 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
s SYNretransmit wth different .
85. 65. 48. 121 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence wi ndow scal e noni t or 25
185.120. 125. 7 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d AGK nunber alert 24
46.19. 86. 75 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval id ACK nunber noni t or 21
Sreaming Engine: TCP Invalid i i ssi
46.19.86.137  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 21
Ret r ansn ssi on Packet dr opped.
109.65.164.30 |Israel 147.237.76.31 |nakehal .idf.il  [Bad TOP sequence SN retransmt wth different monitor |20
w ndow scal e
46. 19. 86. 245 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 19
46. 19. 86. 163 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 13
Sreamng Engine: TCP Invalid i i ssi
85.130.219.42 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.12.155.63 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
85.130.177.9 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
85.130.177. 9 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
85.130. 177.9 | srael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 9
2.54.190. 233 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
213.55.104.210 |Bhiopia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 85. 163 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
Sreamng Engine: TP Invalid i i ssi
46.19.86.210  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
213.151.59.82 |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.233 |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.221. 122 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
46.19. 85. 26 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TCP Invalid i i ssi
66.249. 78. 137 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.54. 60. 96 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.205  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
84. 108. 7. 26 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
5.28.175. 25 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.179.97.244 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 144 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
80. 246. 137. 235 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
217.132. 139. 249l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
176.12.154.30 |l srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence I'nval i d AGK nunber alert 5
46.19.85.9 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
. . SYNVACK retransmt wth different .
217. 132. 139. 249|1 srael 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence wi ndow scal e noni t or 5
176.12.154.30 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85.9 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunier noni t or 5
31.210.186.32 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
82.80.198.164 |lsrael 147.237.72. 167 |i shurimaka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 24 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 153 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
Sreanming Engine: TCP Invalid i i Ssi
66.249.78.147 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
46.19. 85. 141 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i SSi
66.249.78.154 |United Sates [147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
o SYNVACK retransmt wth different .
79.178.161. 149 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal @ noni t or 4
Sreamng Engine: TCP Invalid i i SSi
157.55.39.93  |Wited Sates |147.237. 76. 200 |ei tan aka i df . il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.12. 155. 0 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 243
176.12.154. 112 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 187
176.12. 155.0 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 173
176. 12. 154. 246 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 120
176.12. 155. 0 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 76
46.19. 86. 34 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 67
176. 12. 155. 242 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 51
46.19. 86. 161 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 47
46.19.85. 21 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 39
176.12.155.58 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 28
212. 235. 103. 211 srael 147.237.72. 166 |aka. i df . i | mi“;;;riidf?lﬁ :f;ﬁ;}?esowces[styl o/ Bock |21
176.12.155. 63 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 11
79.179.63.150 | srael 147.237.72. 166 |aka. i df . i | mu;?;ri' d?‘.eidl /'\’:;jhn%i ?33 i\:sh;:irl cati onservi ce. asm get authuser | °°K 10
188.143. 232. 16 |55 147. 237, 77. 206 |V Chamat z. aka. i d) pl e Uhaut hori zed URL Access from 188. 143. 232. 16 B ock 8
Federati on f.il
192.118.64.29 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed UR. Access from 192. 118. 64. 29 B ock
176.12.154.70 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock
212. 235, 103, 211 i srael 147. 237.72. 166 |aka. i df . i | gL P hauthort zed Nethod for Knom LRL from Bock |5
176.12.154. 112 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5
176.12. 154. 112 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 3
76. 115. 96. 90 Lhited Sates [147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 3
176.12.155. 176 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
176. 12. 154. 170 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
46. 19. 86. 34 I srael 147.237.0.19 |nadimatal .idf.il Eﬁ:ﬁ;‘ TB{%?.\iAI3':£gi(}ne/°iég§ﬁ?$?$;‘;‘;$ der1stxtQty in Bock |3
79.183. 0. 245 I srael 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock
46.19. 86. 133 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
84.94.181. 65 I srael 147.237.77. 216 |dover.i df . i | Unaut hori zed LRL Access to waw i df.il/hi nush B ock
176.12. 155. 147 |israel 147.237.77. 243 |nobi | e. i df . i | fbﬁ':t f;f T?/F?srcﬁ;?; Lﬁgngi‘;‘zzxfad n B ock 2
194.90.151.18 |Israel 147.237.72.167|i shuri maka. i df . il Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None
46. 19. 85. 182 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
37.26.149.224 |israel 147.237.77. 243 |nobi l e. i df . i | ﬁgﬂt:‘fr&sz , t’;‘egpgfyetim s/ i st chi | ddocurent s 1362 Bock |2
176.12.154.91 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
46.19. 86. 208 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code B ock
2.52.40.57 I srael 147. 237.76. 147 |chi nuch. aka. i df . | m;ﬂfjig :;2”7 z?r'l Izleioﬁt:cess on Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.76.30 [hinush.idf.il Mil tipl e Abnormal Iy Long Request from 169. 229. 3. 91 B ock 1
73.172.157.202 |Wited Sates |147.237.77. 216 |dover . i df . i | D stri uted f{';;t;gzgieﬂeﬁvﬁcispf” Bock |1
109. 65. 164.30 |l srael 147.237.76.31 |nakchal .idf.il ?; 233%:93?/12?312:i0i22e%Iics(;%ji&%. doc Bl ock 1
46.121. 158. 248 |l srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
182.178.76. 166 |Paki stan 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock
46.19. 85. 97 I srael 147.237.77. 216 |dover.i df . i | Dstributed Ml formed UR B ock 1
Unknown Par anet er
85. 65.197.200 |[lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 38%ct | 01%ct | 03%chl Quest |None 1
ion$l in ww aka.idf.il/nain/giyus/questionnaire.aspx
Unknown Par anet er
5.29.194. 238 I srael 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
wamv, chanat z. aka. i d|'!!egal Byte (de Caracter in Mthod A o
169.229.3.91  |wited Sates [147.237.77. 226 (i) [[#4]] A" x[ [ #8] ] Ace1A¢ZDACgA»WALYyoZ[ [ #12] ] ABAA— B ock 1
rp( (#1110 [#17]fAZ
66.249.78.111 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
185.60.144.32 |itzerland  [147.237.77.216|dover. i df il bst :id?‘_”i TO/' 1Lf§§‘f;§gi3gf’ﬂe>‘gavg‘ic_?ssp£” Bock |1
169.229.3.91  |wited Sates [147.237.0.17 g;nlyl kosher - kravi . i Il1egal Byte Code Character in URL B ock 1
91.240. 235. 225 |israel 147.237.72. 166 |aka. i df . i | m”;k'frl ! d?'_aidl /'\'r?;jr:/’gi E[I);g?rn_ asix B ock 1
217.194. 203.52 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
41.189.33.157 |te Dlvoire [147.237.77.233|atal .idf.il Enail collector robots 14 B ock 1
2.52.138. 65 I srael 147.237.72. 166 |aka. i df . i | ;arwax;elr f??/ﬂﬁ/\ga‘zhiiﬁ';gii;r ot o zar e ster. asp None 1
169.229. 3. 91 Lhited Sates [147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Gode Character in Method from169.229.3.91  |H ock 1
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