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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 253. 208. 118 | srael 147.237.0. 19 nadi matal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 184
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 4

115. 28. 88. 157 Chi na 147.237. 76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 2

74.91. 28. 58 Lhited Sates 147.237.0.19 nadi matal .idf.il |bl ock-sp-trafl forward 1
202.110. 64. 103 Chi na 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Limt_Tcp drop 1

142. 54. 169. 166 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

174.37. 194. 144 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
2.54.27.176 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
168. 62. 238. 153 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 150. 219 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 65. 29. 49 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
87. 68. 251. 158 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 90. 106 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
84. 229. 132. 230 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
209. 126. 116. 147 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 80. 219. 164 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 160. 242. 40 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
81.218. 80. 174 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 107 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.117.194. 43 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
174. 37. 194. 144 147.237.77.19 Lhited Sates laweforumidf. i ET SCAN NVAP -sSA (2) 1
2.54.21.84 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
132.72. 15. 208 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 66. 24. 134 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
94. 230. 86. 103 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
218.246. 0. 97 147.237. 0. 34 (hi na tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 207. 163 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.77. 243 Lhited Sates nobi l e.i df il ET SCAN NVAP -sS w ndow 1024 1
84.117.113. 152 147.237.77.121 Romani a e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 109. 97. 62 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
192.118. 78. 57 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
46.121. 158. 222 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
185. 120. 125. 7 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 52
212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 48
213.55.104.210 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
31.168. 123. 247 |Israel 147.237.77. 233 |atal i df .1 Bad TCP sequence SNretransmt with i fferent moni tor |36
w ndow scal e
185.120. 125. 7 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
Sreamng Engine: TCP Invalid i i ssi
46.19.85.9 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 24
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 215. 202/l srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 21
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.29.185.114  |israel 147. 237.77. 243 |mobi le. i f . i 9 =g nvalid segnent retransmssi on. drop 20
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.162. 35 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 18
Ret ransnm ssi on Packet dropped.
2.54.21.84 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
91.231.193. 150 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
reaming BEngine: TCP Invali i i ssi
79.180.119.6  |Israel 147.237.77. 243 |nobile. i f . | Streamng Engi ne: TCP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
S SYNretransmit wth different .
83.130.99.229 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 11
217.132. 213. 166|I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SAK retransmt with different ooyior |10
w ndow scal e
217.132. 213. 166l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 9
Sreaming Engine: TGP Invalid i i ssi
79.176.236.65 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 220. 59 |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
46.19.85. 31 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
217.132. 213. 166 |l srael 147.237.72. 166 |aka. i df.i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
. . SYNVACK retransmt wth different .
80. 246. 136. 195 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence wi ndow scal e noni t or 9
reamng BEngine: TCP Invali i i ssi
46.19.85.133  |israel 147.237.77. 243 |moti e ior. i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 253. 194. 22 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
185.32.179. 142 |israel 147.237.77. 243 |moti e ior. i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.
2.54.21.84 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 8
2.52.45.2 I sr ael 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
2.54.21.84 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 8
2.54.21.84 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 8
Sreaming Engine: TGP Invalid i i ssi
84.108. 184. 198 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 8
Ret ransn ssi on Packet dropped.
2.54.21.84 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8
2.54,27.176 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 7
2.52.137. 252 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19.86. 3 I srael 147.237. 76. 147 [chinuch. aka. i of . i I|Bad TCP sequence I'nval i d AGK nunber nmoni t or 7
Sreamng Engine: TCP Invalid i i ssi
79.181.26.171 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
2.52.45.2 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
87.68.153.88  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i Ssi
31.168.157.69 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 134. 149 i srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i Ssi
109. 253. 219. 128|i srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.94.76.213  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
2.52.45.2 I srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Invalid sequence nunber noni t or
2.54.198. 162 I srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
84.228.130. 193 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
192. 116. 220. 94 | srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.21. 84 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
46.19. 85. 151 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 162 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 86. 228 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
37.26.146.198 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 151 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 86. 22 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 279
37.26.148.226 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 138
46.19. 86. 22 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 113
37.26.148.226 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
109. 253. 208. 118|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 98
46.19. 86. 22 | srael 147.237.0.19 |nadimatal .idf.i Zg?l'ifg)ggzthe Sane Response Qode (403) in Session from B ock 85
109. 253. 143. 226 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
176.12. 155. 111 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 74
37.26.148.226 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 71
185. 32.179. 104 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
37.26.149.192 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 39
176. 12. 155. 134 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 38
176.12.154.94 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
109. 253. 143. 2261 sr ael 147.237.0.19 |nadimatal .idf.i Igg_'\;;ng ;’L;_ ge;esama Response (bde (404) in Session from Bl ock 22
176.12.154.66 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
109. 253. 140. 1561 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
109. 253. 192. 246l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 12
109. 253. 210. 153|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
5.29. 185. 114 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 7
109. 253. 215. 202|I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 7
109. 253. 192. 117|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.162. 35 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 5
46.19.85. 21 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
176.12.154.62 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
95. 86. 75. 243 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 95. 86. 75. 243 B ock 3
46.19. 86. 43 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 194. 22 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.108. 184. 198 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 3
185. 32. 179. 142 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 215. 202|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.12.155.45 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149. 50. 92. 68 Lhited Sates 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.179.63.150 I srael 147.237.72. 166 [aka. i df . i | mﬁﬁ:n Id?.a?l /'\,r{:atiihn(;c;i (;Ts-; gj\:sh;riri cat i onser vi ce. asnx/ get aut huser Bl ock 3
2.54.23.36 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
212.179. 42. 226 |lsrael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df . i |/ x'x™xex; B ock 2
109. 253.209.0 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 220. 59 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 2
84.94. 76. 213 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 2
107.178.194.79 |Uiited Sates 147.237. 77. 216 |dover . i df . i | D stri outec 1T§;f2§g;§?ﬂe%v§‘f§p£” Bl ock 2
46.19. 85. 133 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 2
62.128. 35. 91 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 2
109. 253. 194. 22 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
46.19. 85. 145 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
82. 205. 74. 171 gjceusgii::ja” Territory. |147. 237.77. 176 [mat pash. i df . i1 |Uhaut hori zed LR_ Access to ww cogat . df . i|/894-ar Bl ock 2
31.168.116.1  |Israel 147.237.72.166 |aka. i df . i | m“;krf: id??idl /'\f;j':]‘/";i )fg’;efnirr . aspx Bl ock 1
66.249.93.241 |Israel 147.237.77. 176 |nat pash. i df .i| [Distributed Whauthorized URL Access on wwwu cogat.idf.il/89%4-ar [B ock 1
184.105. 139. 67 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
52. 88. 232. 26 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/wp-1 ogin. php B ock 1
46. 19. 85. 162 | srael 147.237.77.216|dover. i df . i | Abnormal |y Long Request et hod B ock 1
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request et hod B ock 1
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