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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country \Target Address |Site Signature Device Action [Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
82. 145, 216. 207 Eur ope 147.237.76. 86 navy.idf.il B ock_|p VWb In dr op 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
191. 232.136. 77 Lhited Sates 147.237.72. 166 aka.idf.il SYN H ood unveri fi ed cooki e drop 1
94.76. 3. 122 Bahrai n 147.237.72. 167 ishurimaka.idf.il |Frk Under Attack Con Tcp drop 1
123. 151. 42. 61 Chi na 147.237.76. 30 hi nush. i df .i | Bl ock Udp All _Nets Con Limt drop 1
185. 130. 5. 224 147.237. 76. 200 eitan. aka. idf.il B ock_Wp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
52.32.210. 122 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
106. 38. 241. 106 Chi na 147.237.77. 233 atal.idf.il |[Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature

46. 19. 85. 238 147.237.76. 42 I srael refuah.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 19
2.54.174.10 147.237.72.166 |l srael aka.idf.il portscan: TCP Distributed Portscan 2
130.211.93.253  [147.237.72.156 |lnited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.117.113.152  [147.237.77.227 |Romani a e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 81. 212 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46. 120. 163. 80 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 199 147.237.72.166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
31.168.13.78 147.237.72.166 |lIsrael aka.idf.il portscan: TCP Distributed Portscan 1
212.199.108.62  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
192.114.1.131 147.237.77.216 |[Israel dover.idf.il portscan: TCP O stri buted Portscan 1
94.76.3.122 147.237.72.167 |Bahrain ishurimaka.idf.il [ET SCAN NVMAP -sS wi ndow 1024 1
79.176.240.227  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
62.128. 48. 150 147.237.77.216 |[Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
31.168.116. 175  |147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
218. 246. 0. 97 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 169. 44. 23 147.237.0. 19 I ndonesi a nedi matal.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 68
s SWNretransnmit wth different .
80. 246. 130. 73 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 54
37.26.148.197 |lsrael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 53
185. 120. 125. 7 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 140 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 31
185.120. 125. 7 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 26
o SWNretransmit wth different .
84.95.201.173 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 26
46. 19. 86. 50 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 26
62. 0. 200. 160 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 23
2.54.9.218 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 22
46. 19. 86. 88 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 22
e SWNretransnmit wth different .
79.176. 161. 107 |Israel 147.237.77. 234 |hal ag.idf . i Bad TCP sequence wi ndow scal e noni t or 21
2.54.39.34 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 20
210.227.37.5 Japan 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SWN drop 20
Sreamng Engine: TCP Invalid i i ssi
176.13.22.215 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmission drop 18
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
2.52.164.107  |Israel 147.237.77. 243 |nobi 1 e i 11 | €M NG Engi ne: TP alid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
2.54.9.218 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 13
213. 8.204.53 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 13
46.19. 85. 132 I srael 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 13
2.54.9.218 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
Sreanming Engine: TQP Invalid i i ssi
81.218.251. 252 |israel 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.186.111 | srael 147. 237. 72. 156 |anan. i f .11 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
79.178.96.231 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
2.54.9.218 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 12
79.178.96.231 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 11
212.113.88.24 |Bel gium 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 10
. . SN retransmt wth different .
77.125.151. 181 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e noni t or 9
2.54.9.218 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreanming Engine: TCP Invalid i i sSi
46.19.86.241  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.203  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dr opped.
62.219.54.250 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 8
e SWNretransnmit wth different
77.125.151. 181 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e aert 8
109. 253. 198. 215|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 8
109. 253. 198. 215! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
188. 120. 148. 53 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
85. 65. 224. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TGP Invalid i i ssi
84.228.201.69 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 135 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i sSi
79.177.29.67  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.115.96 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 238 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
109. 253. 194. 22 |l srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
185.3.147.240 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 135 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
109. 66. 168. 204 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
46.19.86.168  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
84.228.136.89 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TQP Invalid i i ssi
176.13.13.249 [ srael 147.237.77. 243 |robi | e. i o .| 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.32. 179. 174 |Israel 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253. 157. 167|I srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 306
109. 253. 157. 167 I sr ael 147.237.0.19 |nadimatal .idf.il Igg.'\;g ff57t. 2%7361"9 Response Code (403) in Session from Bl ock 142
176. 13. 15. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 127
80.246.137.70 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 60
109. 253. 139. 50 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 52
5.29.202.145  |Israel 147.237.0.34 |tikshuv.idf.il ?(2’9"“;?'2'0{ 4éhe sane Response (ode (404) in Session from B ock 33
37.26.149.166 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 27
2.54.43. 233 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 18
79. 176. 240. 227 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 14
80.246.137.70 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
5. 29. 236. 142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 11
185.32.179. 104 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 9
2.54.187. 223 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 9
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from31.154.19.5 Bl ock 7
46.19. 85. 71 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
109. 253. 146. 228|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
176.13.15.199 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
176.13.16.236 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
79.181.59.100 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.52.190. 12 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253.209.0 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 157. 167|l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 253. 221. 159]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 144. 66 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: Unknown SSL Sessi on None 2
79. 178. 56. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwy aka. i df.il/ B ock 2
109. 253. 133. 57 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
31.210.187.28 | srael 147.237.72. 166 |aka. i df . i | m ;;(Zuut jfd' ﬁf#;hs;;fﬁarﬁn (f;cliij on Bl ock 2
80. 246. 136. 196 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
79.180.171.225 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.54.63.1 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 142. 55 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
2.52.9.5 I'srael 147.237.72. 166 |aka. i df . i | mn;’k“; I??T'ftrg Ncééfﬁ:f/tgaggfic‘;g'\’:isgfcphsaChar$Ct' 3in None 1
61. 135. 190. 200 |cni na 147.237.0.34 |tikshuv.idf.il ﬂ?“;g? r(i).zsej Sﬁ ef‘;f}:‘rsz g epi cker . 656 Bl ock 1
107.178.194.83 |United States [147. 237. 77. 216 [dover . i df . i | e 1) 1155, 25461 el dover. aue Bock |1
52.16.137.212 |Wnited Sates [147.237.72.166|aka.idf .il Distributed Waut hori zed UR. Access on / B ock

194. 187. 168. 237|Fol and 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx Bl ock
31.154.19.5 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df .il/i nmages/ shar ed/ hone. png B ock 1
66.249.78.236 | srael 147.237.76.42 |refuah.idf.il ﬂ?“tzggr'?gegzl'gp _Acstc(isasg;/c;i | es/ 81 3208, pef Bl ock 1
2.54.172.63 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.3 Lhited Sates |147.237.0. 16 nlyl- kosher -kravi . i df Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shar ed/ 960. css Bl ock 1
212.199.76.35 | srael 147. 237.77. 216 |dover . i df . i | \'\/Aiu Iotli;t' fogﬁ't(r;;ffbgwﬁpﬁsf&?fCf'\j_ogﬁf‘;gﬁ )(P(Ot ocol None 1
109. 253. 143. 170]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
81.218.145.128 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.29.139. 45 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.i df . i | NULL Character in Method B ock 1
66.249.65.112 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd Bl ock 1
52.27.95.112 Lhited Sates [147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from52.27.95. 112 B ock 1
204.13.201.138 [United Sates [147. 237. 77. 216 [dover . i df . i | m:idkfn_”ﬁ? 1?;;};%;;?&%&?‘212” Bl ock 1
107.178.194.83 |lnited Sates [147.237. 77.216 |dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-22638- he/ dover. aspx. [Bl ock 1
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