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02-01-2016-12:04:01 to 02-01-2016-13:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  [Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 18

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 6
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
89.248.174. 4 Net her | ands 147.237.76. 177 ncore.idf.il Block Np Al Net drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
89.248.174. 4 Net her | ands 147.237.76. 42 refuah.idf.il |Bock Np All Net drop 1




02-01-2016-12:04:01 to 02-01-2016-13:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




02-01-2016-12:04:01 to 02-01-2016-13:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

37.26. 146. 237 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.219. 151. 137 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.144. 62. 169 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
61. 240. 144. 65 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.145. 181 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
61. 240. 144. 65 147.237.0. 33 Chi na idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237. 76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147. 237. 76. 202 Sweden e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 30 Chi na hi nush. i df .i | ET SCAN Potential SSH Scan 1
146.0. 75. 114 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.28 Chi na e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
94.76.3.122 147.237. 72. 166 Bahrai n aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
51. 255. 127. 25 147.237. 76. 196 Uni ted Ki ngdom e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
82. 80. 193. 236 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 149. 160 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.127.238. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.154. 4. 36 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 90. 184. 4 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.169. 207 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
61. 240. 144. 65 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
59. 45.79. 117 147.237. 76. 147 Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
185. 120. 125. 27 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 8. 46 Chi na e. chi nuch. i df .i ET SCAN Potential SSH Scan 1
109. 66. 162. 24 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
84. 109. 165. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
51. 255. 127. 25 147. 237. 76. 196 Ui ted Ki ngdom esvivaidf.il ET SCAN NVAP -f -sS 1
80. 246. 136. 157 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

SWNretransmt wth different

79.181.225.55 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 118
w ndow scal e
46.19. 86. 151 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 57
185. 120. 125. 7 147.237.77. 216 |dover.idf.il Bad TCP sequence I nval i d ACK nunber noni t or 54
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 131. 1271 sr ael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 54
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
77.127.148.5  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different — opyor  [36
w ndow scal e
62. 0. 197. 105 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 33
r ing BEngine: TCP Invali i i sSi
2.54.175.228  |Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP alid |invalid segnent retransnission drop 30
Ret ransm ssi on Packet dropped.
e SWretransnmit wth different )
195. 200. 205. 71 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal moni tor |27
185. 120. 125. 7 147.237.77. 216 |dover.idf.il Bad TCP sequence I nval i d ACK nunber aert 27
195. 200. 205. 71 |Israel 147.237.76. 42 |refuah.idf.il drop First packet isn't SW drop 26
Sreaning Engine: TGP Invalid i i sSi
2.54.10. 14 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 24
Ret ransmi ssi on Packet dr opped.
r in ine: TCP Invali i i Ssi
46.210.54.253 | srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid finvalid segnent retransnission drop 24
Ret ransmi ssi on Packet dropped.
e SYNtACXK retransmt with .
46. 19. 86. 68 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vindow scal e noni t or 21
r in ine: TCP Invali i i Ssi
2.52.138. 20 I'srael 147. 237, 77, 243 |oti 1 e i o i1 | €AMNG Bngine: TQP Inval id |invalid segnent retransnission drop 21
Ret ransmi ssi on Packet dropped.
46. 19. 86. 68 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
r ing BEngine: TCP Invali i i sSi
93.172. 241. 126 | srael 147. 237, 77, 243 |oti 1 e i o i1 | €AMNG Engine: QP Inval id |invalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
46.19. 86. 173 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber moni tor |14
Sreaning Engine: TGP Invalid i i sSi
37.26.148.241 |israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 219. 59 |Israel 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.54.178.252  |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.233  |israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
80. 246. 136.80 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
46. 19. 86. 68 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 11
46. 19. 86. 183 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
31.223. 191. 205 g";'cis;i'géa” Tertitoryly 47, 237. 77. 216 |dover . i of . i1 drop First packet isn't SWN drop 10
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 158. 16 |Israel 147. 237, 77. 243 |nobi l e. i df i | 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.174  |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
37.26.147.230 |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.151  |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 9
Ret ransm ssi on Packet dropped.
2.54.173. 227 I srael 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 252 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 164 I srael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 86. 68 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
. . SYNtACK retransmt with .
46. 19. 86. 68 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence di fferent wi ndow scal e moni tor |8
46.19. 85. 145 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
5.29.3.178 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 7
5.29.3.178 I srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |7
2.54.6.123 I srael 147.237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.183.192 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TGP Invalid i i ssi
79.180.235.98 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dropped.
82. 145, 220. 112 |Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
80. 179. 5. 96 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 86. 68 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 68 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
79.178. 245. 165 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19.85.244  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.176.134.60 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.54. 8. 240 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
2.54.183.192 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 157. 167|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 150
109. 253. 219. 153|l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 141
109. 253. 157. 167l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 120
2.54.23.36 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 95
2.54.23.36 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 53
46.19.85. 71 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 38
46. 19. 85. 145 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 24
46.19. 85. 133 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 18
109. 253. 157. 1671 srael 147.237.0.19 |nadimatal .idf.i 183_'\;22’_ f;ﬂt 2‘278‘3"6 Response (ode (403) in Session from Bl ock 17
109. 253. 131. 127|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 16
109. 253. 221. 36 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 16
109. 253. 139. 1461 sr ael 147.237.77. 243 |nobi | e. i df . i | ;T)L?'IT ?Lﬂf?s\;cﬂ;?c%gn?;ﬁlsﬁsfrd in Bl ock 14
2.54.151. 84 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 9
79.176. 240. 227 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 9
176.97.116. 135 |lkrai ne 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 6
2.54.177. 158 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 6
93.172.241.126 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
2.54.10.14 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
176.97.116. 135 |lkrai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 176.97. 116. 135 B ock 5
46.210.54. 253 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 4
2.52.138. 20 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
2.54.178. 252 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
76.115. 96. 90 Uhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 3
37.26.149.156 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.230 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 3
80. 246. 140. 248 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253.139. 50 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.228.5.198 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
80.246.136.80 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
176.13.4.191 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148.241 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
46.19. 86. 151 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46. 19. 85. 253 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 158. 16 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
192. 116. 55. 253 |l srael 147.237.76.31 [nakchal .idf.il |Unauthorized HTTP Met hod B ock 2
212.179. 40. 171 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
46.19. 86. 113 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
132. 70. 226. 206 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/mai n/ sachar/ mas. aspx B ock 1
46. 19. 85. 44 | srael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 1
109. 253. 192. 241 |1 srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.180.237.129 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
191. 232. 136. 163|United Sates [147.237.77.243|nobile.idf.il D stributed Suspici ous Response Code Bl ock 1
31.168. 227. 138 |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘“giﬁr_?ﬁg nf;;g?ﬁt;a?gffgzgisgfphsaChar$°t' 6Lin None 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1815- he/ dover. aspx B ock
176.97.116. 135 |lkrai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i|/mai n/giyus/index. php B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.170|maarachot . i df.i| Ml forned URL [[#28]][[#21]] x»@j B ock 1
91.200.12.136 |Ukraine 147.237.76.42 [refuah.idf.il  [Tauthorizec (R o avoragel il es) 0/ 2010, paf sear ch B ock 1
192.118.36.53 |Israel 147. 237.72. 166 |aka. i df . i | m“;;:rii di??l /LEin_AcstC;Sasget/?i | es/ 3/ 71663, pef Bl ock 1
46.19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 253. 215. 78 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1

02-01-2016-12:04:01 to 02-01-2016-13:04:01




