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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 84
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 16
82. 145. 219. 75 Eur ope 147. 237. 76. 42 refuah.idf.il{Block Ip Véb In drop 5
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

5.9.89.170 Ger many 147.237.77.216 |dover.idf.il Cl06: HITP. rajestic bot B ock 1
38.87. 46. 138 Lhited Sates 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
52.32.210. 122 Lhited Sates 147.237.77.176  |mat pash.idf.il |22280: HITP. Joonha Qbject Injection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

109. 253. 210. 187(147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
94.159. 143, 105 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.108.212.14 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
80. 178. 204. 116 |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.76.38 |Wited Sates |e.emeitav.idfi.il |ET SCAN NVAP -sS wi ndow 1024 1
79.178.0. 128 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
31.168.192. 186 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
183.3.202. 115 [147.237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.76.201|Wited Sates |e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 219. 217|147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
105. 228, 205, 242|147, 237. 76. 202 |South Arica  |e.halag.idr.il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.138.163.58  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.81.82.6 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212. 150. 245. 250(147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
79.181.225.55 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 235. 215. 254|147. 237.76. 30 |Argentina hi nush. i df . i | ET SCAN NMVAP -sS w ndow 4096 1
46. 19. 86. 130 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
187.188. 120. 123|147. 237.0. 15 |Mexi co kosher-kravi .idf.i |SERVER APACHE Apache Tontat VWb Application Manager access 1
31.168.30.147  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
176.228. 186. 39 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 [147.237.76.30 |nited Sates |himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
79.181.225.55 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different monitor (86
w ndow scal e
185.120. 125. 7 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber nonitor |56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 125. 7 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 28
Sreamng Engine: TCP Invalid i i ssi
2.52.51. 39 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 27
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.85.166  |Israel 147.237.76.31 |nakehal .idf.il Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 24
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 216. 235|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 15
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
176.13.8.179  |Israel 147. 237.77. 243 |nobile. i of . Streaming Engi ne: TCP alid Jivalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
37.26.148.130 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence alert 10
37.26.148.130 [Israel 147.237.0.19 |[nadi matal .idf.il Bad TCP sequence noni t or 10
. . SYNretransmt wth different .
109. 253. 159. 161|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 9
84.94.223. 98 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
87.69. 122. 69 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi
46.19.86.155  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
46.19.85.229  |Israel 147.237.77. 243 |robi | e. i of .| Streaning Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
80.179.10.113 | srael 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
93.172.241. 126 |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
213.57.196.89 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert
41.33.232.66 Egypt 147. 237.77. 216 |dover. i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreanming Engine: TQP Invalid i i SSi
109. 253. 131. 127|i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.203  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
213.57.196.89 |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.52.11. 15 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi
82.81.46.135  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253.133. 71 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.149.251 |israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
46.19. 86. 125 I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 141. 115|i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
80. 246. 137. 220 |Israel 147. 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.65.27.52  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
37.26.148.130 |[lsrael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
37.26.148.173 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195. 200. 205. 66 |l srael 147. 237. 72. 167 |i shuri maka. i of . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 5
2.54.147. 122 I sr ael 147. 237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |5
2.54.3.241 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
213.8.115.19 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 5
46.19.85.227  |israel 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor |5
2.54.150. 24 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.227  |Israel 147.237.77. 226 "‘:’f"’ chanatz. aka. Tdf o At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 33 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |4
213.8.204.38  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo o g
wi ndow scal e
2.52.168. 145 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
37.26.147.189 |lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
149. 88. 140. 47 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
2.52.168. 145 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
208.115.111. 68 |Whited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 4
2.52.168. 145 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 4
2.52.168. 145 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |4
46. 19. 86. 72 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
5.102.254.188 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253. 133. 115|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 239
2.52.38.76 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 135
109. 253. 133. 115]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 126
2.54.179. 242 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 111
2.54.179. 242 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
2.52.38.76 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 88
79. 176. 240. 227 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 79
37.26.147.200 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 78
37.26.148.130 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 74
81.218.251. 251 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 71
109. 253. 133, 115|I srael 147.237.0.19 |nadimatal .idf.il Igg.'\;;n; ff33t TiSsa"e Response (bde (403) in Session from Bl ock 51
193.169. 70. 108 |Israel 147.237.0.34 |tikshuv.idf.il Ig%.l\fgg 708 tlgg Sane Response Code (404) in Session from Bl ock 36
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
2.52.130. 23 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 28
109. 253. 212. 205|I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 28
2.54.172. 251 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 2. 54, 172. 251 B ock 26
46.19.85.1 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
37.26.147.200 |lsrael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 16
2.54. 40. 233 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
109. 253. 205. 115]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
50. 62. 176. 36 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 50. 62. 176. 36 B ock 5
109. 67. 192. 239 |l srael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 5
185. 128. 36. 33 147.237.77. 216 |dover . i df . il Unhaut hori zed URL Access to wwidf.il/arr/ B ock 4
46.19.85.6 | srael 147.237.77.243|nobi l e. i df . i | Par anet er Type Mol ation Password in nobile.idf.il/sachar/login B ock 4
37.26.148.250 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 65. 27. 52 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.149.251 |lsrael 147.237.0.19 |nmadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
37.26.148.195 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185.32.179. 43  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 131. 127|I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
2.54.172.251  |israel 147.237.77. 243 |nobi l e. i df . i | nl'::;“f Qﬁrd'le??/ tgeggrcy‘izm;esn <t ohi | ddocunent &/ 1431 Bl ock 3
109. 253. 142. 221 I srael 147.237.72.166 |aka. i df . i | ma’;i;e: d??‘f/%yn/\’;gc?a'r?:‘eg'i et o zar di st en3. aspx None 2
80. 246. 137. 220 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Code B ock 2
217. 194. 206. 108|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
80.246.133.64  [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm Bl ock 2
46.19. 85. 146 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.13.36 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
80. 246. 136.43 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
109. 253. 142. 55 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
192.118.10.10 |israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/fag. aspx B ock 2
46. 19. 85. 194 I srael 147.237.77.243|nobi l e.i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex Bl ock 2
37.142. 68. 89 I srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 37. 142. 68. 89 B ock 2
109. 253. 142. 221 I srael 147.237.72.166 |aka. i df . i | m;ikzufzfd_rf;i';tn?rsaﬁf/?‘e'gs\fr‘iﬁzn?ﬂ Jardlvegi st . aspx_ s aneler None 2
2.52.6.60 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
80. 246. 137. 131 |Israel 147.237.72.166 |aka. i df . i | m”acl’g'i (';f_rmen;?;/;ac\gwﬁggmpgp; o, aspx None 1
176.13.15.171 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 1
217.194. 206. 108/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
69.171.230.110 [lhited Sates |147.237.72.166|aka. i df.i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il Il1legal Byte (de Character in Header Nane B ock 1
93.172.241.126 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Code B ock 1
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