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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 538
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 84
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 22
212.179. 54. 237 I srael 147.237.72. 167 i shurimaka.idf.il[B ock Wip All Nets drop 3
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
79.181. 19. 95 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 drop 1

167. 114. 92. 57 Canada 147.237.76.176 test.ncore.idf.il |B ock Wp Al _Nets drop 1

185. 130. 5. 181 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

66. 249. 65. 43 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 22
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
80. 246. 137. 60 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 120. 226. 201 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
210. 93. 50. 130 147. 237. 76. 147 Korea, Republic of chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 4096 1
46. 19. 86. 245 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 160. 242. 40 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.39. 222. 253 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN Potential SSH Scan 1
185. 32. 179. 122 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 39. 222. 253 147. 237. 77. 205 Net her | ands prishaidf.il ET SCAN Potential SSH Scan 1
146. 0. 75. 114 147.237.0. 16 Net her | ands ny- kosher -kravi .idf. il ET SCAN NVAP -sS w ndow 1024 1
2.54.176. 63 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
98. 119. 105. 221 147.237. 8. 45 Lhited Sates eeitan.idf.il ET SCAN NVAP -sS w ndow 3072 1
84.108. 216. 178 147.237.77.216 I srael dover . idf.il portscan: TCP Distributed Portscan 1
80. 246. 137. 229 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 120. 130. 183 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
207.232.37.138 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
5. 39. 222. 253 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
5.39. 222. 253 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13. 7. 147 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
5. 39. 222. 253 147.237.77. 179 Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 212. 10 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
2.54.11. 156 147.237.77.216 I srael dover . idf.il portscan: TCP Distributed Portscan 1
85.93. 5. 66 147. 237.77. 176 Ger many nat pash. i df . ET SCAN Potential SSH Scan 1
84.94.113. 78 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country ‘Target Address |Ste Signature Acti on ‘Count

185.120. 125. 7 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber nonitor |54

41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | drop SAMrule drop 43

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

185.120. 125. 7 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 27
Sreamng Engine: TP Invalid i i ssi

46.116.126.93 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 21
Ret ransm ssi on Packet dropped.

41. 230. 14. 223 |Tunisia 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op SAMrul e drop 21

31.25.77.37 ?Cisgi';'ja” Territoryl147. 237.77. 176 natpash.icf.il  |drop First packet isn't SWN drop 18
Sreaming Engine: TGP Invalid i i sSi

109. 253. 141. 46 |I srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 18
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.245 |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 15
Ret ransnm ssi on Packet dr opped.

2.54.25.116 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 14

108.62.139.82 |Wited Sates 147.237.72. 166 |aka. i df .| Bad TCP sequence SNretransmt wth different o000 |14

W ndow scal e

81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12

85. 130. 187. 137 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |12

46.19.85.142 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

2.54.140.150 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreanming Engine: TCP Invalid i i Ssi

84.228.34.170 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g ., 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.117 |Israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi

46.19.85.172 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 9
Ret ransm ssi on Packet dr opped.

37.26.146.212 |[Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
VWb Server Enforcenent HITP Deni

207.241. 229. 73 |Wited Sates 147. 237.72. 166 |aka i of . i | , Veb Servers S ow Lenial of | et 8
Miolation Servi ce

2.52.168.73 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

80. 246. 136. 247 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 6

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 6

62.0.224. 129 | srael 147.237.76.30 |hinush.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i Ssi

109.66.197.7 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransm ssi on Packet dr opped.

62.0.224.129 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i sSi

46.19.85.227 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dr opped.

61.90. 18. 34 Thai | and 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi

37.26.148.250 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

109.65.9.26  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

212. 235. 34. 232 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6

77.125.11.122 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi

2.54.151.162 |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46.19.85.142  [lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6

109. 65. 57. 194 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber nonitor |6

77.125.11.122 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |6

2.52.165. 30 I srael 147.237.76.31 |nakchal.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 5

188. 120. 148. 88 || srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber nonitor |4

195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

37.46.38.181 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4

37.46.38.184 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4

212.143.49.22 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

64.246. 161.30 |Uited Sates 147.237.77.176 |matpash.idf.il  [Header Rejection :';‘Sz;re’ ection pattern found in | oo |y

2.52.165. 30 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 86. 73 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4

2.52.151.110 |Israel 147. 237. 72. 166 |aka.i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi

5.22.135.214 |isradl 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.

62.0.212. 209 | srael 147.237.76.30 |hinush.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi

82. 102. 169. 113 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
46.19. 86. 161 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 109
46.19. 86. 161 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 75
149.78. 143. 245 |Israel 147.237.0.34 |tikshuv.idf.il Izg_hghylg_ ;ZE Sane Response Code (404) in Session from Bl ock 75
109. 253. 200. 68 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 61
109. 253. 211. 198]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 50
2.54.177. 169 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 22
80.246.137.89 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 14
46. 19. 85. 89 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 10
80.246.136.80 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 6
46.19. 85. 10 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i m;w:&z ?kzuf g?”l szjoﬁtﬁfcess on Bl ock 5
109. 253. 214. 217|I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
46.116.126.93 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock

188. 143. 232. 11 gz::;”i on 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 4
84.228.34.170 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
46.19. 85. 22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
185. 32. 179. 170 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 64. 155. 153 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/mai ns/ sachar Bl ock 3
37.26.149.162 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
91.195. 162. 2 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
109. 253. 130. 28 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
80.246.136.89 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
84.111.62.198 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 136. 62 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
2.54.42.193 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
108.62.139.82 |lhited Sates  [147.237.72. 166 |aka. i df .i | ﬁ;_ié";l!;_eggj Byte Code Character in Header Name from Bl ock 2
109. 253.133. 40 |l srael 147. 237.72. 166 |aka. i df . i | Dstributed Paraneter Read Qnly Mol ation None 2

viwy aka. i df . i | / mai n/ sachar/ regi strati onw zard/ regi st er. aspx par anet er
108. 62.139.82 |uited Sates  [147.237.72.166|aka.idf .il Mil tiple Mal formed URL from 108. 62. 139. 82 B ock 2
Mitiple Illegal Byte Gde (haracter in Header Val ue from

108.62.139.82 |[wnited Sates |147.237.72.166|aka.idf.il 108. 62. 139, 82 B ock 2
109. 253. 200. 68 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex Bl ock 2
84.109. 80.252 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
108.62.139.82 |[Uhited Sates [147.237.72.166|aka.idf.il Mil tiple NOLL Character in Header Narme from 108. 62. 139. 82 Bl ock 2
108.62.139.82 |[lnited Sates [147.237.72.166|aka.idf.il Mitiple Illegal Byte Gode Character in Mthod from 108. 62. 139. 82 B ock 2
108.62.139.82 |uhited Sates [147.237.72.166|aka.idf .il Ml tiple Abnornal |y Long Header Line from 108.62. 139. 82 B ock 2
108.62.139.82 |lhited Sates [147.237.72.166 |aka.idf.i | Ml tipl e Unknown HTTP Request Method from 108. 62. 139. 82 B ock 2
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 81.218. 241. 25 B ock 1
109. 253. 211. 17 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19.86. 78 I srael 147. 237.72. 166 |aka. i df . i | ;Twaafae: df???/g;j)r’]/\ga‘zhztri/?r;gi!:r ot onwi zar d reqi st e aspx None 1
108. 62.139.82 |uwited Sates [147.237.72.166|aka.idf .il Ml tiple Malforned HTTP Header Line from 108. 62. 139. 82 B ock 1
2.52.23.58 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
80. 246. 136. 93 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 110 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
108.62.139.82 |lhited Sates  [147.237.72.166|aka. i df .il I11egal HITP \ersion B ock 1
37.26.148.169 | srael 147.237.72. 166 |aka. i df . i | mn;kv:i Z?Tﬁ';e;aei;/;;f]mfsfmm 'n None 1
91. 207. 60. 64 Wkrai ne 147.237.76.200(ei tan. aka. i df.i| |Unauthorized URL Access to 147.237.76. 200/ B ock 1
192.116. 232. 69 |Israel 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wawv i df.il/images/ 1. he/ buttonback. png |B ock 1
77.125.11.122 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 66. 19. 160 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
149.88.81.7 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 86. 245 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for v aka. i df.il/main/sachar/klali.aspx  [B ock 1
108.62.139.82 |lnited Sates [147.237.72.166 |aka.idf.i | NLL Character in Header Nane at B ock 1
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