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02-01-2016-06:04:03 to 02-01-2016-07:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 16
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 6

84.108. 85. 95 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

68. 80. 51. 104 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock_Wp Al _Nets drop 2

185. 130. 5. 201 147. 237. 76. 147 chi nuch. aka.i df.il Bl ock_Udp Al _Nets drop 1

93. 115. 97. 116 Romani a 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1

158. 69. 123. 26 Lhited Sates 147.237.76. 30 hi nush. i df .i | ock Wp Al _Nets drop 1

180. 97. 106. 36 Chi na 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 dr op 1




02-01-2016-06:04:03 to 02-01-2016-07:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
52. 26. 202. 58 Lhited Sates 147.237.72. 166 aka.idf.il 22280: HITP. Joomha (hj ect Injection Wil nerability B ock 1
198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il [C008: HITP: Xenu User Agent Bl ock 1




02-01-2016-06:04:03 to 02-01-2016-07:04:03

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

54. 69. 65. 50 147.237.77.233  |Wited Sates atal.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
200. 63. 163. 131 147.237.72. 156 Argentina anan.idf.il ET SCAN NVAP -sS w ndow 3072 1
125. 212. 232. 146 147.237.0. 19 M et nam madi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
94.76.12. 33 147.237.72. 156 Bahrai n anan. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
200. 63. 163. 131 147.237.72. 156 Argentina anan.idf.il ET SCAN NVAP -sS w ndow 4096 1
198. 20. 69. 74 147. 237. 76. 202 Lhited Sates e halag.idf.il ET DRCP Dshield B ock Listed Source 1
168. 62. 238. 153 147.237.8.24 Lhited Sates elifestyle.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.76.12. 33 147. 237.72. 167 Bahrain ishurimaka.idf.il |ET SCAN Potential VWNC Scan 5800- 5820 1




02-01-2016-06:04:03 to 02-01-2016-07:04:03

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

185.120. 125. 7 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber moni tor |56

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

185. 120. 125. 7 147. 237.77. 216 |dover.idf .il Bad TCP sequence I'nvalid ACK nunber alert 28

37.26.146.247 |Israel 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engine: TCP Invalid i i ssi

62.0. 67. 194 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, ., 15
Ret r ansn ssi on Packet dropped.

82.213. 13. 170 g";'cis;i'géa” Tertitory,l 47, 237. 77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 7

Pal estinian Territory, s SYNtACK retransmt with .
82.213.13. 170 Cecup ed 147.237.77. 216 |dover.idf .il Bad TCP sequence different vindow scal nonitor |7
208.115.113.89 [Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 6
Pal estinian Territory, . . -

82.213.13. 170 Qccup ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi

2.54.5. 161 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

41.33.232. 66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaming Engine: TGP Invalid i i sSi

46.19.86.0 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansnm ssi on Packet dropped.

208.115.113.89 |Lhited Sates 147.237.72. 166 |aka. i df .i drop SAMrule drop 6
Sreamng Engine: TCP Invalid i i ssi

79.181.62.49  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansnm ssi on Packet dropped.

150. 135.210. 21 |Uhited Sates 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 6

208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

46.19. 85.170 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi

141.8.132.112  |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dropped.

46.19. 85. 57 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreamng Engine: TCP Invalid i i ssi

176.13.17.60  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.

46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or

109. 253. 136. 187! srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or

37.46.38.231 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi

141.8.142.81  |Russian Federation |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.

109. 253. 140. 197|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi

2.54.146.172  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.

109. 253. 132. 83 |Israel 147. 237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert

109. 253. 140. 197|I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber moni tor |3

94.159. 143. 249 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreanming Engine: TGP Invalid i i ssi

79.181.62.49  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.

109. 253. 132. 83 |l srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber monitor |3
Sreaming Engine: TGP Invalid i i sSi

109. 253. 141. 253|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 65. 187. 65  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

2.54.181. 96 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansm ssi on Packet dropped.

109. 253. 136. 187! srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 3

208.115.111. 73 |lhited Sates 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 2

109. 253. 130. 202|I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 2

46. 19. 86. 12 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

109. 253. 130. 202! srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |2

91. 200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi

66.249.78. 146 |lhited Sates 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g, 2
Ret r ansnm ssi on Packet dropped.

46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 247 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or

5.102.254.132 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi

68. 180. 229. 121 |Wnited Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, ., 2
Ret r ansn ssi on Packet dropped.

46.19.85.9 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 247 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker Devi ce

‘Count

Attacker Address ‘Target Address |Site Sgnature

Country Action
. . . Too Many of the Same Response Code (404) in Session from
109. 253. 203. 240! srael 147.237.0.19 |nadimatal .idf.il 109. 253. 203. 240 B ock 135
109. 253. 203. 240]l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 110
109. 253.212.1  |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 37
. . . Too Many of the Same Response Code (403) in Session from
109. 253. 203. 240! srael 147.237.0.19 |madimatal .idf.il 109, 253. 203. 240 B ock 10
176.13.15. 171  |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
109. 253.136.5 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.136.24 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
109. 253.140.3  |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
109. 253. 222. 217|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.181.49.218 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
79.181. 62. 49 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
37.26.148.154 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 209 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
188. 143. 232. 40 R‘F Sf:;”i o 147.237.0.15 |kosher-kravi.idf.il |[Mitiple Wauthorized UR. Access from 188.143. 232. 40 B ock 2
46.37.12. 39 Italy 147.237.77.216|dover. i df .i | Mil ti pl e Uhaut hori zed URL Access from 46.37.12. 39 B ock
5. 29. 164. 247 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None
188. 143. 232. 43 RJSS::t”ion 147.237.77.233|atal . i df .i | Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 43 Bock |2
40.77.167.6 Wited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
Unaut hori zed URL Access to
. . waw aka. i df.il/sip_storagel/files/ 8/ 71568. pdf &sa=u&ed=0ahukew j zv
95.86.72.75 | srael 147.237.72. 166 aka. i df . i | | 13t xkahxksxgkhw2l bu8qgf gghnaa&usg=af gj cngi knoqgt 1r znnr dar Osye Bl ock !
usqg81lvny
191.232.136. 145|thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vww navy. i df.il/size220x0/si p_storage  |B ock 1
74.82.47. 4 Lhited Sates [147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
2.54.5.161 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.201.138 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 2/ si ze100x0/ 3272.  pg B ock 1
40.77.167.7 Wited Sates |147.237.77.176 |mat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.79 |Wited Sates |[147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
191.232. 136. 164|thited Sates [147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waw navy.idf.il/tenpl ates/ conet ous/ Bl ock 1
79. 180. 22. 86 I srael 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df.il/navy/ htm/ nainfs. asp Bl ock
180. 76. 15. 147 Chi na 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm B ock
91.213.8.84  |Wkraine 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LR Access on Bock |1

wawv i df . i 1 /1133- 22638- he/ dover . aspx.

’ . . D stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1

188. 143. 232. 40 RJS|S;$ o 147.237.0.15 |kosher-kravi.idf.i| [uauthorized LRL Access to kosher-kravi.idf.il/900-he/ B ock 1
. . Unhaut hori zed URL Access to

66.249.78.236 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel 111 es/ 8/ si ze100x0/ 3288. ] pg B ock 1

46. 19. 85. 167 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 1

107.178.194.79 |Wited Sates |147.237.77. 216 |dover.idf.il Distributed Uhaut hori zed LR Access on Bock |1

waw i df . i | /1133-22638- he/ dover . aspx.

. . S Untraceabl e Gonnection - Protocol violation
195. 159. 233. 44 |Nor way 147.237.77. 216 |dover.i df .i | (SSL_CONN CLI ENT KEY EXCHANGE) None 1

Wy, chamat z. aka. i |uhaut hori zed URL Access to

46.37.12.39 Italy 147.237.77. 226 df il wwv chanat z. aka. i df . i | / shar ed/ user contr ol s/ header upper / Bl ock 1
. . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
185. 32. 179. 125 |l srael 147.237.72. 166 [aka. i df . i | from 185. 32 179. 125 B ock 1
37.26.147.130 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
94. 159. 143. 249 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None
. . Unaut hori zed URL Access to
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel 111 es/ 5/ si ze100x0/ 3365 ] pg B ock 1
46.19. 86.0 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode Bl ock 1
149. 78. 74. 54 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
109. 67.178. 66 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
203. 160. 127. 237|New Zeal and  [147.237.76.42 [refuah.idf.il PHP Att enpt Bl ock 1
: . ] Unaut hori zed URL Access to
54.175.155.223 |thited Sates |147.237.77.176 |nat pash. i df .| v cogat . i df i 1/ 894- en/ mat pash. aspx&quot Bl ock 1
185. 32. 179. 159 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
95. 86.72.75 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 95. 86. 72. 75 B ock
188. 143. 232. 43 RJSf;;”i o 147.237.77.233|atal . i df .i | Uhaut hori zed LRL Access to ww atal . idf.il/926-hef Bock |1
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il D stributed Waut hori zed URL Access on 147.237.76.42/robots.txt  |B ock 1
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