02-01-2016-05:04:09 to 02-01-2016-06:04:09

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

Wiawidf.il

M e orchot.idf.il

M nobi le.idf.il

I chi nuch. aka. i df . i

M tikshuv.idf.il
eitan. aka.idf.il

M refuah.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 185. 120. 125. 7
112.198. 103. 151
I 121. 210. 9. 93

41. 33.231. 90
Nuréfber I 208. 115. 113. 89
Attacks M 2.52.41.30

[ 118.173. 141. 239
M 195. 34. 150. 18

173. 208. 123. 26
M 46.37.12. 39

Top Attackers



02-01-2016-05:04:09 to 02-01-2016-06:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
121. 210. 9. 93 Australia 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 129
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 6

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 5
212.179. 54. 237 I srael 147.237.72. 166 aka.idf.il Block Udp Al Nets drop 3

50. 206. 89. 77 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Block Wdp All Nets drop 2

183. 60. 48. 25 Chi na 147.237.76. 201 eatal.idf.il JLM Under At tack_Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
212. 63. 108. 252 Sain 147.237.77. 74 lawidf.il |0527: HITP. formmail.pl Access ock 1
212.63.108. 252 Spai n 147.237.77.74 lawidf.il |3885 HITP. PHP File Include Exploit B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
183. 60. 48. 25 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
36.72.228.72 147. 237.76. 42 I ndonesi a refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
36.72.228.72 147.237.76. 42 I ndonesi a refuah.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237.76. 199 Chi na e. nakchal i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76. 86 Chi na navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
36.72.228.72 147. 237.76. 42 I ndonesi a refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
185. 120. 125. 7 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber nonitor |58
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
112.198.103. 151|Philippines  |147. 237.72. 166 |aka i df i | Bad TCP sequence mdgirsaé:““et With different monitor |31
185. 120. 125. 7 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber alert 29
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
118.173. 141. 239|Thai | and 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 13
173.208.123.26 |Wited Sates  [147.237.72. 166 [aka.idf .i Bad TCP sequence S retranem Wth different monitor  [8
121.210.9.93  |Australia 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
79.176.55.13  |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid - invalid segnent retransmssion. |y 6
Ret r ansmi ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
208.115.113.89 |tnited Sates  [147.237.72. 166 |aka. i df.il drop SAMrul e drop 5
208.115.113.89 |Whited Sates 147.237.77.74 |lawidf.il dr op SAMrul e drop 5
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |4
64.233.172.179 |United Sates  |147.237. 76200 |eitan aka ir i1 | SamNg Engine: TGP Invalid Jinvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.
91.200.12.106 |Wkraine 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 4
37.247.36.74  |Netherlands  |147.237.8.14 |e.orchot.idf.il  |Geo-1ocation enf or cerent ﬁ?;)'rgziimon I nbound drop 4
172.58.17.106 [lnited Sates  [147.237.72. 166 |aka.idf.i| SYN At ack SYN -> SYN-ACK -> Ti meout rej ect
91.200.12.136 |[Wkraine 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop
46. 19. 85. 162 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
130. 193. 37. 16 gz::;”ion 147.237.0.34  |tikshuv.idf.il i{ ?Zr:srr]rgi] Si'?gc'):e: TP Invalid Lg‘éfeitd dsreggggfi retransmssion. 3
93. 158. 152. 49 g;z::t”ion 147. 237. 76. 147 |chi nuch. aka. i of . ;; fZTSr;? Sir:gc'):e: T Invalid 'Pg‘éak';td dsffg,ﬁfgé retransmssion. 4 o 3
2.54.153.237  |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid inval id segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
46.19. 85. 6 I'srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. |y 3
Ret r ansmi ssi on Packet dropped.
31.210.187.6 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
71.6.165.200  |Wited Sates [147.237.77. 170 |nmarachot.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
74.82. 47. 47 Lhited Sates [147.237.0.35 |akavs.idf.il dr op drop
184. 105. 139. 102|wnited Sates  [147.237.76. 201 [e. atal .idf. i1 Geo- | ocati on enf or cenent g?o'r ggﬁ;'mon | nbound drop 1
37.26.147.133 |israel 147. 237. 77. 243 |robi l e.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
217.148.45.113 |United Kingdom|147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |1
74.82.47.10 Lhited Sates |147.237.77.235|svivaidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
176.13.21.149 |lIsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.220.215.81 |lhited Sates  [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |1
216.218.206. 107|Wited Sates  [147.237.76.31 [nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
64.233.172. 155 |Uhited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
184. 105. 247. 200|thited Sates  [|147.237.0.33  [idf.il dr op drop 1
37.142.139. 230 |israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber alert 1
130. 193. 50. 33 gz::;”ion 147.237.77.74 [lawidf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.11 Lhited Sates  [147.237.77.170 |nmarachot.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45.79. 168. 168 147.237.77. 176 |natpash.i df .i| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
184.105. 139. 67 |lLhited Sates 147.237.76.39 [mobile. neitav.idf.i|dr op SAMrul e drop 1
216.218.206. 118|lnited Sates  |147.237.76.86 |[navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 251 |thited Sates  [|147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.142.139.230 [lIsrael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
149. 88. 239. 130 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 193. 249|I sr ael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
74.82. 47.18 Lhited Sates |147.237.8.27 |e nadimatal.idf.il|Geo-1ocation enfor cenent g?olrg;ﬁ:mon I nbound drop 1
184.105.139. 75 |wited Sates [147.237.72. 217 e i i1 Geo- | ocati on enf or cenent ﬁ?olr (C’Zii'nfn | nbound drop 1
5.22.135. 144 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.52.41.30 | srael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code B ock 17
46.19. 85. 17 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Ostributed Abnornal |y Long Request B ock 4
112.198. 103. 151 |Phi i ppi nes 147.237.72. 166 |aka. i df . i | D stributed Unknown HTTP Request Met hod Bl ock 4
112. 198. 103. 151|Fhi i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed 111egal Byte Qode Character in Header Nane B ock 4
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Ostributed Ml formed LRL B ock 4
112. 198. 103. 151 |Phi | i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Mt hod B ock 4
112. 198. 103. 151|Fhi i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed NILL Character in Header Nane B ock 4
46.19. 86. 213 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.37.12.39 Italy 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 46. 37.12. 39 B ock 3
112. 198. 103. 151|Fhi i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in Header Val ue B ock 3
2.52.41.30 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 3
112.198. 103. 151 |Phil i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed NULL Character in Mt hod Bl ock 2
2.52.41.30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Ostributed Mal fornmed HTTP Header Line B ock 2
5. 29. 164. 247 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
. . Uhaut hori zed URL Access to
46.37.12. 39 Italy 147.237.77. 216 |dover.idf.i |l v i df i |/ shar ed/ user cont r ol s/ header upper / Bl ock 2
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | O stributed Aonormal |y Long Header Line B ock 2
L . ] Untraceabl e S3. Sessions: Protocol violation
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Ill1egal Paraneter Encodi ng searchText in
66.249.65.37  |Israel 147.237.77.74 (lawidf.il vown | aw i df . |/ 275- hel pat zar . asp None 1
191.232.136.8 |Uited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to www aka. idf.il/consol ef core/ doc_myr/null  |B ock 1
2.52.56. 210 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
’ . . O stributed Whaut hori zed URL Access on
204.13.201.138 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . O stributed Uhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77. 216 |dover.i df.i |l v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
125.212.121. 13 |Phili ppines 147.237.77. 176 |mat pash. i df .i|  [PHP Attenpt B ock 1
112.198. 103. 151 |Phil i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed Il1egal HITP \ersion Bl ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.187 | srael 147.237.76.31 |nakchal .idf.j| [Wauthorized LR Access to B ock 1
nakhal . i df .il/consol e/ core/ doc_ngr/doc_ngr. asp
] . . O stributed Uhaut hori zed URL Access on
192.99.41.217 |Uited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.52.56.210 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . O stributed Uhaut hori zed URL Access on
204.13.201.138 |Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . O stributed Whaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
125.212.121. 13 |Phili ppi nes 147.237.77. 176 |mat pash. i df . i|  [Unauthori zed URL Access to waw cogat . idf.il/xmrpc. php B ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.87 |Wnited Sates [147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.79.202 |lsrael 147.237.72. 156 [arman. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt Bl ock 1
. . . O stributed Uhaut hori zed URL Access on
195. 254. 135. 76 |Ronani a 147.237.77. 216 |dover.i df.i |l v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
Illegal URL Path Encoding x8c[[#4]] G coA-h-58j ASxe
112. 198. 103. 151|Fhi | i ppi nes 147.237.72. 166 |aka. i df . i | Au, i [[#20] ] x?xEe 6% [ #12] ] Box” xfm B ock 1
7APx3AL6xERgAYe] [ #25]] 1A2xe=C} g[ [ #0] ] 2 AY4,¢A/ t A- A . hw
. . Unaut hori zed Met hod HEAD f or
77.127.23.26  Israel 147.237.72. 166 aka. i df . i | ww aka. i df . i | / nai / sachar /i dkunpr ati ni shi yi m aspx Bl ock !
162. 243. 175. 201|Uhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
} . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
68.180. 228. 112 |[lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
’ . . O stributed Whaut hori zed URL Access on
204.13.201.137 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
NULL Character in URL x8c[[#4]] G coA-h-58j Asxe
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Au, [ [[#20]] x?xE£e 6% [ #12] ] Ax xfm B ock 1
7AoxsAt6x EASAYe[ [ #25] ] 1A2xe=C1 g[ [ #0] ] (2 AVA,CA/ t A A . hw
36.2.9.139 Japan 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wwwi i df . il/894-en/idf gdover. aspx B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf . i Uhaut hori zed URL Access to waw i df.il/newsite/english B ock
: ] . Uhaut hori zed URL Access to
54.243.53.148 |lhited Sates [147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1283- 12386- en/ dover . aspx Bl ock 1
173.252.90.90 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
68.180.229. 173 |Wited Sates |[147.237.72.166aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.13.201.137 |Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/1133-22638- he/ dover . aspx. B ock 1
112. 198. 103. 151 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1

02-01-2016-05:04:09 to 02-01-2016-06:04:09




