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02-01-2016-04:04:02 to 02-01-2016-05:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 10
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 6
89.248.174. 4 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Np All Net drop 1

184. 26. 160. 64 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Bock Udp All Nets drop 1

70.192. 196. 31 Lhited Sates 147.237. 72. 166 aka. idf.il SYN H ood unverified cooki e drop 1

184. 26. 160. 64 Lhited Sates 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1

74.91. 28. 59 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1




02-01-2016-04:04:02 to 02-01-2016-05:04:02

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

38.87. 46. 138 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 2




02-01-2016-04:04:02 to 02-01-2016-05:04:02

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
222.186. 42. 206 |147. 237. 76. 147 |Chi na chinuch. aka.idf .iI[ET SCAN Potential SSH Scan 1
222.186. 42. 206 (147.237.0.35 [China akavs. i df .i | ET SCAN Potential SSH Scan 1
185. 69. 53. 105 [147.237.0.19 |Fance nadi matal .idf.il |ET SCAN Potential SSH Scan 1
130. 211. 93. 253 |147.237.77. 179 |Wited Sates |e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186. 42. 206 |147. 237. 76. 34 |Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
162. 243. 64. 165 |147.237.77.61 |Lhited Sates [e. cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95. 109, 126. 154 |147. 237 76. 30 |Sweden hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1




02-01-2016-04:04:02 to 02-01-2016-05:04:02

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
173.208.123.26 |UWited Sates  |147.237.72. 166 |aka i cf .i Bad TCP sequence mdﬁr:cr;rit Wth different monitor  [135
185. 120. 125. 7 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 125. 7 147. 237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACGK nunber alert 28
113.28.8.29 Hong Kong 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
46. 19. 86. 100 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
173.208.123. 26 |wnited Sates  [147.237.72. 166 |aka. idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
118. 200. 24. 158 |S ngapore 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 86. 76 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
66.249.78.154 |lited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid |imvalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4
66.249.78.161 |Wnited Sates  |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  Jinvalid segnent retransnssion drop 4
Ret ransni ssi on Packet dropped.
188. 143. 232. 15 :3:::30” 147.237.76.86 |navy.idf.il ;; ?:Tsrﬁ SESTQ;:E: TP Invalid 'Pg‘éakl;td;eggggg_ retransm ssi on. drop 4
94.230. 86. 142 [lIsrael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 60 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
76. 115. 96. 90 Lhited Sates  [147.237.77. 170 |mmarachot.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 3
94.230. 86. 142 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
70. 199. 69. 54 Lhited Sates  [147.237.77.216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
185.32.179.17 |Israel 147,237 77. 243 |mbi e ich. i1 || SAMNg Engine: TP Invalid invalid segnent retransmssion. |y 3
Ret r ansmi ssi on Packet dr opped.
70. 199. 69. 54 Lhited Sates 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
109.66.132.2  |Israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 60 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 3
66.249.78.147 |Wnited Sates  |147.237.76.86 |navy.idf.il Stream ng Engi ne: TP Invalid  finvalid segnent retransissi on drop 2
Ret r ansmi ssi on Packet dr opped.
123.125.71.57 |China 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
2.52.6.237 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 126|lhited Sates 147.237.77. 178 |e. mat pash. i df . i | [Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf or cenent |drop 1
109. 154. 155. 27 |United Ki ngdom|147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
74.82.47.7 Lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
187. 178. 228. 228|Mexi co 147.237.72. 166 |aka. i f .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.230.86.142 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 1
31.210. 186. 128 |[Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 239|Whited Sates  [147.237.76.200|eitan aka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 124|lLhited Sates  |147.237.77.176 |natpash.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69. 95. 47 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188.143.232. 15 :Zj;”ion 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁs\fsrcjlrea”sm wehdifferent | onitor |1
173.208. 213. 114|Wnited Sates  [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
104.130.78.65 |Lhited Sates  [147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 1
123.125.71.57 [China 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Invalid ACK nunber alert 1
87.69. 95. 47 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
194.72.238. 241 |United Kingdom|147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
184.105.139.95 |Lhited Sates  |147.237.0.35 |akaws.idf.il drop drop 1
70.210.158.27 |Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1




02-01-2016-04:04:02 to 02-01-2016-05:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
] . . Mil tiple Untraceabl e SS. Sessi ons from173.208.123.26 (Protocol violation
173.208.123.26 |lWited Sates [147.237.72.166|aka.idf.il (SSL._CONN_APPLI CATI ON_DATA EXCHANGE) ) None 3
76.115. 96. 90 Lhited Sates [147.237.77.170|maarachot. i df.il|Ostributed Suspicious Response Code B ock 3
188. 143. 232. 15 RJSS::t”ion 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 188. 143, 232. 15 Bock |2
5. 29. 50. 214 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/mai n/ sachar/ newsar chi ve. aspx |Bl ock 2
173.208.123.26 |lhited Sates |147.237.72.166aka.idf.il Abnornal |y Long Header Line request header nane B ock
} . . D stributed Uhaut hori zed URL Access on
204.13.201. 137 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Block |1
] . . S Uhtraceabl e Gonnection - Protocol violation
173.208.123.26 |UWited Sates |147.237.72.166aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
} . . D stributed Uhaut hori zed URL Access on
69.162.139.9  |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Block |1
173.208.123.26 |Uited Sates |147.237.72.166aka.idf.il Mitiple Illegal Byte Gode Character in Header Val ue from173. 208. 123. 26 B ock 1
Illegal Byte (de Character in Paraneter Nane AY
173.208.123.26 |Uited Sates |147.237.72.166aka.idf.il O YAY[ [#28] ] A A ~0A x [ [#4]] »>; A A¥6x3 in x3Ace B ock 1
+O [[#22]1[[#22] ] ckx?[ [ #30] ] &€! &,¢A¥<kua€! KAVA. At ASA™
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/1133-22461- he/ dover . aspx. Bl ock 1
188. 143. 232. 15 RJsls;;ni on 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wmn navy. i df.il/900-en/ Bl ock 1
40.77.167.35 Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
173.208.123.26 |Uited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unknown HTTP Request Met hod from 173. 208. 123. 26 B ock
. . SAoe+C ? a€' 5 ¢A 3
173.208.123.26 |[Uiited Sates |147.237.72.166|aka. idf. il Mel forned LR xSAce+O [[#22]] [[#22]] ckx?[ [#30]] &€, &,6A¥<kuag Bock |1
P KAVA. A AZR
173.208.123.26 |Uited Sates [147.237.72.166aka.idf.il Abnormal |y Long Request net hod B ock 1
173.208.123.26 |lnited Sates [147.237.72.166|aka.idf.il Too Many Headers per Request - 42 Headers B ock 1
70.210.158.27 |lnited Sates |147.237.77.216|dover.idf.i | SSL Untraceabl e Connection - Cpen Mde None 1
173.208.123.26 |Uited Sates [147.237.72.166|aka.idf.il Mitiple Il1legal Byte Code Character in Mthod from173. 208. 123. 26 B ock 1
Illegal Byte Qde Character in Qery Sring AY
173.208.123.26 |lhited Sates |147.237.72.166aka.idf .l O YAY[ [#28] 1 A A ~0A x" [[#4] ] »>; Aj A¥6x3 on x3Ace Bl ock 1
+( [ [#22] 1 [ [ #22] ] ckx?[ [ #30] ] &€! &,6A¥<kua€! KAVA At AZA™
: . . D stributed Unaut hori zed LRL Access on
107.178.194. 83 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
194. 72. 238. 241 E?';;gom 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to / B ock 1
40. 77. 167. 66 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error.htm B ock
173.208.123.26 |lhited Sates |147.237.72.166|aka.idf .l Mil tiple Abnornal |y Long Header Line from 173.208. 123. 26 B ock
Illegal Byte Code Character in Header Nane EAQXA-A3fAS
R' AY A8nA¥j [ #5] 1 [ [ #12] ] AtASA™[ [ #0] ][ [ #21] ] QAtATHA; A&A«PA
173.208.123.26 |Uhited Sates |147.237.72.166aka.idf.il A A [[#11]] At A-Az A¥~AcwWha AsATA A A" A'( AA° A, ASLA¥AYE" AZ B ock 1
A2[ [ #16] ] +A?ApATAcAVEXA. AATAT [ #1]]1 AVA?[ [ #1]] A AT9A2 A%oA™
[[#7]]1 A A2Ar +A2 R'A- gA- AAEAA[ [ #18] 1 A Al c ARAROMG
173.208.123.26 |lhited Sates |147.237.72.166aka.idf.il Unknown HTTP Request Met hod AZAL A?- A?4[ [ #30] ] AZA§A? A7/ B ock 1
76.18.213.161 |Wited Sates |147.237.77.216|dover.idf.il D stributed Waut horized URL Access on waw i df . i|/894-en/i df gdover.aspx |B ock 1
173.208.123.26 |lnited Sates [147.237.72.166|aka.idf.il Mil tipl e Mal formed HITP Header Line from 173.208. 123. 26 B ock 1
! . . Illegal Byte (hde Character in URL x3Ace+([[#22]][[#22]] ckx?[ [#30]] &€! &,
173.208.123.26 |[Wited Sates [147.237.72.166|aka.idf.il CA¥<kua€! KAVA. Al AZA~ Bock |1
. . Unaut hori zed Met hod CPTI ONS for
113.28.8.29 Hong Kong 147.237.72. 166 [aka. i df . i | aka.idf.il/nain/giyus/ aut henti cati onser vi ce. asnx/ get aut huser B ock !
N . . D stributed Unaut hori zed LRL Access on
197.231.221. 211|Liberia 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
NULL Character in Header Narme at EAqXA-A3fAS
R' AY A8nA¥j [ #5] 1 [ [ #12] ] AtASA™[ [ #0] ][ [ #21] ] QAtATHA; A&A«PA
173.208.123.26 |Uited Sates |147.237.72.166aka.idf.il A A [[#11]] At A-Az A¥~AcwWha AsATA" A A" A'( AA° A, ASLA¥AYE" AZ B ock 1
A2[ [ #16] ] +A2ApATAcAVEXA. AATAT [ #1]]1 AVA?[ [ #1]] A AT9A2 A%oA™
[[#7]]1 A A2Ar +A2 R'A- gA- AAEAA[ [ #18] 1 A At! c ARAROMG
Unaut hori zed URL Access to
66.249.64.9 | srael 147.237.77. 176 |mat pash. i df . i | |wun cogat. idf.il/useful i nfornation/ news/ pages/ net aenmeet headknesi yot . asp |Bl ock 1
X
173.208.123.26 |lhited Sates |147.237.72.166aka.idf .il Mil tiple Abnormal Iy Long Request from 173.208. 123. 26 B ock 1
173.208.123.26 |Uited Sates [147.237.72.166|aka.idf.il Illegal Byte Qode Character in Header VAl ue B ock 1
185. 120. 126. 39 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to www tikshuv.idf.il/1048-he/ B ock 1
173.208.123.26 |lhited Sates |147.237.72.166aka.idf.il Mil tiple Mal formed URL from 173.208. 123. 26 B ock 1
173.208.123. 26 |Uhited Sates |147.237.72.166|aka.idf.il I11egal HITP \ersion Bl ock 1
122.107.118.54 |Australia 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
. . . D stributed Uhaut hori zed URL Access on
204.13.201. 137 [Wwited Sates [147.237.77.216|dover.idf. il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
173.208.123.26 |lnited Sates [147.237.72.166|aka.idf.il NULL Character in Method AzAt A?- A24[ [ #30] ] AZASA?A2A: B ock 1
66.249.65.131  [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/sip_storagelfil es/ 8/ 638. pdf B ock 1
173.208.123.26 |Uited Sates [147.237.72.166|aka.idf.il Mitiple Il1legal Byte QGode Character in Header Nane from 173.208. 123. 26 B ock 1
173.208.123.26 |lnited Sates [147.237.72.166|aka.idf.il Illegal Byte Code Character in Method AZALAP- A24[ [ #30] | AZAARARA: Bl ock 1
94. 230. 86. 142 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
173.208.123.26 |Uited Sates [147.237.72.166aka.idf.il Miltiple NILL Character in Header Nane from 173.208. 123. 26 B ock 1
173.208.123. 26 |Wnited Sates [147.237.72.166|aka.idf.il Mal for med HTTP Header Line 20 B ock 1
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