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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 6
183. 60. 48. 25 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 2
185. 35. 62. 122 Sntzerl and 147.237.76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
74.91. 28. 61 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-traf 1 drop 1
95. 100. 174. 66 Eur ope 147.237.76. 202 e halag.idf.il ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




02-01-2016-03:04:00 to 02-01-2016-04:04:00

|Top Attackers In ID|

At acker

Potential Scan or Brute Force

Target Address ountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
58.221.242. 130 |147. 237. 72. 156 |Chi na aman. i df.il GPL SCAN nmap TCP 2
218.246.0.97 |147.237.76. 199 |Chi na e.nakchal .idf.i I|JET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 (147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
o0 172. 75. 134 |147 237 72. 14 |Mexi co dover.idf'”(olcEI' SCAN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1




02-01-2016-03:04:00 to 02-01-2016-04:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
185. 120. 125. 7 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 125. 7 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid AGK nunber alert 28
172.77.161.91 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
41.33.232.66 Egypt 147. 237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
77.126.151. 229 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
217.211. 184. 110|Sweden 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
54.211.223.227 |lhited Sates |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 5
85. 65. 49. 249 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber alert 4
85. 65. 49. 249 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid AGK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4
37.247.36. 96 Net her | ands 147.237.8.24 |e.lifestyle.idf |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 4
191.232.136.61 |Wnited Sates  |147.237.72. 166 |aka i df .il Streaning Engine: TCP Invalid  invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dr opped.
37.9.122. 201 gs::;”ion 147. 237.72. 166 |aka i of . i | i{ ?2::"8?3 sEs?chr?e: TGP Invalid Lg‘é?(!td dsregggg;_ retransmssi on. drop 3
79.176.171. 205 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dr opped.
109. 253. 141. 251l srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACGK nunber noni t or 3
79.176.195.79 i srael 147. 237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
174.129. 106. 167|Wited Sates  |147.237.77.216[dover.idf.il  |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 2
208.115.111. 73 |Lhited Sates  |147.237.72. 166 |aka. idf.il drop SAMrul e drop 2
54.166. 132. 218 |lLnited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 2
54.145.255.134 |Lhited Sates  |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 2
54.146.182. 205 [Uhited Sates  |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [noni tor 2
109. 253. 141. 251 ]I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber alert 2
54.205.156. 129 [Lhited Sates  |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 2
54.147.166. 122 |Uhited Sates  |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [noni tor 2
204.79.180. 132 |Whited Sates  |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmissi on drop 2
Ret r ansni ssi on Packet dr opped.
40.77.167.39  |Wited Sates  [147.237.77.234|nal ag.idf. il Stream ng Engl ne: TGP Invalid  imvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
82.196.10. 134  |Net herl ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
65.19.167.131 |[lhited Sates  |147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow rmoni t or 1
54.80.203.253 |lhited Sates |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [rmoni tor 1
123.125.71.85 |China 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 1
31.220. 4. 161 Net her | ands 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow rmoni t or 1
109. 154. 155. 27 |Uni ted Ki ngdom|147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
77.247.181. 162 |Net herl ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 166|nited Sates  |147.237.76.38 |e.e.neitav.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 203. 76 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
217.211. 184. 110|Sweden 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid AGK nunber noni t or 1
192. 168. 173. 102 147.237.77. 216 |dover.idf.il  |drop drop 1
66. 180. 193. 219 |lhited Sates 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
176.126.252. 11 |Romani a 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
123.125.71.85 |China 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
109. 154. 155. 27 |United Ki ngdom|147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
208. 115.111. 73 |lhited Sates 147.237.76.31 |nakchal .idf.il |dr op SAMrul e drop 1
77.247.181.165 [Netherlands 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow rmoni t or 1
54.167.220.11 |[Uited Sates  |147.237.77.216|dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [noni tor 1
158. 69. 201. 128 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
193. 90. 12. 89 Nor way 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversa overflow noni t or 1
74.82.47.39 Lhited Sates 147.237.76.34 |yohal an.idf.il |dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock
5.29.103. 78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
38.82.219.254 [lnited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/undef i ned B ock
. . Unaut hori zed URL Access to
213.251. 182, 103[France 147.237.77. 176 [nat pash. i df . i | viewv cogat . i df . il /sip storage/ fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 3
188. 143. 232. 10 RJSf;:I”i on 147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 188. 143. 232. 10 B ock 2
109. 67.160. 16 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89.138.187.16 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
109. 253. 140. 77 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.78.254 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in wwaka.idf.il/main/giyus/general.aspx [None 1
] . . DO stributed Uhaut hori zed URL Access on
208.184.112.74 |Wnited Sates 147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
188. 143. 232. 10 RJSIS:;ni on 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to v navy. i df . il/900-he/ B ock 1
46.120. 164. 240 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . Unaut hori zed URL Access to
191.232. 136. 185|Uhited Sates 147.237.77.176 |nat pash. idf . il | cogat i df i 1/ about / mat ehanat pash/ pages/ dover . aspx B ock 1
104. 131. 147. 112|United Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 1
176. 9. 127. 69 Ger many 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waww i df.il/1008- he/ +navienu. gc+ B ock 1
194. 187. 168. 228|Fol and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df . il/163-6958-en/ pat zar B ock 1
; . . O stributed Whaut horized URL Access on
107.178.194.87 [lhited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
176. 35. 166. 207 |Uni ted Ki ngdom [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/nazi'a=0 B ock 1
66.249.78.199 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
] . . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |nited Sates 147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.87 |Wnited Sates  [147.237.77.216|dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
31.220.4.161  |Netherlands 147.237.77. 216 |dover . i df . i | WL i's fbove Root Directory Bl ock 1
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