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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 837
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 731
41. 43. 246. 76 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 38
41. 43. 246. 76 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 34
41.43.252. 5 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 19
197. 36. 62. 107 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 18
41.43.252. 5 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 17
41. 239. 86. 162 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 14
41.239. 86. 162 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 12
197. 36. 62. 107 Egypt 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 11
41.43.241. 123 Egypt 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orwar d 9
41.43.241. 123 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 6
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 5
41. 43. 194. 157 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 5
41. 43, 214. 245 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
41. 47. 56. 154 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 3
41. 43. 214. 245 Egypt 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orwar d 3
52. 53. 253. 180 Lhited Sates 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 3
92. 223.198. 233 Italy 147. 237. 8. 27 e.nadi matal .idf.il L4 Source or Dest Port Zero drop 2
41. 239. 83. 147 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
115. 239. 228. 10 Chi na 147.237.76. 147 chi nuch. aka.idf.il JLM Under Attack Con Htp drop 2
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
52. 53. 253. 180 Lhited Sates 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
74.91. 28. 61 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf1 forward 1
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf .il ock Wdp Al _Nets drop 1
41. 43. 194. 157 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 1
197.41.137. 4 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1
41. 239. 83. 147 Egypt 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 1
41.42.108. 85 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 1
123. 151. 42. 61 Chi na 147.237. 76. 39 nobi le.neitav.idf.il |Block Udp All _Nets Con Lint drop 1
41.42. 108. 85 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.146 |147.237.72.166|lited Sates |[aka.idf.il ET SCAN NVAP -sA (2) 2
50.204. 188. 142 |147.237.77.216|lnited Sates |[dover.idf.il ET SCAN NMAP -sS w ndow 4096 1
41.239.86.162 |147.237.77. 216 |Egypt dover.idf.il ET SCAN DirBuster Veb App Scan in Progress 1
41. 47.56. 154 147. 237. 77. 216 |Egypt dover.idf.il ET SCAN DirBuster Vb App Scan in Progress 1
197.36.62. 107  [147.237. 77. 216 |Egypt dover.idf.il ET SCAN DirBuster Véb App Scan in Progress 1
41.43.252.5 147. 237. 77. 216 |Egypt dover.idf.il ET SCAN DirBuster Veb App Scan in Progress 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
41.43.194. 157  (147.237.77. 216 |Egypt dover.idf.il ET SCAN DirBuster Véb App Scan in Progress 1
173.55.32. 113 |147.237.8.46 |lhited Sates |e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
146.0. 75. 114 147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 212. 232. 146|147. 237. 76. 177 |M et nam ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
41.239.86.162 |147.237.77. 216 |Egypt dover.idf.il | NDI CATCR SCAN D rBuster brute forcing tool detected 1
41. 47. 56. 154 147. 237. 77. 216 |Egypt dover.idf.il | ND CATAR SCAN D rBuster brute forcing tool detected 1
197.36. 62. 107  |147.237. 77. 216 |Egypt dover.idf.il | NDI CATOR SCAN D rBuster brute forcing tool detected 1
41.43.252.5 147. 237. 77. 216 |Egypt dover.idf.il | NDI CATCR SCAN D rBuster brute forcing tool detected 1
41.43.194.157 |147.237.77. 216 |Egypt dover.idf.il | ND CATAR SCAN D rBuster brute forcing tool detected 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
27.124.121.194 [147.237.76.42 |Australia refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
158.130.6.191 |147.237.8.45 |Lhited Sates [e.eitan.idf.il ET SCAN Rapi d | MAP Gonnections - Possible Brute Force Attack |1
146. 0. 75. 114 147.237.0.17 |[Netherlands  |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
11353 101 68 |147 237 76. 30 |Thi 1 and hivmsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 43. 246. 76 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 80
185.120. 125. 7 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 58
41.43.252.5 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 55
197. 36. 62. 107  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 54
41.239. 86.162  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 52
Sreaning Engine: TCP Invalid ' i ssi
46.120.154.62 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 38
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30
185.120. 125. 7 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 28
176. 228. 136. 107 I sr ael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence SNretransmt wth different monitor |26
w ndow scal e
41.43.194. 157  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
41.42.108. 85 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 21
41.43.214.245  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
Sreaming Engine: TGP Invalid i i ssi
5.28.163.172  |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dr opped.
41. 43. 208. 21 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
41.239.83.147 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 13
41.43.251. 49 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
41. 47. 56. 154 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i ssi
2.54.20. 228 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
Sreaning Engine: TGP Invalid i i ssi
109.253.218.0  |Israel 147.237.77. 243 |nobi l e, i df . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 86. 201 I srael 147.237.72.166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
208.115.111. 73 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 6
Sreaming Engine: TQP Invalid [ i ssi
194.90.89. 5 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 6
. Vb Server Enforcenent . .
41. 43. 246. 76 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 4
Violation
Sreaning Engine: TGP Invalid i i ssi
66.249.78.130 |Wnited Sates |147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
41. 43. 251. 49 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
197.41.137. 4 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
L Vb Server Enforcenent _ _
197. 36. 62. 107  |Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 4
Mol ation
L Vb Server Enforcenent _ ,
41.43.252. 5 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 4
Violation
197.41.224.3 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
2.54.23.91 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
o Vb Server Enforcenent _ ,
41.239. 86.162 |Egypt 147.237.77. 216 |dover.idf.il . DOrBuster Security Scanner rej ect 3
Violation
37.46.38. 152 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 224 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 3
41.43.241.123 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 3
o Vb Server Enforcenent _ ,
41. 43. 214. 245  |Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 3
Violation
. Vb Server Enforcenent _ .
197.41.224.3 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Mol ation
o Vb Server Enforcenent _ ,
41.239.83. 147 |Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Violation
. Vb Server Enforcenent _ .
41.42.108. 85 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Mol ation
o Vb Server Enforcenent _ ,
41.43. 208. 21 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Violation
46. 19. 85. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 2
L Vb Server Enforcenent _ ,
41.43.241. 123  |Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Violation
L Vb Server Enforcenent _ _
197.41.137. 4 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Mol ation
L Vb Server Enforcenent _ ,
41. 47. 56. 154 Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Violation
L Vb Server Enforcenent _ _
41.42.108.102 |Egypt 147.237.77. 216 |dover.idf.il . DrBuster Security Scanner rej ect 2
Mol ation
46. 19. 86. 130 I srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
o Vb Server Enforcenent _ ,
41.43.194. 157  |EQypt 147.237.77. 216 |dover.idf.il Violation DOrBuster Security Scanner rej ect 2
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site dgnature Devi ce

‘Count

Country Action
109. 253.218.0  [Israel 147. 237.72. 166 |aka. i df . i | mu;kr;orl geﬁ /'\:;j wzaﬁ\; Z:Apaysl i p. s B ock 6
65.49.17.2 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 65.49. 17. 2 B ock 5
66.249.78.159 |[Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 78. 159 Bl ock 5
46. 19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253.218.0 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
202.123.131.18 |Guam 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 2
104.223.39.109 |[Uhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.20. 228 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
202.123.131.18 |Guam 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php Bl ock 2
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
42.101.158.20 [China 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka.idf.il/plus/nytag js.php |B ock 1
150.70.173.57  [Japan 147. 237.77. 216 |dover . i df . i | b stri but e gs?;fggggg?ﬂeﬁvﬁc'?:p:” Bl ock 1
85.214.98.239  |Ger many 147.237.77. 216 |dover . i df .i | D stri butec llf;;_tggégg?ﬁeﬁw:‘ffp;” B ock 1
2.54.23.91 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
204.13.201.137 |Wited Sates [147.237.77.216|dover.idf.il Distributed Lhauthori zed UL Access on B ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
] . . Distributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 1

Unaut hori zed URL Access to

66.249. 78.109 |Israel 147.237.77. 216 (dover. i df . i | 147. 237.77. 216/ 1134- 7935- he/ dover . aspx B ock 1
46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
157.55.39. 156 |lhited Sates [147.237.72.166|aka.idf.il D stributed Whauthori zed UR. Access on 147. 237.72. 166/ r obot s. t xt Bl ock 1
89.139.36.122 |Israel 147.237.77. 216 |dover. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
65.49.17.2 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
40.77.167. 22 Lhited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to nakhal . idf.il/894-he/ nakhal . aspx) Bl ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.201. 137 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
176. 228. 136. 107 |l srael 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
96.255.136.28 |lhited Sates |147.237.72.166|aka.idf.il wiww aka. i i 1/ nai v/ Sachar / r equest paysl i pexpl anat i on. asp None 1
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/eng B ock 1
! . . Uhaut hori zed URL Access to
40.77. 167. 35 Lhited Sates |147.237.77.233|atal .idf.il 147. 237. 77. 2331 si p, st or age/ fi | es/ 0/ 2540. | pg B ock 1
79.179.58.201 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
46. 19. 86. 194 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.65.131  |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df.il/sip_storage/files/0/1350. pdf |B ock 1
42.101.158.20 [China 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
150. 70.173.57  |Japan 147.237.77. 216 |dover.idf . il v i df i | / 1133 22461- hel dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
84.111.114.7 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- he/ at al . aspx B ock 1
46. 120. 164. 240 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.178.194.79 |Whited Sates |147.237.77.216|dover.idf.i| Distributed Lhaut hori zed LRL Access on B ock 1

waw i df . i1 /1133- 22461- he/ dover . aspx.
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