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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 16
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
52.53.222.9 Lhited Sates 147.237. 76. 202 e halag.idf.il ock Np Al Net drop 1
142.54.160. 211 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |[bl ock-sp-trafl drop 1
185. 130. 5. 201 147.237.76. 30 hi nush. i df .i | Bl ock_ Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

52. 26. 202. 58 Lhited Sates 147.237.77.176  |matpash.idf.il [22280: HITP. Joomha Qbject Injection Mulnerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.102. 9. 6 147.237.72. 167 |Whited Sates |ishurimaka.idf.il ET SCAN NVAP -sA (2) 2
37.26.147.211 |147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
112.26.207.25 |147.237.8.28 |China e.mobi | e-ks. i df .il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
61.240. 144. 65 [147.237.72.217|Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.166. 129. 183 |[147.237.77.178|Netherlands  |e. natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84  |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 60. 252. 84  |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -f -sS 1
158.130. 6. 191 |147.237.77.121 |lhited Sates |e navy.idf.il ET SCAN Repi d PCP3S Connecti ons - Possi bl e Brute Force 1
Attack
125. 212. 232. 144(147. 237. 72. 166 |M et nam aka.idf.il ET SCAN NVAP -f -sS 1
112.196. 49. 101 |147.237.76. 202 |Indi a e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
80. 82. 64. 190 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
61.240. 144. 65 [147.237. 76. 202 |Chi na e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.166.129. 183 |[147.237.77.178|Netherlands  |e. matpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
46.166. 129. 183 [147.237. 77. 178 |Net her| ands e. mat pash. i df .il ET SCAN NVAP -f -sS 1
183. 60. 252. 84  [147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
171.96.160.43 [147.237.0.17 |Thailand m ny- kosher-kravi . i df.il ET m Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
125. 212. 232. 144|147. 237. 72. 166 |M et nam aka. idf.il ET SCAN NMAP -sS wi ndow 2048 1
112.196. 49. 101 |147. 237.76. 202 I ndi a e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature
185. 120. 125. 7 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 58
Sreamng Engine: TCP Invalid i i ssi
46.120.154.62 | srael 147.237.76. 200 |6 tan. aka. i of . | 9 =9 Invalid segnent retransmssion drop 56
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
185. 120. 125. 7 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invali d ACK nunber aert 29
Sreaming Engine: TGP Invalid i i ssi
93.172.25.151 |Israel 147. 237, 77. 243 |nobi | e. i of . i | 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
31.168.25.105 |Israel 147.237.72. 166 |aka i i1 || S NG Engine: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.127  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
149.78.193. 136 | srael 147 237. 77, 243 |mbi e i o 11 [ @M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
208. 115.111. 73 |lhited Sates |147.237.72.166|aka. idf.il drop SAMrul e drop
208.115.111. 73 [Wited Sates |147.237.77.216dover.idf.il [dr op SAMrul e drop
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
46.19.86.136  |Israel 147. 237, 77. 243 |nobi | e. i of . i | 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.83.68.66  |Netherlands  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.230 |lhited Sates |147.237.77.243|nobile.idf.il 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
208.54.85.159 |Wited Sates |[147.237.77.216|dover.idf.il |SYN Atack SYN -> SYN-ACK -> RST rej ect 6
78.208. 165. 231 |France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
2.54.23.91 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransnssion. dr op 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46.19. 85. 77 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
157.55.39.48  |UWnited Sates |147.237.76.86 |navy.idi.il 9 =g Invalid segnent retransmssion. dr op 4
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Qates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion drop 4
Ret r ansm ssi on Packet dropped.
195. 34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
46. 19. 86. 221 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
117.20.117.42  |canbodi a 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78.44  |Wited Sates [147.237.77.234|nalag.idf.il 9 =g Invalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.51  |Wited Sates |147.237.77.234|halag.idf.il 9 =9 Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
37.26.149.131 |Israel 147,237, 72. 166 |aka i i1 || S NG Engine: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 198. 155 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.64.193 |Uited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
93. 173. 240. 224 |Israel 147. 237, 77. 243 |nobi | e. i of . i | 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.183.199. 117 |[Israel 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 85. 224 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
109. 64. 49. 186 I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.81.69.126  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.177.2.134  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
109. 253. 138. 222l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
84.109.51. 18 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
79.178.152. 138 |Israel 147, 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
84.109.51. 18 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
40.77.167.94  |UWited Sates |147.237.72.166 |aka.idf.il g =g Invalid segnent retransmssion. drop 2
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 156 |United Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion drop 2
Ret r ansm ssi on Packet dropped.
149.88.27.201 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreanming Engine: TCP Invalid i i ssi
66.249.78.37  |Uited Sates |147.237.77. 234 |hal ag.idf.i] 9 =9 Invalid segnent retransmssion. dr op 2
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.79.133 |lnited Sates |147.237.76.200 [eitan. aka.idf.i 9 =g Invalid segnent retransnssion. drop 2
Ret r ansni ssi on Packet dropped.
212. 235. 28. 245 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
Sreaming Engine: TGP Invalid i i ssi
40.77.167.21  |wited Sates |[147.237.76.86 [navy.idf.il 9 =g Invalid segnent retransnssion. drop 2

Ret ransm ssi on

Packet dropped.
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A tacker

Attacker Address ountry Target Address ‘Ste ‘Signature

2.54.154. 141 I srael 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 2
71.17.39.53 Canada 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
46.19. 85. 177 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 164|lhited Sates |147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent 1

drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Country |Target Address |Site Sgnature Action ‘Count
37.26.147.211 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 132
37.26.147.211 |israel 147.237.0.19 |nadimatal .idf.il 1o My of the Sane Response Cbde (404) in Session from g o |45
37.26.147. 211
109. 253. 157. 101l sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 13
37.26.147.152 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.12.32 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.54.23.91 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 3
149.78.193. 136 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
46.19. 86. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
. . Mil tiple Untraceabl e SSL Sessi ons from217. 194. 198. 104
217.194. 198. 104/l srael 147.237.72.166 |aka. i df . i | (Protocol viol ation (SSL GONN APPLI CATI ON DATA EXCHANGE) ) None 2
46. 19. 86. 127 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock
84.228.192.171 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock
185. 19. 221. 113 ?‘é’rfis:'o:‘;a”@wpied 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vww i df .il/894-ar B ock 2
46.19. 86. 136 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock
93.172.25.151 |[Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock
5.22.135. 238 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
. . - DO stributed Whaut horized URL Access on
109.163.234.4  |Romani a 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
80.246.137.91 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 1
66.249. 78.204  |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to wwu cogat . idf.il/896-en/idfg B ock 1
] - . Unknown Paraneter sorderby in
157.55.39.156 |United Sates 147.237.72.166 |aka. i df . i | aka.i of i1 /ituri ndasp/di spl ayal | sol i ers. asp None 1
-kosher-kravi.id i
40.77.167.36  |Uited Sates 147.237.0.16 |, Wnaut hori zed LR Access to Bock |1
f.il v ny- kosher -kravi . i df.il/robots. txt
] . - DO stributed Whaut horized URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates 147.237.77. 216 |dover.idf .il v i df i 1/ 1779- he/ dover . aspx Bl ock 1
- . S Whtraceabl e Gonnection - Protocol violation
217.194. 198. 104/l srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.78.230 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
41.231.9.94 Tuni si a 147.237.77. 216 |dover.idf . il PHP At tenpt B ock 1
’ . . D stributed Uhauthorized URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180. 228.112 |[lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/navy/htri/tool fs. asp B ock 1
109. 253. 194. 204 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
89. 139. 7. 47 I srael 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod POST for B ock 1
wwy aka. i df . i |/ mai n/ sachar/ about . aspx
. . Unaut hori zed URL Access to
66.249.78.236 [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 1/ si ze100x0/ 3241. ] pg B ock 1
] . . D stributed Uhauthorized URL Access on
204.13.201. 137 |thited Sates 147.237.77. 216 |dover . i df .il v i dff i |/ 1133 22638- he/ dover . aspx. Bl ock 1
41.231.9.94 Tuni si a 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock
109. 64. 173.54 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
79.176.189. 226 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. - DO stributed Whaut horized URL Access on
46.120.154.62 |Israel 147.237.77. 216 |dover. i df .i | ww i o i1/t tps: /v df i 1/ B ock 1
141.212.122.81 |lnited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to /x Bl ock 1
. - Unaut hori zed URL Access to
66.249.78.242  |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ i nages/ shar ed/ mi | t hi scl ose. png B ock 1
45,55, 233. 182 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 1
; . . O stributed Whaut horized URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
2.54.134. 120 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
109. 67. 108. 27 |l srael 147.237.77.234|hal ag. i df . i | 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
80.246.136.61 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 1
66.249.78.159 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
37.142.242.174 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
93.173.240. 224 |[israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 1
. . Unhaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p. st oragel {1 es/ 9/ si ze100x0/ 3469, ] pg B ock 1
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