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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

208. 109. 97. 62 Lhited Sates 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 1817
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 28
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 8
115. 239. 228. 10 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under Attack Con Htp drop 2
184. 26. 161. 65 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
192. 99. 39. 151 Canada 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1
74.91. 28. 58 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 drop 1
142.54. 160. 213 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 58 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
184. 26. 161. 65 Lhited Sates 147.237. 76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1




02-01-2016-00:04:01 to 02-01-2016-01:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnalure Devi ce Action |Oount |

46.119.118. 213 |Wkraine 147. 237.76. 147 |chi nuch. aka. i df . i [|Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1




02-01-2016-00:04:01 to 02-01-2016-01:04:01

|Top Attackers In |D|

At acker

Target Address count ry Signature
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249. 78.254 [147.237.72.166|lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
o ET DO Large anmount of TCOP ZeroWndow - Possible Nkiller2
212.76.99. 155 |147.237.77. 233l srael atal.idf.il 2
DDos attack
115. 29. 224. 200 |147. 237. 76. 86 |Chi na navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 2
130. 211. 93. 253 [147. 237. 76. 176 |Lhited Sates [test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.42 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.76.142. 220 [147.237.0.35 Okfrea' Republ i C o, i i ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 77. 243 |Chi na nobi | e. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.56.42 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.199. 57. 194 [147. 237. 77. 216 |1 srael dover.idf.il portscan: TGP DO stributed Portscan 1
115. 29. 224. 200 |147. 237. 76. 198 |(hi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 [147. 237. 76. 198 O'?rea' RepubI 1€+ hal an.idf i1 ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 76. 147 |Chi na chi nuch. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 |147. 237. 76. 147 Okfrea' Republ i €1 i ich. aka. i of i | ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 [147. 237. 76. 38 Okfrea' Republ il o reitav.idt.il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 [147. 237.76. 31 |Chi na nakchal .i df.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 [147. 237. 0. 33 Okfrea' Republic i o i) ET SCAN Potential SSH Scan 1
61.76.142. 220 [147.237.76.34 O'?rea' Republ T C |l an, i of i ET SCAN Potential SSH Scan 1
19527 37,60 |147. 237 76. 34 |Thai 1 and ohal anidf il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
I T y o Potential Scan or Brute Force
222.186.56. 42 |147.237.76.199|Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61.76.142. 220 [147.237.0.19 ?'ea' Republic i matal .idh. il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 77. 234 |thi na hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.56.42 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237.77. 74 |China lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
115. 29. 224. 200 |147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 |147. 237. 76. 148 E?rea, Republ ic | center. aka. i df il ET SCAN Potential SSH Scan 1
210. 183. 248. 41 [147. 237. 76. 42 Okfrea' Republ i €1 ot . i o i | ET SCAN Potential SSH Scan 1
115. 29. 224. 200 [147. 237.76. 39 |Chi na nobi | e. neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 [147. 237. 76. 31 Okfrea' RepUDI T C | oychal i of i ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
210. 183. 248. 41 [147. 237. 0. 17 ?'ea' Republic o kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61.76. 142. 220 |147.237. 76. 148 Okfrea' Republic | center. aka. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

212.76.127.219 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 117

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

185.3.147.178 |israel 147.237.77. 176 |nat pash. i of . i | Streamng Engine: TCP Invalid |invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.

185.120. 125. 7 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id ACK nunber noni t or 30

109. 66. 113. 130 | srael 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.

41.230.14.223 [Tunisia 147. 237.72. 167 |i shuri maka. i of . i [dr op SAMrule drop 20

54.173.9.10 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 19

212.76.127.10 |lsrael 147.237.77.233|atal .idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 18

212.76.127.44  |Israel 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 18

212.76.127. 111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 15

185. 120. 125. 7 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 14

46.19.85. 2 I'srael 147.237.77. 243 |moti 1 e iy | SAMNG Engine: TP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.

37.26.147.191 |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.

77.127.182. 242 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 12

41.230.14.223 |[Tunisia 147.237.72. 166 [aka. i df . i dr op SAMrule drop 11

85. 64. 4. 112 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 10

191.242.179.82 |Brazil 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent | onitor |10

185.120. 126. 14 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10

54.244.22.103 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SYN drop 9

37.46.39. 9 I'srael 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 9
Ret ransni ssi on Packet dr opped.

85.65.128.216 | srael 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.

37.26.146.164 |israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

85. 64. 4. 112 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 7

2.54.4.66 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 86. 225 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6

191.242.179.82 |Bazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6

109. 65. 187. 203 |l srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.

194. 90. 89. 5 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

109. 64. 185. 204 |l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 182 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

191. 242.179. 82 |Brazil 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5

46. 19. 85. 38 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber alert 4

46. 19. 85. 38 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4

191. 242.179. 82 |Brazil 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 4

37.26.148.184 |[lsrael 147.237. 77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

195. 34.150.18 |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor  [3

109. 253. 142. 221l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id ACK nunber alert 3

54.174.179. 157 |Lhited Sates [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3

79.183. 120. 200 |israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

109.67.37.230 |Israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

80.246.137.79 | srael 147.237.77. 23 |mmbite i1 | SAM NG Engine: TP Invalid —invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.

2.54.17.3 I srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

109. 253. 200. 197 |I srael 147.237.77. 23 |mmbite i1 | SAM NG Engine: TP Invalid —invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.

46. 19. 85. 254 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or

141. 119. 184. 130|Canada 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

109. 67. 149. 156 I srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.

94.230. 86. 200 |l srael 147.237.72. 166 |aka.i df .| Bad TCP sequence Inval i d ACK nunber noni t or 3

109. 253. 207. 176 i srael 147.237.77. 243 |moti 1o i or iy | SAM NG Engine: TP Invalid  invalid segnent retransnission drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.19. 85. 17 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 12
79.178.182.23 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 79.178. 182. 23 B ock 11
109. 66. 113. 130 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhknown HTTP Request Method from 217.194. 198. 104 Bl ock
217. 194. 198. 104|i srael 147.237.72. 166 |aka. i df . i | g,ml';_i fg:'igg??o?te Code Character in hethod from Bl ock 6
109. 253. 223. 107|1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 6
217.194. 198. 104l srael 147.237.72. 166 |aka. i df . i | Mil tiple Illegal HITP Version from217.194. 198. 104 B ock 5
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 217.194. 198. 104 B ock 5
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 217. 194. 198. 104 Bl ock 5
217. 194. 198. 104|i srael 147. 237.72. 166 |aka. i df . i | gmll;_i fgillllgggaljofﬂe (ode Craracter in Header Nane from Bl ock 4
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from217.194.198.104 |[B ock 4
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | Miltiple NLLL Character in Header Nare from 217.194.198. 104 Bl ock 4
54.173.9.10 Lhited Sates |147.237.77.216|dover.idf.i | Mil ti pl e Wnaut hori zed URL Access from54.173.9.10 B ock 3
109. 253. 147. 226|I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HTTP Header Line from 217.194. 198. 104 Bl ock 3
2.54.63.91 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 3
80.178.16.146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 3
109. 66. 99. 116 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 207. 176l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
217.194. 198. 104/ srael 147.237.72. 156 |[aman. i df . i | \')‘IJ 'otli:t'ieo?t(rgfb&ﬁjpgffifﬂs&igﬁj&? :1|98;E' 15)4 (Protocol o ne 2
46.19.85.2 I srael 147.237.77.243|nobi l e. i df . i | Di stributed Suspicious Response Code B ock 2
80. 246. 136. 152 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
2.54.5. 240 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
79.179.180. 111 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock 2
188. 143. 232. 35 Russi an 147.237.77. 226 WWW chamat z. aka.id Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 35 B ock 2
Federation foil
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | Mil tiple Aobnormal |y Long Header Line from217.194.198. 104 Bl ock 2
80. 246. 136. 213 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
37.46.39.9 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
2.54.63. 101 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 2
85. 65.128.216 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
80.246.136.62 [Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
2.52.190. 146 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il m“tnzs;' e e navy. aspx. asp Bock |2
217. 194. 198. 104|i srael 147.237.72. 166 |aka. i df . i | 2‘“1';" fgjl'igg?allo?’te Code Character in Feader el ue from B ock 2
5.156.226.134 |Romani a 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
87.69. 40. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Russi an ) ) Paraneter Type Mol ation ‘ _ _
188. 143. 232. 10 Federat i on 147.237.77.216|dover. i df .i | ctl OQ$O)r_1t ent Pl acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i |/ 1379-he/ dover . aspx
66. 249. 78. 31 I srael 147. 237.77. 226 }MA:V\'/ chamat z. aka. i d Lhaut hori zed URL Access to wwy chamat z. aka. i df. i |/ nobil ef B ock 1
109. 253. 215. 223]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
107.178.194.79 |Wited Sates  [147.237.77. 216 |dover. i df . i | D stri bt ec 1T§;f2§éi3;?ﬁeﬁvﬁc.?:p£n Hock |1
Illegal URL Path Encoding fxfA«xce] [ #3]][[#0] ] amx'x¥zf x—ARE
217. 194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | LAMA oAE[ [ #0] ] bASATi xca€ B ock 1
hr A§za€cetipyt [ [ #18] | 4€"2€° A2AC6APETx!
204.13.201. 138 |Uited Sates [147.237.77. 216 |dover. i df . i | Dstri buted 1‘1“;;‘;;;5926%\/2??;’3;” Bock |1
176.13.0.124 [ srael 147.237.72. 166 |aka. i df . i | m”;k‘f:i E?Tﬁ?;;;lgx]mfm EDin None 1
76.198.45.188 |[Wnited Sates [147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
109. 253. 130. 123|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
31.147.152. 144 |Qoatia 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/894-en/i df gdover. aspx B ock 1
217. 194. 198. 104|i srael 147. 237. 72. 156 |anan. i df . i | i‘sgtégiﬁibispﬁ”gﬁi g’L_DZT?;i’ICE‘;('C:"AﬂG"’“E; on None 1
94. 189. 150. 223 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .il Unaut hori zed LRL Access to wwuidf.il/atal 1/izkor/viewing.asp |B ock 1
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Paraneter Encoding from 217.194.198. 104 None 1
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