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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
37.26.148. 141 | srael 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 1645
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 49
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 20
212.179.21.194 | srael 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 16
176. 13. 23. 167 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
213.57.160. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

85. 64. 134. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
115. 239. 228. 10 Chi na 147.237.76. 202 e halag.idf.il JLM Under _Attack_Con Htp dr op 2
142. 54. 160. 212 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .i df.il bl ock-sp-trafl forward 1
192. 99. 39. 151 Canada 147.237.76. 44 e.refuah.idf.il Bl ock_Udp Al Nets drop 1
184. 26. 161. 65 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp Al _Nets drop 1
52.53.222.9 Lhited Sates 147. 237. 76. 197 e. hinush. i df .| Bock Np Al Net drop 1
142. 54. 160. 211 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl drop 1
185. 130. 5. 224 147.237.76. 34 yohal an. i df .il Bl ock_Udp All _Nets dr op 1
74.91. 28. 61 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

At t acker At t acker . )
count ry ’Target Address |Site S gnature
123. 126. 113. 80 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
144.76.12.75  |Ger many 147.237.72. 166 [aka. i df . i | Cl06: HITP. naj estic bot B ock
151. 80.31.134 |[itay 147.237.76.31 |nakchal . i df.i{c28: HITP. AnrefBot craw er B ock
89. 216. 115. 8 147.237.77. 216 |dover . i df . i | gﬁ;ﬁ HITP: Suspi cious ser-/Agent (WndowsNT) Wth No Separating g o 1
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|Top Attackers In |D|

At acker

Target Address ount ry ‘Ste Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
19 116. 170.92 |147. 237 77 2161 51 ael dover i df il ET DOS Large anount of TCP Zer oWndow - Possible Niller2 3
DDos attack
61.240. 144. 64 |[147.237.77. 212|Chi na e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 |[147.237.76.177|Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.0.15 |[China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 243 |Chi na nobi | e.i df il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
189. 60, 159. 161 |147. 237 8. 27  |mrami| o radi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
o5.86.96. 216|147 237 72. 166 | 5rael aaidh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
59.45.79.117  |147.237. 76. 201 |Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
93.173.153.16 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
59.45.79.117  |147.237.76. 197 |Chi na e himsh.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 66 |[147.237. 76. 201 |Chi na e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.76.39 |China nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  |147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
61 240. 144 64 |147 237 77 205 | na orisha i df i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
912 109, 57198 |147. 237 77 216 1 51 ael dover i df il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
46.151.53.217 |[147.237.72. 156 | krai ne aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 227|Chi na e. hamaz. i df . il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 |147. 237. 0. 200 |Chi na rdu. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
59.45.79.117 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
115. 29. 224. 200 [147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
95.86.96.177  |147. 237 77 216 |1 s ael dover i df il ET DC5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
59.45.79.117 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |147.237.77.179|Chi na e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 66 |[147.237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76. 44 |[China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
79.182.238.179 | srael 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval id Jinvalid segnent retransnission drop 96
Ret ransm ssi on Packet dropped.
213.57.186. 182 |Israel 147.237.0.19  |radimatal igr.i| > SaMng Engine: TGP Invalid limvalid segnent retransnissi on drop 34
Ret ransni ssi on Packet dr opped.
109. 253. 129. 138 srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mdﬁrsagaslnlt wehdfferent — oonitor  [3s
195.239.16. 40 |Russi an Federation 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 26
195.239.16.53 |Russian Federation  [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |26
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrul e drop 25
41.230.14.223 |Tunisia 147.237.72. 166 |aka.idf .il drop SAMrul e drop 21
2.54.47.91 I sr ael 147. 237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
37.26.148.141 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
212.76.127.219 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 15
41.230.14.223 |Tunisia 147.237.77. 216 |dover.idf.il drop SAMrul e drop 14
93.172. 190. 110 | srael 147.237.77. 243 |rbi e icr. 1 | 2 NG Bngine: TP Invalid finvalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
109. 66.99. 116 | srael 147.237.77. 243 |rvi e i i1 | €AM NG Engine: TCP Invalid finvalid segnent retransissi on. drop 12
Ret r ansni ssi on Packet dropped.
109. 253. 143.39 |l srael 147.237.77. 243 |rvi e icr. i1 | M NG Engine: TP Invalid finvalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
212.76.127.10 |lsrael 147.237.76.30 |nhimsh.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |12
46. 19. 86. 113 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 11
79.180. 98. 52 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
188. 161. 118. 70 ga:lcis;ii:;a” Territory: 147 237.77. 216 [dover.idf.il |drop First packet isn't SN drop 10
79.176.15.57  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid finvalid segnent retransmission. | 10
Ret ransm ssi on Packet dropped.
87.69. 195. 92 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 10
213.57.47.107 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invali d ACK nunber noni t or
212.199.57.194 |[lIsrael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or
2.54. 34, 241 I'srael 147. 237.76. 200 [ei tan aka. i of i1 || S2M NG ENgine: TCP Inval i d finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
172.56.36.252 |[lited Sates 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
2.54.38.232 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid imvalid segnent retransmissi on. drop 9
Ret ransni ssi on Packet dr opped.
37.26.148.141 [Israel 147.237.77.216 |dover.idf.il ~ |Bad TOP sequence ;\;T;gfﬁrs;;;‘;n;c;gth moni tor (8
132. 66. 48. 33 I st ael 147.237.77. 233 |atal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 8
31.168.197.195 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
94.159. 253.55 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invali d ACK nunber monitor |7
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 7
46. 19. 85. 148 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 226 | sr ael 147.237.0.19 |[nadimatal .idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 6
149. 255. 208. 96 |lrag 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 148 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 66. 229. 242 |1 srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid |invalid segnent retransmission. | 6
Ret ransm ssi on Packet dropped.
104. 200. 151. 74 |Whited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
213.57.160. 177 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nvali d ACK nunber nonitor |6
212.143.40.201 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 6
31.154.254.74 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65. 160. 67 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
79.181.191. 109 |(Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
85. 64.57. 74 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.47.91 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvali d ACK nunber nonitor |5
79.178.170. 153 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
2.54.47.91 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 5
109. 253. 134. 130|I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nvali d ACK nunber nonitor |5
84.95.251. 118 |l srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id finvalid segment retransnission. |, o 5
Ret ransn ssi on Packet dropped.
109. 253. 143. 170|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
213.57.160. 177 |l srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout  [reject
109. 253. 143. 170]I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
213.57.186. 182 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 165
84.109.73.180 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 133
46.19. 86. 50 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 128
46.19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 105
109. 253. 223. 107|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 67
2.54.42.193 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 67
213.57.186. 182 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
2.54.42.193 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
84.109.73.180 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 37
109. 253. 223. 1071 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
176.13. 0. 83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 67. 60. 175 |l srael 147.237.77. 243 |nobi | e. i df . i | :;;“It:?rc;fzf? /tz‘egpgf;tzmgtesmst hi | ddocunent </ 1071 Bl ock 5
185. 120. 126. 59 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 5
2.52.185. 63 I stael 147.237.77. 243|nobi | e. i df . i | ﬁbﬂf o T?’f’fsrcﬁ;ra; Lﬁgngi\é\:sa:\jom%d in Bl ock 4
149.50. 74.173 |Uhited Sates 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
84.229.82.186 |[Israel 147.237.77. 243 |nobi l e. i df . i | Mil tipl e Uhaut hori zed URL Access from 84. 229. 82. 186 B ock

149. 88.52. 180 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
84.109.73.180 |israel 147.237.77. 243 |nobi | . i df . i | Eaf:;e?gfd&ﬁder Type Mol ation on mobile.idf.il/sachar/login B ock 3
2.52.185. 63 I srael 147.237.77.243|mobi | e. i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 3
46. 19. 85. 26 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 201. 216l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54. 149. 89 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 143. 39 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
93.172.190. 110 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 66. 99. 116 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
101.232.136.61 |Whited Sates  |147.237.72.166|aka. i df .i | mu;:g:éfedl Tmﬁfﬁzmﬁw W/ home! def aul ¢ aspx Bl ock 2
77.127.190. 124 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
68.180.229.173 |lnited Sates  [147.237.72.166|aka.idf .il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
217.194. 198. 104|l srael 147.237.72.166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from217.194.198. 104 |B ock 2
176.13.4. 21 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.177.172.196 |israel 147.237.0.19 |nadimatal .idf.il Ed?"nf;f;_“i’%‘:_\iﬁlc;'féé;”hgrlmofzgh;;in acefbl der 1%txtdty in Bl ock 2
37.26.147.220 |israel 147.237.72. 166 |aka. i df . i | Wwﬁf?ﬁ??/ﬂiﬁ/!aﬂhjriﬁlgiis?rati oo zor i reg st . s None 2
176.13.17.109 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None

46.19. 85. 177 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
2.52.185. 63 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
84.229.82.186 |Israel 147. 237.77. 243 |nobi | e. i df . i | nmo;ﬂt:?rc;fzf? /t’a}egpgf;zmgtes/“st i | ddoourent </ 1362 Bl ock 2
46.19.86.100 | srael 147.237.77.74 |lawidf.il ;P;rwarzf:: d?f’f/\gogl_fei/g';t r;a:r erf;;bader 13uckbader Searchtxt Search in g 2
2.54.54. 210 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253. 147. 221 |l srael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
69.171.228.122 |thited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.184.112.74 |Uited Sates  |147.237.77. 216 |dover . i df . i | D stri buted ﬁ";é‘t;ggggeﬂeﬁvﬁcispfn Bock |1
66. 249. 65. 80 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to www chi nuch. aka. i df.il/894-he B ock 1
178.218.117. 7 gj:::lnl on 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ watch B ock 1
103. 194. 170. 165 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/newsite/english/nain. asp B ock 1
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Mil ti ple NULL Character in Header Nane from217.194.198. 104 B ock 1
46.19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
217.194. 198. 104l srael 147.237.72. 166 |aka. i df . i | Il1egal HITP \ersion B ock 1
79.178.191.172 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
5. 144. 63. 66 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217. 194. 198. 104|i srael 147. 237.72. 166 |aka. i df . i | (Sz‘stjj tégc\&ibgﬁpﬁngﬁi g]\l_-DET?At\:)CE())(IO\-/IjA?\IJCa;Ei) on None 1
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