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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 26
178.218.117.7 Russi an Federation 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
84.109. 13. 196 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
84.109. 13. 196 I srael 147. 237. 77. 234 hal ag.idf.il Bl ock Udp All Nets drop 6
105. 158. 80. 190 Mbr occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_UWp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
115. 239. 228. 10 Chi na 147.237. 0. 200 ndu.idf.il Frk_Under Attack_Con Htp drop 2
81.218.189. 209 | srael 147.237.77. 235 sviva.idf.il B ock Udp Al Nets drop 1
115. 239. 228. 10 Chi na 147. 237. 0. 200 ndu.idf .| Frk Purple Gon Linit Htp drop 1
74.91. 28. 61 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |block-sp-trafl drop 1
81.218. 189. 209 | srael 147.237.77.170 naarachot . i df . il Bl ock_UWp Al _Nets drop 1
142. 54. 160. 212 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
81.218. 189. 209 | srael 147.237.77. 234 hal ag.idf.il B ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

105. 158. 80. 190 Mbr occo 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count|
105. 158. 80. 190  [147.237.77.216 |[Morocco dover.idf.il ET SCAN NMAP -sS wi ndow 1024 6
105. 158. 80. 190  [147.237.77.216 |Morocco dover.idf.il QA Injection - Select Fom 2
154, 73.170. 162 [147.237.8.46 e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
154, 73.170. 162  [147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -f -sS 1
123.58.145. 200 [147.237.0.33 Chi na idf.il ET SCAN Potential VNC Scan 5900- 5920 1
123.58. 145. 200 |147.237.0.16 Chi na ny-kosher-kravi.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
79. 180. 2. 212 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
176.13.9. 185 147.237.0.19 I srael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
154, 73.170. 162 [147.237.8.46 e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
123.58. 145. 200 |147.237.76. 147 |China chi nuch. aka. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
123.58. 145.200 [147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
123.58. 145. 200 [147.237.0.15 Chi na kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

reamn ine: TCP Invali i i SSi
2.54.132.193  |israel 147, 237. 77, 243 |noti 1 e, i o1 |27 €M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 48
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
2.54.146. 97 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 36
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il dr op SAMrul e drop 34
Sreaning BEngine: TP Invalid i i ssi
109. 67.195.66  |Israel 147.237. 77. 243 |nobi l e, f . 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dr opped.
172.58.184.181 |Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 28
Sreaning BEngine: TGP Invalid i i ssi
46.19. 85. 35 I'srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 27
Ret r ansm ssi on Packet dr opped.
2.54.21.120 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 25
Sreaning Engine: TCP Invalid i i ssi
84.111.168.82 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.181. 184. 146 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.
37.26.146.216 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
2.54.21.120 I srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 86. 91 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
reamn ine: TCP Invali i i Ssi
213.57.148.41 | srael 147.237.77. 243 |moti 1o ior. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 16
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
109. 253. 200. 124|i srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g vl i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.180.209.11 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dr opped.
2.54.21.120 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 14
2.54.21.120 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 14
2.54.21.120 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACGK nunber aert 14
105. 158. 80. 190 |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
reaming BEngine: TCP Invali i i Ssi
2.54. 34. 241 I srael 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrule drop 12
213.57.229.128 |Israel 147.237.76.42 |refuah.icf.il  |Bad TOP sequence SNretransmt with i fferent alert 12
w ndow scal e
. . SWNretransmit wth different .
213.57.229.128 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 12
79.183. 114. 183 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
46. 19. 85. 80 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
Sreaning BEngine: TP Invalid i i ssi
109. 65. 217. 131 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dr opped.
85.64.127.178 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46. 19. 85. 80 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 10
52.6.5.122 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46. 19. 86. 85 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
84.95.126.241 |lsrael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
95.13.31. 79 Tur key 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 7
46.19. 85. 51 I srael 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINWAK retransmt with different | oo |7
W ndow scal e
94. 159. 149. 6 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i Ssi
80. 246. 139. 206 |l srael 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 51 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
79. 180. 98. 52 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 141. 103l sr ael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
149.78.21.63  |Israel 147. 237. 72. 167 |i shuri maka i f . i 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
176.13.2.122  |Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
80. 246.136.35 |Israel 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
37.26.148. 190 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
109. 160. 189. 187|l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
84.228.251.39 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46.19. 85. 41 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TQP Invalid i i sSi
87.68.24.212  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.176. 172. 226 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.116. 135. 146 |Israel 147. 237.77. 243 |robile. i f . | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 223. 1071 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 188
176.13.9. 185 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 143
176.13.9. 185 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 100
185. 32.179. 189 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 48
176.13. 0. 83 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 43
80. 246. 136. 211 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 24
2.54.146. 97 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 22
109. 253. 142. 55 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 19
77.126.41.191 [israel 147.237.0.34 |tikshuv.idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 16
46. 19. 85. 35 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 8
213.57.148.41 |[Israel 147.237.77. 243 |nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 7
2.52.48. 80 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 7
46.19. 85. 123 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 67.195. 66 |l srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 5
109.67.64.92  |Israel 147.237.0.19 |nadi matal .idf. i 05O dﬁh?f‘,g?};ﬁajﬁ lf;;aef:m‘j(’;l caunt 1y, aspx Bock |4
79.181. 184. 146 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
213.57.186.182 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 4
84.111.168.82 |Israel 147.237.76. 200 el tan. aka. i o i 1| 2o B AR 1 vcapt chal mage. axd Bock |3
46. 19. 85. 89 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
79.176.219. 242 |[israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
54.173.9.10 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from54.173.9. 10 B ock 3
109. 253. 141. 103|l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
5.29.34.120 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 223. 1071 srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3
93.172.186. 136 |[lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
77.127.62.247 |israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock 3
188. 143. 232. 16 :Zg::t”i on 147.237.76.30 |hinush.idf.il Ml ti pl e Unaut horized URL Access from 188.143. 232. 16 B ock 2
81.218.40.194 [israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wwwi i df .il/1133-19149- he/ dover B ock 2
24.214.201. 114 |Whited Sates [147.237.77.216|dover.idf.il Untraceabl e SS Sessions: UWnhknown SSL Sessi on None
5 28.132. 217 | srael 147.237.72. 156 |aman. i df .i | gls;igrl])e Untraceabl e SSL Sessions fromb5. 28. 132. 217 (Uhknown SSL None 1
95. 86. 70. 244 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
73.136.215.236 |Wited Sates [147.237.77.74 |lawidf.il eMai | Hoardi ng B ock 1
66.249. 65. 115 [ srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g?f;g?ﬁzﬁpfgfgf;’g;oﬂ s/ 8/ i 26100X0/ 3056, | pg Bock |1
Unaut hori zed URL Access to
173.252.122. 120|Wited Sates |147.237.77.176|nat pash.idf.il |ww cogat.idf.il/901-9337- he/ cogat . aspx&vnrbv. 113034660, d. zwu&p [Bl ock 1
si g=af gj cng2oe5t h- | gvx8bi gl cvll gl usccwlust =1454360121681668
84.111.36.124 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 85. 35 I srael 147.237.77. 243 |nobi l e. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 253. 215. 18 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79. 180. 252. 207 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
77.127.89.53  |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘“;iﬁr_?ﬁg Ncégﬁﬁt;aggﬁgzﬁgfphsacw$°t' 9in None |1
213.57.128.207 I srael 147.237.72.166 [aka. i df . i | mu;;:ri Id???l /,\':Taataihn(;c;i ?33 SJ\tBh;rzri cat i onser vi ce. asnx/ get aut huser Bl ock !
31.154. 164. 216 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
109. 64. 237.58 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for aka.idf.il/mai n/sachar/ mas. aspx B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
178.32. 53. 94 zi;;gom 147.237.77. 216 dover i df .i| [ S!T1DUeC 1?;;}:;;5?&%\/’2‘;‘??:{)2” Bock |1
2.52.132.29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
87. 68. 148. 20 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
46.117. 249. 144 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
149. 78. 23. 35 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Lhknown Paraneter c@d in www aka. idf.il/kamar/klali/default.asp None 1
109. 186. 46. 224 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
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