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01-31-2016-21:04:00 to 01-31-2016-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site |Signature Device Action Count
105. 158. 80. 190 Mor occo 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 847
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 14
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 10
31.210. 187. 171 | srael 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 8
105. 158. 80. 190 Mbr occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 5
183. 224. 83. 102 Chi na 147.237.76. 30 hi nush. i df . i | Bl ock_Udp Al _Nets drop 4
80. 70. 128. 129 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
74.91. 28. 58 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 dr op 1
117.68. 223. 134 Chi na 147.237. 76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1
23.239. 64. 15 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Bock Np All _Net dr op 1
184. 26. 161. 65 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock Udp All _Nets drop 1




01-31-2016-21:04:00 to 01-31-2016-22:04:00

|Top Attackers In IPS|

Addr ess |Attacker Count ry get Address |Site Devi ce Action |Count |
105. 158. 80. 190 [Morocco 147.237.77.216 |dover.idf.il 3886: HITP. Qross Ste Scripting in POST Request B ock 4
202. 162. 202. 194 |I ndonesi a 147.237.77.233 |atal .idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
202. 162. 202. 194 |I ndonesi a 147.237.72.167 |i shuri maka. i df.i| |@25: HITP. access to adnministrator/index.php -> Quarantine [B ock 1
202. 162. 202. 194 || ndonesi a 147.237.0.15 |kosher-kravi . i df . i |25 HITP. access to adninistrator/index. php -> Quarantine |B ock 1
202. 162. 202. 194 |I ndonesi a 147.237.76.31 |nakchal .idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
202. 162. 202. 194 |I ndonesi a 147.237.0.34 |tikshuv.idf.il Q025: HITP. access to admnistrator/index. php -> Quarantine |B ock 1
202. 162. 202. 194 || ndonesi a 147.237.76.86 |navy.idf.il Q025: HTTP. access to adninistrator/index. php -> Quarantine |B ock 1
202. 162. 202. 194 |I ndonesi a 147.237.72. 156 |aman. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine |Bl ock 1
202. 162. 202. 194 |I ndonesi a 147.237.77. 170 |maar achot . i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
202. 162. 202. 194 || ndonesi a 147.237.72. 166 |aka.idf . il Q025: HTTP. access to adninistrator/index. php -> Quarantine |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

105. 158. 80. 190 |147.237. 77. 216 |Mor occo dover.idf.il ET SCAN NVAP -sS wi ndow 1024 14
105. 158. 80. 190 [147.237.77. 216 |Mor occo dover.idf.il SQ Injection - Select Fom 10
o ET DG5S Large anount of TCP ZeroVWndow - Possible Nkiller2
95. 86. 88. 229 147.237. 77. 216 |I srael dover.idf.il 3
DDos attack
. ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
192. 116. 175. 162|147. 237. 77. 216 |l srael dover.idf.il 2
DDos attack
105. 158. 80. 190 |147.237. 77. 216 |Mor occo dover.idf.il GPL VB SERVER / et ¢/ passwd 2
202. 162. 202. 194|147. 237.0. 15 |l ndonesi a kosher-kravi.idf.il SERVER- WEBAPP admi n. php access 1
77.125. 5. 240 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
o ET DO Large anount of TCP ZeroVWndow - Possible Nkiller2
192. 116. 167. 41 |147.237.77. 216 |I srael dover.idf.il 1
DDos attack
58.253.96.122 |147.237.76. 197 |Chi na e. hi nush. i df .i ET SCAN NVAP -sS wi ndow 1024 1
183.105. 20. 181 |147.237.0. 15 Okfrea RepUDI T C ) cher -kravi i df .i ET SCAN Potential SSH Scan 1
210.93.50.130 |147.237.77.178 okfrea’ Republ i€ 1o 1t pash. i df i ET SCAN NVAP -sS wi ndow 2048 1
46.102. 154. 165 |147. 237. 76. 198 &L:J‘fi' o e.yohal an.idf il ET SCAN Potential VNC Scan 5900- 5920
168. 62. 238. 153 |147.237.77. 179 |lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.102. 154. 165 |147. 237. 76. 39 g{'}fg‘i’%m nobi | e. nei tav. i df il ET SCAN Potential VNC Scan 5900- 5920 1
210.93.50.130 |147.237.77.178 Okfrea’ Republic ot pash.idf .| ET SCAN NVAP -f -sS 1
122.141.236. 69 |147.237.0.17 |China mny-kosher -kravi .idf.il [ET SCAN Potential SSH Scan 1
46.102. 154. 165 |147.237.0.33 &:}3&‘;‘2 o idf.il ET SCAN Potential VNC Scan 5900- 5920 1
202. 162. 202. 194|147. 237. 77. 170 |l ndonesi a n@ar achot . i df . i | SERVER- WEBAPP admi n. php access 1
202. 162. 202. 194|147. 237. 76. 31 |l ndonesi a nakchal .idf.il SERVER- WEBAPP adm n. php access 1
202. 162. 202. 194|147. 237. 72. 166 |l ndonesi a aka.idf.il SERVER- WEBAPP admi n. php access 1
. ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
95. 86. 68. 6 147.237.77. 216 |I srael dover.idf.il 1
DDos attack
202. 162. 202. 194|147.237.0. 34 |l ndonesi a tikshuv.idf.il SERVER- WEBAPP adm n. php access 1
79.182. 126. 126 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
58.253.96. 122  |147.237. 76. 197 |Chi na e. hi nush. i df .i ET SCAN NVAP -sS w ndow 4096 1
183.105.20. 181 [147. 237. 76. 197 Okfrea' REpUBI 1€ o i rush. i of i ET SCAN Potential SSH Scan 1
. ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
46.116. 161. 144 |147.237.77. 216 |l srael dover.idf.il
DDos attack
177 3. 171 46 147 237, 76. 31 |pragil akchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
RSN . . . . azl n . . . .
Gonnections, Potential Scan or Brute Force
46.102. 154. 165 |147. 237. 76. 197 g;lm?tj\i/i' o e.himsh. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
210.93.50.130 |147.237.77.178 Okfrea' RepubliC o it pash. i of i ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237. 76. 198 |Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.102. 154. 165 |147. 237. 76. 34 &L:J‘fi' o yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
202. 162. 202. 194|147. 237. 77. 233 |1 ndonesi a atal.idf.il SERVER- WEBAPP adm n. php access 1
118 173 137 85 |147. 237 76. 30 |Thai 1 and hivsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
. . . . . . al | an | . . . .
Gonnections, Potential Scan or Brute Force
37.26.146.139 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
202. 162. 202. 194|147. 237. 76. 86 |l ndonesi a navy.idf.il SERVER- WEBAPP admi n. php access 1
202. 162. 202. 194|147. 237. 72. 167 | ndonesi a i shurimaka.idf.il SERVER- WEBAPP adm n. php access 1
202. 162. 202. 194|147. 237. 72. 156 || ndonesi a anan. i of . i | SERVER- WEBAPP admi n. php access 1
87.69. 173. 94 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
105. 158. 80. 190 [Mbrocco 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 47
2.54.34. 241 I srael 147. 237.76. 200 [ei tan aka. i of . | 2 NG Engine: TP Invalid invalid segnent retransmission | o 42
Ret ransnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
109. 253. 192. 24 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 25
109. 253. 192. 24 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 23
79.183. 145. 223 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
212.179.28.71 |Israel 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
109. 253. 198. 194l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 12
109. 253. 198. 194 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop SMrule drop 12
46.116.161. 144 i srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence wﬁtr\i:;jg;?c;gth moni tor |11
71.225.230.235 |Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
176. 67. 107. 199 (F;ajcis;iigjja” Territory.ty 47 237. 77. 176 |nat pash. i . i1 |dr op Frst packet isn't SN drop 10
109. 64.53.109 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdﬁr;n;"y with different moni tor |10
79.182.19.30  [Israel 147.237.72. 166 |akaidf.il  [Bad TOP sequence ﬂﬁtﬁ;ggzl;gth moni tor |9
46. 19. 85. 222 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
79.182.19. 30 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 9
94.230.86.236 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni t or 9
46.19. 85. 113 I srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 70 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 8
149. 78. 231. 107 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 21 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
77.125.11.122 |israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber aert 6
100. 127. 166. 146 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 6
80.246.139.5 | srael 147.237. 77, 243 ot e i op 1 [ SAMNG Engine: TP Invalid inval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
79.183.63.75 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.181.235.5 I 'srael 147. 237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 253. 134. 174l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19.85.21 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
77.125.11. 122 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 199 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46.19.85.64  |israel 147.237. 72, 166 |aka iar. i1 |/ ©3MNG Engine: TP Invalid invalid segnent retransmssion | o 6
Ret ransnm ssi on Packet dr opped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber aert 6
31.210.188.54 [Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 64. 53. 109 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 70 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 206 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 85. 46 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 134. 174l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 113 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6
2.54.5.6 I srael 147.237.72. 166 |aka. i df i SYN At ack SYN -> SYN-ACK -> RST rej ect 5
31.210.187. 140 |[Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 5
85.130.176.56 |[lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
79.183.169.54 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber aert 5
5.22.135. 186 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
85.130. 176.56 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 91 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5
94.230. 86. 214 |[lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
149. 78. 222. 153 |Israel 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (404) Bl ock 453
149, 78. 222. 153 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (403) B ock 231
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 219
79.181.98.113 |Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) Bl ock 155
149, 78. 222. 153 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 107
79.181.98.113 [Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 95
46.19. 86. 19 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 56
5.29. 110. 187 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 55
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 54
2.52.31.112 | srael 147.237.0.19 |nadimatal .idf.il| [Ostributed Suspicious Response Code Bl ock 52
109. 64. 213, 211 |l srael 147.237.0.34 |tikshuv.idf.il Igg.h&rfyzf; tzﬁ Sane Response (pde (404) in Session from Bl ock 30
109. 253. 142. 55 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 29
202. 162. 202. 194l ndonesi a 147.237.76.86 |navy.idf.il Ml tipl e Lnhaut horized URL Access from 202. 162. 202. 194 Bl ock 10
202. 162. 202. 194l ndonesi a 147.237.0.34 |tikshuv.idf.il Ml tipl e Uhaut hori zed URL Access from 202. 162. 202. 194 B ock 9
46.120.116. 178 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 8
105. 158. 80. 190 |Mor occo 147.237.77. 216 |dover.i df .i | Mil tipl e Uhaut horized URL Access from 105. 158. 80. 190 B ock 7
176. 13. 4. 154 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 6
202. 162. 202. 194l ndonesi a 147.237.72. 156 |anman. i df . i | Ml tipl e Unaut hori zed URL Access from 202. 162. 202. 194 B ock 6
202. 162. 202. 194|I ndonesi a 147.237.77.233|atal .idf.il Mil tipl e Unauthorized URL Access from 202. 162. 202. 194 Bl ock 4
202. 162. 202. 1941 ndonesi a 147.237.76.31 |nakchal .idf.il Ml tipl e Uhaut hori zed URL Access from 202. 162. 202. 194 B ock 4
202. 162. 202. 194l ndonesi a 147.237.77. 170 [maar achot . i df . i | Mil ti pl e Unhaut hori zed URL Access from 202. 162. 202. 194 B ock 4
109. 253. 210. 58 |Israel 147. 237. 72. 166 |aka. i df . i | \;T;\rwarx;ri gf‘.aidl /Chn'aﬁln\fsoéca;;f?f oir';]m passvord. aspx None 4
202. 162. 202. 1941 ndonesi a 147.237.0.15 |kosher-kravi.idf.i|Mitiple Unauthorized URL Access from 202.162. 202. 194 B ock 4
109. 67.188.73  |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 3
185.3.147.125 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.19. 85. 167 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
109. 67.60. 175 |l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 3
46. 19. 85. 70 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 2
79. 180. 55. 98 I srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 2
202. 162. 202. 194|I ndonesi a 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt Bl ock 2
202. 162. 202. 194l ndonesi a 147.237.72. 156 |anman. i df . i | PHP At t enpt B ock 2
202. 162. 202. 1941 ndonesi a 147.237.77.170|n@arachot . i df . i| [Distributed PHP Attenpt B ock 2
202. 162. 202. 194l ndonesi a 147.237.77.233|atal .idf.il PHP Att enpt B ock 2
84.111.38.202 |[Israel 147.237.72. 156 [anan. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
217.132.119.94 [israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw i df.il/https:/wanidf.il/ |B ock 2
202. 162. 202. 194|I ndonesi a 147.237.0.34 |tikshuv.idf.il PHP Attenpt Bl ock 2
202. 162. 202. 194l ndonesi a 147.237.72.167|i shuri maka. i df . i ||PHP Attenpt B ock 2
202. 162. 202. 1941 ndonesi a 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 202. 162. 202. 194 B ock 2
109. 67. 60. 175  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult : ?ro'lfz‘f? , g‘eggrcytesem e/ stchi | ddocunent s/ 1071 B ock 2
191.232.136.39 [Uhited Sates |147.237.72.166 |aka.idf.il m;'kz“tl Z‘:_ﬁ?ﬂi‘c’;’i;‘fﬁwﬁ :/Cﬁgrs;/ ggf aul . aspx B ock 2
109. 64. 160. 64 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/ at al . aspx Bl ock 2
202. 162. 202. 194|I ndonesi a 147.237.76.86 |[navy.idf.il PHP Attenpt B ock 2
24,214.201.114 |Wited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
202. 162. 202. 194l ndonesi a 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 2
109. 253. 210. 58 |l srael 147. 237.72. 166 |aka. i df . i | \;Twa‘;faeir d???/?a:j{v\ga‘zhiiﬁ”egii;r i onwi zar d e ster . aspx None 2
109. 67.168. 76 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None

202. 162. 202. 194l ndonesi a 147.237.0.15 |kosher-kravi . i df . i|PHP Attenpt B ock
107.178.194.79 Wited Sates [147.237.77. 216 |dover. i df il D stri uted g;;_t;g;gfﬂeﬂaﬁc_fpzn Bl ock 1
182.118.54.64 |China 147.237. 76. 147 [chi nuch. aka. i df . i ||Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
77.126.35.91  |israel 147.237.72. 166 |aka. i df . i | mn;’kmg izaf‘r.?'rftn;r n/c;;g?:ﬁtgaggffEz.'\’:égf"phsachar$Ct' 25 in None 1
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