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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
105. 158. 80. 190 Mor occo 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 361
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

105. 158. 80. 190 Mor occo 147.237.77.216 dover.idf.il Inval i d TP H ags drop 2

45. 63. 16. 166 147.237. 76. 148 gacenter. aka. i df .i | B ock Np Al _Net drop 1

74.91. 28. 59 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf1 forward 1
89.248.174. 4 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action ‘Count
212.199. 236. 231 I srael 147. 237.72. 166 aka.idf.il Q008: HITP. Xenu User Agent B ock 4
84.111.188. 224 I srael 147. 237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
202.198.103. 11 [147.237.77.74 |hina lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 2
202.198. 103. 11 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
202. 198. 103. 11 |147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
202.198.103. 11 [147.237.0.19 |thina madimatal .idf.il |[ET SCAN Potential VNC Scan 5900- 5920 2
105. 158. 80. 190 |147. 237. 77. 216 |Mor occo dover.idf.il ET SCAN NVAP -sS wi ndow 1024 2
66.249.81. 198 |[147.237.76.86 [Lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
202.198.103. 11 [147.237.8.27 |China enadimatal .idf.il |ET SCAN Potential WNC Scan 5900- 5920 2
125. 71. 233. 191 |147. 237.76.39 |Chi na nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1
202.198. 103. 11 [147. 237. 76. 201 [Chi na eatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113.186.7.69 1147 237 76.30 Vi etnam himsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
202.198. 103. 11 [147. 237. 76. 176 |hi na test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104.167.1.5 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
202.198.103. 11 [147. 237.76. 34 |China yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
L ET DO5 Large amount of TGP ZeroWndow - Possibl e Nkiller2 DDos
80. 246. 130. 209 |147. 237. 77. 216 I srael dover.idf.il 1
attack
45.55. 236. 147 |147.237.72.217 eidf.il ET SCAN NMAP -sS wi ndow 1024 1
202.198.103. 11 |147.237.8.50 |Chi na e.tikshuv.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
218.246.0.97 [147.237.76.31 [China nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
202.198.103. 11 [147.237.8.14 |thina e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
202.198.103. 11 [147. 237. 77. 176 |hi na nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
125. 71. 233. 191 |147. 237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
202.198.103. 11 [147.237.77.61 |China e cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
125. 71. 233. 191 |147.237.0. 200 |Chi na . i df il ET SCAN Potential SSH Scan 1
202.198. 103. 11 [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
202.198. 103. 11 [147. 237.76.39 |China nobi | e.nei tav.idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
104.167.1.5 147.237.77.74 |lhited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
202.198. 103. 11 [147. 237. 76. 30 [Chi na hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
202.198. 103. 11 [147. 237. 72. 156 |Chi na anan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
- ET VBB SERVER Script tag in UR, Possible Goss Ste Scripting
5.29. 3. 100 147.237.77. 216 I srael dover.idf.il 1
At t enpt
222.170. 70. 222 (147. 237. 76. 44 [China e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
202.198.103. 11 [147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
202.198. 103. 11 [147.237.0.34 [China ti kshuv. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
202.198. 103. 11 [147. 237. 77. 178 |Chi na entpash.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
149. 88. 140. 84 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

41.230.14.223 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence . noni t or 67
w ndow scal e
2.52.161. 80 | srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 46
79.183.169.54 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 33
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 32
82.145.209.81 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
79.176.161. 107 |Israel 147.237.77. 234 |hal ag i . i1 Bad TCP sequence SN retransmt wih different monitor |28
W ndow scal e
109.75.78.2 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
31.210.183.85 |l srael 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence S retransmt wth different monitor |21
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 253. 203. 1761 sr ael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
79.180. 3. 33 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence S retransmt wth different monitor |16
W ndow scal e
2.54.135. 65 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
79.183.169.54 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 15
2.54.135.65 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
Sreanming Engine: TCP Invalid i i ssi
46.19.85.146  |israel 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
79.183.169.54 [lIsrael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 15
79.183.169.54 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 14
Sreanmng Engine: TCP Invalid i i ssi
84.228.97.198 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreanming Engine: TCP Invalid i i ssi
79.182. 201. 196 |I srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
46.19. 86. 18 I'sr ael 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
192.115.248.2 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
79.183.169.54 [Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber alert 10
Sreaning Engine: TQP Invalid i i SSi
79. 180. 2. 76 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
2.54.44.162 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.139 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 8
46.19. 85. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
37.46.39. 243 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
79.181. 142. 236 I srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 71 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i SSi
82.81.55. 44 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 79 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.157  |Israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
37.46. 38. 65 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
31.210.187. 159 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
79.181.38.70  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
54.244.22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 6
2.52.5.48 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
94.230. 86.145 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 5
79.178.125. 208 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 5
80.246.136.46 |lIsrael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
79.178.125. 208 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
79.178.125. 208 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIWAK retransmt with different | oo |5
W ndow scal e
5. 29. 3. 100 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
5.102.254. 225 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid
105. 158. 80. 190 |Mor occo 147.237.77. 216 |dover.idf.il Checksm?m 9 Inval i d checksum Packet dropped. |drop 4
2.54.174. 156 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
2.54.0. 160 I srael 147.237. 77. 243 |nobi l e. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.174. 156 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 95 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 163
46. 19. 86. 57 I srael 147.237.0.19 |nadimatal .idf.il O stributed Too Miny of the Same Response Code (404) B ock 137
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 112
46. 19. 85. 95 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
46. 19. 86. 57 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 95
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 88
5.29. 110. 187 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 75
46. 19. 85. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (403) B ock 67
46.19. 86. 180 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 36
46.117.212.125 |israel 147. 237.77. 243 |nobi | e. i df . i | Eaf;rrie?gredpggrsﬁtder Type Molation on nobile.idf.il/sachar/login g oo\ 20
185.3.147.125 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt Q?r(;fz_??/t’:;‘egsrcyim s/ 1 st chi | ddocunent s/ 1152 B ock 4
46. 19. 85. 94 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
87. 68. 250. 12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
213. 8. 204. 80 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 133. 54 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 86. 210 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
85. 64. 0. 233 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 207. 2211 srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 3
105. 105. 115. 180|A geria 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/arr/ B ock 2
46. 19. 86. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 2
185.3.147.125 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
157.55.39.245 |United Sates |147. 237. 72. 166 |aka. i df . i | Dstri buted Lhauthor| zed WAL Access on s Bock |2
109. 253.212. 51 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspicious Response Code B ock 2
185. 3. 147. 125  |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
80. 246. 139. 127 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
46. 19. 85. 35 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
149. 78. 141. 169 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
84.228.235.193 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
94.230.86.159 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘?r&??f,&esgfﬁzm oo/ i st ehi | ddocunent o/ 1403 Bl ock 2
79.180. 3. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
Ostributed Paraneter Read Qnly Mol ation
5.29.75.31 I srael 147.237.72. 166 |aka. i df . i | wow aka. i df . i |/ mai v sachar / regi strati onw zar d/ r egi st er. aspx None 2
par anet er
31.154.154.55 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
93.172.159.196 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
77.127.147.249 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
182. 118. 55. 166 |Chi na 147.237.77. 226 }AM:AI/ chanat z. aka. i d Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
46.117.66.233 | srael 147.237.77.233atal . i df .il putiple Pl U W dth Uicode Encoding on LRUPraneter() ok 1
157.55.39.103 |Whited Sates [147. 237. 72. 166 |aka. i df . i | m ;'kl;”tl Z?.ﬁiﬁor:/iﬁ::e/ﬁ :fﬁg;:/ el t. aspx B ock 1
2.54. 145. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
85. 65. 22. 88 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SSL Sessi ons: (pen Mde None 1
109. 253. 207. 246|| srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.182.227.45 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178.103. 160 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185. 120. 126. 24 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85.35 I srael 147.237.72. 166 |aka. i df . i | %&gﬁﬁ&%’;‘fﬁﬁf& - Protocal vidation None 1
5.29.75.31 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx |B ock 1
176.13.21. 155 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Unknown Par anet er nodul eToGoTo in
2.52.148.219 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i 1/ nai n/ gi yus/ nai n/ gi yus/ resour ces/ i mages/ nast er/ favi ¢ [None 1
on.gif
84.228. 5. 158 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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