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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e dr op 7
149. 78. 206. 107 | srael 147.237.76. 31 nakchal .idf.il Bl ock Wp Al Nets drop 6
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
213. 83.135. 77 Denmar k 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e drop 3
79.182.212. 205 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
173. 206. 138. 44 Canada 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2
222.173.232.79 Chi na 147.237.72. 166 aka.idf.il Frk _Under Attack Con Tcp drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
141.212.122. 188 Lhited Sates 147.237.76. 198 e.yohalan.idf.il [Block UWp All Nets drop 1
80. 83. 237. 63 Russi an Federation 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e drop 1
37.26. 146. 229 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e drop 1
83. 101. 56. 152 Bel gi um 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e dr op 1
45. 63. 16. 166 147.237.76. 202 e halag.idf.il B ock Np All Net drop 1
74.91. 28. 60 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 drop 1
105. 93. 255. 70 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
80, 246. 130. 143 |147. 237 76. 30 |15t ael himsh i df | ET DOS Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 3
attack
85. 64.179. 228 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 2
210.93.50. 130 [147.237.0. 15 g?rea, RepUDITC | seher -kravi . i of. i |[ET SCAN NVAP - sS wi ndow 1024 1
31.168. 69. 243 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176. 115. 166 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 3. 147. 104 [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
64.120.17.98 [147.237.72.166 |hited Sates |aka idf.il portscan: TCP O stributed Portscan 1
158.130. 6. 191 [147.237.76.202|Wited Sates |e.halag.idf.il ET SCAN Rapi d | MAPS (onnections - Possi bl e Brute Force Attack 1
46.121. 252, 231 |147. 237. 77. 216 [I srael dover . idf.il portscan: TCP Distributed Portscan 1
109. 253. 216. 78 [147. 237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
46.117.197. 192 |147. 237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 6. 148  |147. 237. 72. 166 |1 sr ael akaidf.il SERVER APAGHE Apache od_ss| non-SSL connection to SS. port 1
deni al of service attenpt
46.19. 85. 99 147.237. 72. 166 [I srael aka.idf.il portscan: TCP D stributed Portscan 1
94. 159. 148. 188 [147. 237. 72. 166 || srael akaidf.il portscan: TCP Distributed Portscan 1
45.55. 236. 147 |147.237.76.34 yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
41.140.253.9 [147.237.8.28 [Morocco e.nobi le-ks.idf.il [ET SCAN NVAP -f -sS 1
80. 246. 136. 238 [147.237.0.19 [Israel nadimatal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
218.246.0.97 [147.237.76.42 [China refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.148.170 |147.237.77.216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 178. 210. 249 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP Distributed Portscan 1
189 219.254. 1 |147. 237 72. 156 [vexi co S ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
27.124.121.194 |147.237.0.33 |Austraia idf.il ET SCAN NVAP -sS w ndow 1024 1
77.125. 166. 196 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
168. 62. 238. 153 |147.237.76.86 [Lhited Sates |navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 210. 176. 221 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149, 78. 206. 107 [147. 237. 77. 216 || srael dover . idf.il portscan: TCP Distributed Portscan 1
46.121. 218. 171 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 135. 25 |147.237.77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 89 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
109. 64. 198. 246 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 95 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 250. 153. 82 [147. 237. 77. 216 |l srael dover . idf.il portscan: TCP Distributed Portscan 1
41.140.253.9 |147.237.8.28 [Morocco e.mobi | e-ks.idf.il |JET SCAN NVAP -sS wi ndow 2048 1
84. 108. 244. 166 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
109.65.6.148  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SN retransmt with different monitor (103
w ndow scal e
: R SWNretransnmit wth different .
64.120.17. 98 Lhited Sates [147.237. 72. 166 |aka.i df il Bad TCP sequence vi ndow scal @ noni tor |61
reamn ine: TCP Invali i i ssi
109. 253. 134. 2541 srael 147. 237.77. 243 |nobi l e.i df .i1 Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 45
Ret ransm ssi on Packet dr opped.
S SWNretransnmit wth different .
185. 120. 126. 39 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence i ndow scal e monitor |37
109.65.109. 71  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different monitor |21
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
185.32.179. 184 | srael 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 18
Ret ransn ssi on Packet dr opped.
212.150. 214. 90 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |16
46. 19. 85. 204 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 16
212.150. 214. 90 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 16
80. 246. 130. 143 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 13
80. 246. 130. 143 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreanming Engine: TCP Invalid i i ssi
2.54.157.127  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret ransnm ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
149. 88. 226. 192 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |12
2.54.155. 104 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TCP Invalid i i ssi
185.32.179.45 |israel 147.237. 77. 243 |robi | e i df . i | 9 =g Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dr opped.
109.65.121.87 |Israel 147.237.77. 234 |nal ag. i o . i Bad TCP sequence SNretransmt with i fferent moni tor |9
w ndow scal e
64.120.17. 98 Wited Sates [147.237. 72. 166 |aka.i df i drop SAMrule drop 9
reamng Engi ne: TCP Invali i i ssi
79.179.58.12  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 253. 133. 1041 srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. o 9
Ret ransm ssi on Packet dropped.
80.178.67.141 |lsrael 147.237.72. 167 |i shuri maka.idf .il drop Frst packet isn't SN drop
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 8
Sreaming Engine: TCP Invalid i i ssi
66.249. 78. 137 |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dr opped.
31.154. 94. 17 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
2.52.173. 236 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 51 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
31.154. 94. 29 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 86. 57 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber moni tor |7
Sreanming Engine: TCP Invalid i i ssi
37.26.147.139 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
31.210. 186. 130 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
109. 253. 198. 135|I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
149.88.218.93 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
212.76.127.219 |israel 147.237.77. 226 [} chanatz. aka. Tdf gy ok HITP Non Conpl i ant Failed to handl e connection data |monitor (6
Sreaning Engine: TCP Invalid i i ssi
84.228.180. 213 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 245 |United Sates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. o 6
Ret ransnm ssi on Packet dropped.
213.16.115.22 |Hungary 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
31. 210. 186. 239 I srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
109. 253. 198. 135|1 srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |6
149. 88. 226. 192 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 86. 119 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
31.210. 186. 239 |l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreanming Engine: TQP Invalid i i SSi
46.19.85.5 I'srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.31. 140 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
46.19. 85. 86 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.17.39  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
37.26.147.209 |Israel 147. 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
2.54.155. 104 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
37.142.64.123 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
62. 90. 147. 211 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5




01-31-2016-18:04:09 to 01-31-2016-19:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 95 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 448
80. 246. 136. 238 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 287
84.94.184.191 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 244
46. 19. 85. 95 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 218
80. 246. 136. 238 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 209
2.52.31.112 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 174
2.52.31.112 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 137
46. 19. 85. 95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) Bl ock 119
84.94.184.191 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 107
87. 68. 85. 228 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 61
149. 88.23.165 |lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 54
185.32.179. 217 |Israel 147.237.0.19 |nadi matal .idf. i Ig‘;_'\gfyl%_ ;2‘; Sane Response Code (404) in Session from Bl ock 48
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
46. 19. 86. 202 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 46
176.13. 0. 83 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode Bl ock 38
109. 253. 216. 189l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
82.102.169. 113 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 29
84.94.184.191 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) Bl ock 29
2.52.31.112 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) Bl ock 20
79. 180. 51. 53 I srael 147.237.0.34 [tikshuv.idf.il |[Dstributed Too Many of the Same Response Code (404) Bl ock 16
185.32.179. 217 |Israel 147.237.0.19 |nadi matal .idf. i Igg'\gfyl;’; ;2? sane Response Qode (403) in Session from Bl ock 13
85.64.71.167  |Israel 147.237.0.34 |tikshuv.idf.il ;‘;%'fr'?yl.o{ﬁ;he Sane Response Qode (404) in Session from Bl ock 12
80.246.136.52 I srael 147.237.77. 243 |nobi | e. i df . i | Emztlrl'ebﬁ'tdefd Ipld/r?';fhjr /Eyhp:ng‘eg;iim‘;’r‘ dor;)aram o NowPassior d Bl ock 8
109. 67. 228. 217 |l srael 147. 237.77. 243 |nobi | e. i df . i | nl';:;ult : ?rd'leff , tgeggrcﬁim;es/l st chi | ddocument &/ 1071 Bl ock 8
2.54.58. 177 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 8
109.66.2. 113 I srael 147.237.72. 166 [aka. i df . i | vmué:iriidzfé?lllj:_ai ﬁlcgaecsﬁa:/?’ esour ces/ i nages/ paysl i ps/ Bl ock i
185. 120. 126. 40 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock

109. 253. 223. 180l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

80. 246.136.52 [ srael 147.237.77. 243 |nobi l e. i df . i | Ei[ﬂf ?:jfﬁ'??s\;cﬂaft/ici’;n?;gsﬁffrd in Bl ock 5
176.13.18.177 |Israel 147.237.72. 166 |aka. i df . i | m ;i(:_ lft d?f’iw;f.t :/c’;;:he:r f\fg}\ggy;"{p";”;;‘i" R on B ock 5
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 41. 230. 14. 223 Bl ock 4
79.178.226.45 |Israel 147. 237.72. 166 |aka. i df . i | chaut hor dzfe.(ijll/j:_ajﬁlcgie;js/t:ontrol o at uel A Bl ock 4
46.19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

2.54.162. 248 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock
149.88.20.168  |Israel 147.237. 72. 166 |aka. i df . i | pstr buted iﬁ'}%“ﬂ;@%ﬁﬁf?;ﬁg A B ock 3
46. 19. 86. 233 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3
109. 67. 228. 217 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.181.237.44 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 134. 2541 sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3
109. 253. 217. 253]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
84.108.50.137 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.138. 224 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3
213.57.157.177 |[israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 213.57.157. 177 Bl ock 3
84.108.50.137 | srael 147.237.0.19 |nadimatal .idf.i ;?d?:]e;te; .Tide;?iY/?loZE 'nogs;)t(l 008Cont ent M acekbl der 19t xt Gapt cha i n Bl ock 3
109. 65. 6. 148 I srael 147.237.72. 166 [aka. i df . i | Dstributed Aonormal |y Long Request Bl ock 2
37.142.228.90 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
109. 67.160. 16 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 65. 6. 148 I srael 147.237.72. 166 [aka. i df . i | Dstributed Ml formed HTTP Header Line Bl ock 2
109. 253. 133. 104/l sr ael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 2
46. 19. 85. 95 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
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