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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 59

185. 130. 5. 201 147.237. 76. 148 ggcenter. aka. i df.il Bl ock_Udp All _Nets drop 1

74.91. 28. 58 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-traf 1 drop 1

185. 130. 5. 201 147. 237. 76. 202 e.halag.idf.il Block Udp All Nets drop 1

185. 130. 5. 201 147.237.76. 30 hi nush.idf.il B ock_Udp Al _Nets drop 1

45. 63. 16. 166 147.237.76. 198 e.yohal an.i df .il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count |
213.57.238. 109 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
79.179. 119. 244 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 200. 205. 2 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
62.219. 162. 69 147.237.77.216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
185. 130. 5. 244 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
46.121.71. 183 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 130. 5. 196 147. 237.76. 34 yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
125. 212. 232. 144 147.237.72. 156 i et nam aman. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
125, 212. 232. 144 147.237. 72. 156 M et nam aman.idf.il ET SCAN NVAP -f -sS 1
112. 196. 49. 101 147.237.77. 170 I ndi a naar achot . i df . i | ET SCAN NVAP -f -sS 1
109. 186. 190. 125 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 182. 155. 153 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
202. 131. 126. 229 147.237.77. 61 Indi a e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.127.225. 120 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 130. 5. 244 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 1024 1
54.68. 192. 195 147.237.0. 34 Lhited Sates tikshuv.idf.il ET WEB SERVER Fake (Googl ebot UA 1 | nbound 1
185. 130. 5. 244 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
37.142. 64. 24 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
149.50.77. 71 147.237.72. 166 Lhited Sates akaidf.il portscan: TCP O stributed Portscan 1
125. 212. 232. 144 147.237.72. 156 i et nam aman. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
112. 196. 49. 101 147.237.77. 170 I ndi a mearachot.idf.il  |ET SCAN NVAP -sS w ndow 2048 1
109. 253. 205. 164 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
81.218. 199. 61 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
54.244.22.103 |lhited Sates |147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 38
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.199. 185. 228|I srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 29
Sreaning Engine: TCP Invalid i i ssi
149.88.140.54 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 20
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.86.208  |Israel 147.237.77. 243 |rvit i1 | €AM NG Engine: TP Invalid invalid segnent retransissi on. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.191  |israel 147.237.72. 166 |aka. i f . i1 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19. 86. 58 I'sr ael 147.237.77. 243 |rvit i1 | €AM NG Engine: TP Invalid invalid segnent retransissi on. drop 12
Ret r ansmi ssi on Packet dropped.
2.54.9.219 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaming Engine: TGP Invalid i i ssi
46.19.85.137  |israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 12
Ret r ansni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreamng Engine: TCP Invalid i i ssi
192.146. 6.2 Lhited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
2.54.177.84 I srael 147.237.77. 243 |nobi 1 e i 11 | €M NG Engi ne: TP alid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
79.183.153.85 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 10
79.183.153.85 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
Sreaning Engine: TGP Invalid i i ssi
46.19.86.136  |Israel 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.187.213  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 9
Ret r ansni ssi on Packet dropped.
212.76.127. 111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 9
Sreamng Engine: TCP Invalid i i ssi
37.26.149.174 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.
46.19. 86. 23 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 8
Sreaning Engine: TCP Invalid i i ssi
176.13.6.242  |israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
62.0.230.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
81.218.57.61  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 62 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 17 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 219 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TGP Invalid i i ssi
77.126.93.168 |Israel 147. 237.76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
109.64.0.133  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
176.13.21.206  |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
192.114.2.36  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 17 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
185. 127. 10. 40 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaming Engine: TGP Invalid i i ssi
79.182. 105. 171 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.13.179 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 219 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi
46. 19. 85. 60 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
212.199. 185. 228|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
212.179. 218. 166|l srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46.121. 80. 92 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
217.132. 45. 153 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
188. 120. 148. 253|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
212.179. 218. 166|I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.130. 163 | srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 87 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.54. 203 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d sequence nunier noni t or 4
212.179. 218. 166|l srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 4
2.54.9.219 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 62 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
46.121. 80. 92 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
185.32.179. 125 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 111
2.54.141. 26 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 104
46.19. 86. 106 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 82
2.54.141. 26 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 79
213.151.32.163 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 48
2.54.176. 62 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 29
176.13.19.252 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 18
176.13.10.232 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 15
. . Unaut hori zed URL Access to
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai v/ sachar / r esour ces/ styl es/ Bl ock 12
46. 19. 86. 106 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 11
46.19. 85. 178 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 10
149. 88.140.54 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode Bl ock 10
46.19. 86. 67 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
. . . Paraneter Type Molation Bl in
176. 13.23. 92 I srael 147.237.77.243|nobi | e. i df . i | nobi l 6. i df i1/ sachar/ creat eaccount B ock 9
2.54, 25, 47 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 9
. . . Paraneter Type M ol ati on NewPassword in
85.64.191. 148 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 7
185. 32. 179. 125 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock
149. 88. 153. 140 |Israel 147.237.72. 166 |aka. i df . i | D stributed Lhknown HTTP Request Met hod B ock
46.19. 85. 47 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 4
2.54.141. 26 I srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Qode (403) in Session from B ock 4
2.54.141. 26
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | D stributed Aonormal |y Long Request Bl ock 4
38.111.147.88 |lnited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 38.111. 147. 88 Bl ock 4
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Mt hod Bl ock 4
46. 19. 85. 137 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode Bl ock 4
46.19. 86. 208 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.54.177. 84 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 208 I srael 147.237.77.243|nobi | e.i df . i | DO stribut ed Suspici ous Response Qode Bl ock 3
. . Miltiple Il1egal Byte Gode Character in Header \al ue from
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | 149, 88. 153. 140 B ock 3
37.26.146.197 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . D stributed Lhaut hori zed URL Access on
82.166. 152. 130 |l srael 147.237.72. 166 |aka. i df . i | e aka i i1 /v ti kshav. i df i B ock 3
2.54.175.101 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Mal formed HITP Header Line from 149. 88. 153. 140 Bl ock
. . - Unaut hori zed URL Access to
80. 246. 136. 225 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 3
149. 88. 153. 140 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnornal |y Long Header Line from 149. 88. 153. 140 B ock 3
- . Unaut hori zed URL Access to
147.235.185. 74 |l srael 147.237.77.234|hal ag. i df . il vwy | ogi sti cs. atal i df . i 1/ si ze100x0/ si p st or age Bl ock 3
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 149. 88. 153. 140 B ock
2.54.13.179 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode Bl ock
80. 246. 139. 122 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock
. . Mitiple Illegal Byte Gode Character in Header Nane from
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | 149, 88. 153. 140 B ock 2
80.178.138.115 [Israel 147.237.77. 216 |dover.i df .i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e NILL Character in Header Nane from 149.88.153.140  [B ock 2
2.54.187.213 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock 2
109. 253.130.4  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54. 149. 150 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
109. 42. 211. 47  |Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/idf/english/ Bl ock 2
212.179.21.194 |israel 147.237.72. 166 |aka. i df . i | Distributed thaut hori zed LR Access on Bl ock 2
wwy aka. i df . i |/ mai n/ sachar/ undefi ned
185. 32. 179. 123 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
waww, chamat z. aka. i df [unaut hori zed URL Access to
10.145.25.9 147.237.77. 226 il wan chamat z. aka. i df . i1/ si p_storagel/ fil es/ 9/ 2479.] pg Bl ock 2
109. 253. 202. 134/l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 2

01-31-2016-14:04:03 to 01-31-2016-15:04:03




