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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
41.141.55. 19 Mor occo 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 847
41.141.55. 19 Mor occo 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 97
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 94
41.141.55. 19 Mor occo 147.237.77. 216 dover.idf.il SYN H ood out of context drop 75
41.141.55. 19 Mbr occo 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 56
41.141.55. 19 Mor occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 17
123. 151. 149. 222 Chi na 147.237.76. 201 eatal.idf.il JLM Under At tack_Con_Tcp drop 2
74.91. 28. 59 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
141.212.122.189 Lhited Sates 147.237. 76. 39 nobile.neitav.idf.il |Bock Udp All Nets drop 1
81.218. 56. 125 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 1
191. 232. 136. 170 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
45. 63. 16. 166 147.237. 76. 34 yohal an.idf.il B ock Np Al Net drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
27.124.121. 194 147.237.8.50 Australia e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 64. 32. 167 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
89. 138. 249. 244 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.177.178. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 57 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
45.55.192. 116 147.237.76. 30 hi nush. i df .i 1 ET SCAN NVAP -sS wi ndow 1024 1
212.117. 143. 250 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
37.26.146. 178 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
192. 114. 91. 247 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 148 Chi na ggcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal .i df i ET SCAN Potential VNC Scan 5900- 5920 1
103. 54. 250. 106 147.237.77. 176 nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
80. 74. 105. 154 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
77.126. 151. 229 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
45.55.192. 116 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.199. 99. 30 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
37.26. 147. 200 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
192. 117. 158. 212 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41.141.55. 19 Mor occo 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 406
Sreamng Engine: TCP Invalid i i ssi
5.22.129.246  |Israel 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. 96
Ret r ansni ssi on Packet dropped.
5.22.131.17 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 45
46. 19. 86. 140 I srael 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 29
Sreanming Engine: TGP Invalid i i ssi
46.19.85.112  |Israel 147.237.0.19 |nadimatal .idf.il 9 =g nvalid segnent retransmssi on. drop 27
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.3.17 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. -y 24
Ret r ansni ssi on Packet dropped.
217.132.66. 251 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
Sreamng Engine: TCP Invalid i i ssi
149, 88. 233. 253 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 22
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 131. 157|l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 21
Ret ransmi ssi on Packet dropped.
5.22.131.17 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 19
109. 67.221.81 |lsrael 147.237. 72. 156 |anan.i df .i| dr op First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 11
109. 66. 168. 102 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i sSi
2.52.184.131  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
212. 235. 103. 211l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid sequence nunber noni t or
46.19. 85. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46.116. 249. 248 i srael 147.237.76.42 |refuahicf.il  |Bad TOP sequence SN retransmt wth different monitor |7
w ndow scal e
. . SN retransmt wth different .
132.72.74.103 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 7
Sreaming Engine: TGP Invalid i i ssi
79.176.59. 224  |israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
109. 65. 153. 14 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 142. 199|i sr ael 147.237.0.19  |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
94. 230. 86. 66 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
185.3.146.214 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
. . SYNVACK retransmt with different .
147.235. 8. 74 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence wi ndow scal e noni t or 5
109. 253. 130. 217|l srael 147.237.77. 243 |mobil e.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
147.235.8. 74 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
147.235. 8. 74 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
176.13.21.179 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 4
109. 186. 171. 244|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
85. 64. 62. 3 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
2.54.159. 192 I srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
2.54.84.29 | srael 147.237.76. 31 |nakchal .idf.il dr op First packet isn't SN drop 4
176.13.21.179 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or 4
80. 246. 137. 47 |Israel 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.141.55. 19 Mbr occo 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 222 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
2.54.15. 252 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
217. 194. 199, 176|i srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.181. 9. 40 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.30. 62 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.147.206 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
. . SYNPAXK retransmit with different .
80. 246. 136. 207 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 3
Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.
141. 8. 132. 112 er ot on 147.237. 72. 166 |aka.i df il Ret r ansmi ssi on Packet dr opped. drop 3
2.54.15. 252 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid sequence nunier noni t or 3
Sreaming Engine: TGP Invalid i i sSi
46.19.86.162  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185.32.179.65 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 86
2.54.42.218 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode B ock 58
84.228.192.171 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 58
46. 19. 86. 210 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 57
109. 253. 142. 199|1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode B ock 57
46.19. 85. 112 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 56
37.26.146.230 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 29
81.218. 251. 251 |Israel 147.237.0.34 |tikshuv.idf.il ;i‘_’z'\f’srfyzﬂ_ tzg‘le Sane Response Code (404) in Session from Bock |25
109. 253, 194. 73 |Israel 147.237.77. 243 |nobi | e. i df . i | Forare! ?:jf???s\;cﬂa?t/ic%gnigp:aesr:mﬁsdsmrd n Bock |22
176. 13. 18. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 21
46.19. 85. 181 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 19
109. 253. 138. 198|l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 18
46.19. 85. 94 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
2.54.50. 201 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.19.85.220  |Israel 147.237.77. 243 |nobi | e. i df . i | E@Etirl'elf’li’td? mgg; /Iﬁﬁgﬁﬁgiﬁf dogaranm o QrrentPassord |FO%K 5
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CGode B ock 4
2.54.17.43 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 4. 60 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Wnaut hori zed URL Access from 176. 13. 4. 60 B ock 3
46. 19. 85. 160 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CGode B ock 3
2.54.20.25 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.22. 142 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
217.165. 93. 149 ;:ii]::tdesﬁ’ab 147.237.77.216|dover . i df . i D stributed Suspici ous Response Code B ock 3
109. 253. 221. 69 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
109. 253. 223. 173]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 69 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
213.151.48. 4 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from213.151.48.4 |B ock 2
2.54.47.51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
213.151.48.4  |israel 147. 237.72. 166 |aka. i df . i | m”;kh:ri idfidl /'\':;r:f;‘;i )fg:;;n%rr o s Bl ock 2
2.54.20. 25 I srael 147. 237.77. 243 |nobi | e. i df . i | r?;ﬂﬁ:{;?“éf‘:ﬂiﬁhgg{ }izrfgexm‘ Access on Bl ock 2
46. 19. 85. 223 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
2.54.155.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
84.94.21.138  |Israel 147.237.72. 166 |aka. i df . i | ‘;Pjrwa';ekt:ri gf_‘"‘?l ?:;’ r:f;’;ﬁ]'a‘r’? pc;p”ups J ar i vsachar . aspx None 2
176.13.0. 174 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.10. 166 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84.108.193.215 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
157. 55. 39. 53 Lhited Sates 147.237.0. 16 nlyl- kosher -kravi . i df Unaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
79.179.38.134 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
197. 38. 215. 215 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock
37.26.148.244 |Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - Unhknown SSL Sessi on None 1
46.120. 18. 14 I srael 147.237.72. 166 [aka. i df . i | m”;’k“:_ ipd‘;r_ ?T‘,Etn: n/I 2555;0, \ii nev\paysl i p. aspx None 1
46. 35. 253. 161 :Z::I”i o 147. 237.77. 216 |dover . i df . i | ma?ztferl Jylp%x eor']/a;(i)\?gr .Fzgg)r:um " Bl ock 1
84.229. 35. 22 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip_storagelfiles/ 0O/ B ock 1
2.52.1.206 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vwwv aka. idf.il /v tikshuv.idf.il Bl ock 1
80. 246.136. 43 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 [lawforumidf.il Illegal Byte Gode Character in Mthod B ock 1
46.120. 131. 144 |Israel 147.237.72. 166 |aka. i df . i | mn;’k":i??ﬁﬁ nf;;cor?:f/t;aggficBZf;ngphsaChar$°t' 79in None 1
110. 86. 178. 210 |Chi na 147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock
5.22.131.89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 1
Unknown Par anet er
109. 186. 154. 230|I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
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