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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 102
79.176. 60. 78 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3

79.176. 60. 78 | srael 147.237. 72. 156 anan. i df.il ock Wdp Al Nets drop 3
212.179. 54. 237 I srael 147.237.72. 166 aka.idf.il Bl ock Wip Al Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

74.91. 28. 62 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |[bl ock-sp-trafl drop 1

146. 185. 239. 100 Russi an Federation 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1




01-31-2016-12:04:04 to 01-31-2016-13:04:04

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1




01-31-2016-12:04:04 to 01-31-2016-13:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry Ste \Signature

52. 34. 40. 182 147.237.77.170 [lhited Sates maar achot . i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
213.8.46.1 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
27.124.121. 194 147, 237. 76. 44 Australia e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 104. 115. 2 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
5.29.87.23 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
192. 116. 248. 130  [147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.37.91 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 223. 157 [147.237.72.166 |[lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
103. 54. 250. 114 147. 237.77. 178 e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 170. 221 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
81.218. 48. 37 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.179. 129. 142 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147.237.0. 16 Chi na ny- kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
46.117. 61. 135 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
212.117. 157. 74 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
8.37.237.222 147.237.77.216 |Wnited Sates dover.idf.il portscan: TCP D stributed Portscan 1
192.117.141. 177  (147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
2.54.153. 89 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 40 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 187. 75 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
87.69. 146. 111 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 198. 164 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 157. 42 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1




01-31-2016-12:04:04 to 01-31-2016-13:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
37.26. 146. 220 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 335
31.171.244.115 |Satzerland 147.237.77. 216 |dover.idf.il drop SAMrul e drop 62
132.72.74.103 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt wth different monitor |54
W ndow scal e
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 29
Sreanming Engine: TCP Invalid i i ssi
217.132. 138. 228|I srael 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 21
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109. 253. 150. 215/l srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid |invalid segnent retransnission drop 18
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.14.66  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54.132.126  |israel 147. 237, 7. 243 |t 1 e o1 | €@MNG Engine: TQP Invalid invalid segnent retransnission drop 15
Ret r ansmi ssi on Packet dr opped.
154.121.5.233 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
185. 127. 10. 37 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 14
46.19. 86. 151 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 13
Sreanming Engine: TCP Invalid i i ssi
2.54.43. 16 I srael 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109. 253. 128. 247 I srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13. 14. 149 |israel 147. 237, 77. 243 |nobi | e. i of . i g =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
46.19.86.151  |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence SINHAK retransmt with different Jooyvor |12
w ndow scal e
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
46. 19. 85. 22 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
. . SWNretransmit wth different .
79.177.171. 118 |lsrael 147.237.77.234 |halag.idf il Bad TCP sequence i ndow scal e noni t or 10
2.52.33.201 I sr ael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
reamn ine: TCP Invali i i Ssi
46.19. 85. 86 I'srael 147.237.77. 243\t ei o1 |7 €AMNG Engine: TP Invalid - invalid segnent retransmission. |, o 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 200. 143|i srael 147.237.0.19 |nadimatal.idf.il g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13. 4. 15 I'srael 147.237.77. 203\t ei o i1 |7 SAMNG Engine: TP Invalid - invalid segnent retransmission. |, o 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.169  |Israel 147. 237, 77. 243 |nobi | e. i of . i g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
66.249.78.130 |Wited Sates |147.237.76.86 |navy.idf.il 9 59 Invalid segent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
31.168.241.14  |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 86. 151 | srael 147.237.72. 166 |aka. i df.i | drop First packet isn't SN drop 7
79.178.254. 183 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
79.178. 254. 183 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TQP Invalid i i SSi
109. 253. 194. 51 |I srael 147.237.77. 243 |robi L e. i of . i1 9 =g I nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
77.125.11.122  |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning BEngine: TQP Invalid i i SSi
185. 120. 125. 16 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi
2.52. 32,165 I'sr ael 147. 237.77. 243 |robi 1 e, i of . i1 9 =g I nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
212.143.23.56 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
Anonynous . . . .
8.37.227.69 Proxy 147.237.77. 216 |dover . i df .i | B ock HTTP Non Conpli ant Response out of state monitor (6
46. 19. 85. 192 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TGP Invalid i i SSi
109. 253. 146. 84 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
79.178.62.222 |israel 147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.54. 26. 166 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 192 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19.85.112  |israel 147. 237. 77. 243 |nobi l e.i df i | g =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
212. 143. 234. 132|i srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
77.125.11.122  |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber aert 6
46.19.86.247  |israel 147.237.72. 166 |aka. i of .| Bad TOP sequence SINHAK retransmt with different oo s
W ndow scal e
46.19. 85. 248 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 102 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
82. 145. 220. 125 |Eur ope 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
. . SWNretransmit wth different .
79.176.41.151 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 5
81.218.171. 217 |israel 147.237.72. 167 |i shurimaka.i df .1 [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
176.13. 1. 105 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 248
176.13.1. 105 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
185. 32.179. 101 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 90
2.54.32.17 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 77
176.13.1.105  [Israel 147.237.0.19 |nadimatal .idf.i I?‘;.'\g'yl_oioéhe Sane Response (bde (403) in Session from Bl ock 60
176.13.16. 252 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 45
176.13.0. 174 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
109. 253. 200. 143|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 41
109. 253. 200. 143|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 31
109. 253. 159. 103|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
2.54.32.17 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 28
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 26
46. 19. 85. 223 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
176. 13. 5. 40 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 14
185. 32.179. 101 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 12
81.218.241.26 |lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed URL Access from 81.218.241. 26 B ock 9
46.19. 86. 53 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
109. 253. 150. 215|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 5
176. 13. 14. 66 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
2.54.132. 126 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 4
217.132.138. 228l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 4
109. 253. 128. 247|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 208. 195|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
176.13.9. 118 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
46. 19. 86. 27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 218. 89 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
176.13.13.94 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.144. 226 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 206. 210]l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 86. 38 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 112 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
82. 80. 27. 224 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to www i df.il/1679- 18967/ dover . aspx Bl ock 2
81.218.97.114 |l srael 147.237.76.86 |navy.idf.il mmm;”;:\?;'izd‘? e i;esfaé; {11 es/ 2/ i 263380/ 1802, pg Bl ock 2
46.19.85.139  |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt eh °|rd'f2?‘|j , t’;egpgrcyef:mj;esn <t ohi | ddocunent </ 1362 Bl ock 2
176.13. 4. 15 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
2.54.43.16 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
176. 13. 10. 65 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
2. 54. 140. 101 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
199. 203. 151. 194/l sr ael 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 2
46.19. 86. 151 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46. 19. 85. 86 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
109. 253. 194. 51 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
188. 143. 232. 26 gs::;”i on 147.237.76.31 |nakchal .idf.il Mil tiple Unaut horized URL Access from 188. 143. 232. 26 B ock 2
109. 253. 208. 112|I srael 147.237.77.243|nobi | e. i df . i | Ostributed Wauthorized URL Access on nobil e.idf.il/nekudot/index [B ock 2
2.54.131. 248 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None

199. 203. 100. 20 |Israel 147.237.72.166 |aka. i df . i | m“;:;’_rii dﬁ?‘?lsﬁgfy r;’gutf P ot ACt S, &S ox Bl ock 1
77.125.81.217 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
169. 0. 218. 222 147.237.77.216|dover.idf .i | Ostributed PHP At tenpt Bl ock 1
2.54.10. 225 I srael 147.237.72. 166 |aka. i df . | %ﬂﬁﬁfﬁﬁfﬂf& - Protocol violation None 1
107.178.194.79 |Uited Sates  [147.237.77. 216 |dover . i df . i | D stri utec ll‘f;;_t;géisg?ﬂe%vi‘ffssp;” B ock 1
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