01-31-2016-11:04:07 to 01-31-2016-12:04:07

([
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
B nadi matal.idf.il
W aka. idf.il
B dover.idf.il
Bl mobile.idf.il
Nugbef M refuah.idf.il
At acks .IShUI’I.mak.a.Idf.l
I halag.idf.il
Wata .idf.il
nat pash.idf.il
B nakchal .idf.il
Top Tar get
[Top Attackers |
Hl 2. 54.20. 133
82.81.12. 176

I 176. 13. 13. 94
109. 253. 216. 136

N”Z,ber I 109. 253. 218. 89
Atacks W 185. 24. 76. 144

1 2.54.14.15

M 46. 19.85.51
2.54.46. 126

M 185.32.179. 65

Top Attackers



|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

01-31-2016-11:04:07 to 01-31-2016-12:04:07

|Target Address |Site

|signature

|Device Action |Count |

192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 271
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 108
71.6.135.131 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Bock Wdp All Nets dr op 1
142.54. 160. 214 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
74.91. 28. 62 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
142. 54. 169. 162 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
79.177.171.118 | srael 147.237.77. 234 hal ag.idf.il Bl ock_Ulp Al _Nets drop 1
142.54. 169. 165 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 50 France 147.237.76. 42 refuah.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
79.183.19.160 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
66.249.93.219 [147.237.77.170|Whited Sates |naarachot.idf.il|ET SCAN NVAP -sA (2) 1
46.148.18.162 |147.237.77.19 |Lithuania lawforumidf.il|ET SCAN Potential SSH Scan 1
213. 8. 80. 155 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
46.19. 85. 188 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
212.143. 225. 101147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
199.203.215.1 [147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
192, 115. 29. 222 |147.237.77. 216 |I srael dover.idf il portscan: TP D stributed Portscan 1
121.99.229. 116 |147.237.72.166 |New Zeal and  |aka.idf.il portscan: TCP D stributed Portscan 1
82.80.230.201 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
77.127.23.120 |147.237.77. 216l srael dover.idf il portscan: TP D stributed Portscan 1
50. 204, 188. 142 |147.237.0.35 |Wited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 4096 1
213.57.93.57 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.148.18.162 |147.237.0.200 [Lithuania u. i df il ET SCAN Potential SSH Scan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 25 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
200. 145. 62. 240|147 237 77 61 |mrazi| e, cogat i f i1 ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192.115.248.2  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
176.228.41. 194 |147.237.72.166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 66. 6. 39 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Signature

Devi ce

Attacker CQountry ‘Target Address |Ste

SYWNretransmt wth different

Action

185.24.76.144 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |40
w ndow scal e
109. 67.248.75 |l srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
S reamng Engi ne: TCP i i ssi
84.110.53.215 |Israel 147.237. 77. 243 |robi 1 e. i df . i | mng Engine. 1 Invalid segnent retransmssion. |, 21
Inval i d Retransm ssi on Packet dr opped.
Pal esti ni an R -
188. 161. 255. 147 Terri tory, Qreupi ed 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 20
46.19. 86. 14 I srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [reject 16
2.54.14.15 | srael 147.237.72. 166 |aka.i df .i | SYN Attack rej ect 15
o SWNretransnmit wth different .
79.177.171. 118 |[Israel 147.237.77. 234 |hal ag. i df .i | Bad TCP sequence wi ndow scal e monitor |14
62. 0. 200. 198 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 12
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 12
reamn ine: T i i ssi
109. 253. 216. 136l srael 147.237.77. 243 |nobi l e.i df .| 3 eamng Engi ne _(P Invalid segnent retransmssion. |, 12
Inval id Retransm ssion Packet dropped.
46. 19. 85. 51 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 11
46.19. 85.51 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
2.52.155. 159 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engi ne: TCP i i ssi
5.102.206.47  |israel 147. 237.77. 243 |mobi l e. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval id Retransm ssion Packet dropped.
46. 19. 86. 14 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.14. 15 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
109. 253. 208. 71 I srael 147.237.77. 233 [atal i il Bad TCP sequence SiNretransmt with different o0 |g
wi ndow scal e
2.54.14.15 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.14. 15 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber mnitor |7
Sreamng Engi ne: TCP i i ssi
82.80.52.5 I'srael 147. 237. 72. 166 |aka. i of . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
77.126.86.185 |l srael 147.237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
192. 116. 95. 240 |l srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi
132.66.111.38 | srael 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
Streanming Engine: TCP Invali d segnent retransnission
66. 249. 78. 37 Lhited Sates 147.237.77. 234 |hal ag. i df .i | ) . " |drop 6
Inval id Retransm ssion Packet dropped.
2.54. 130. 90 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engi ne: TCP i i ssi
46.19.85.237  |Israel 147.237. 77. 243 |robi | e. i df . i | mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
149.78.116.57 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni tor |6
S reanming Engi ne: TCP i i ssi
82.166.197.93 | srael 147.237.77. 243 |nobi l e. i df . i mng Ehgine: 7 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
188. 120. 148. 139|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
62.0.244.129 | srael 147.237. 72. 167 |i shuri maka.idf . il dr op Frst packet isn't SN drop
46. 19. 85. 120 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engi ne: TCP i i ssi
176.13.6.251  |Israel 147. 237. 72. 166 |aka. i of . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
217.132. 16. 218 | srael 147.237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
o ; Fail ed to handl e connection .
41.33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant data monitor |5
46. 19. 85. 51 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 51 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
46.19. 85. 51 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |4
79.179.177.70 |israel 147.237.0.17 ;"I"Iy kosher-kravi. id o\ At t ack SYN -> SYN-ACK -> Timeout |reject 4
2.54.22.113 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.155.9 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 159 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
212.143.142.56 |[Israel 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 4
185. 120. 125. 55 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 4
2.54.53.125 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
S reamng Engi ne: TCP i i ssi
5.29. 22. 46 I srael 147.237. 77. 216 |dover . i df . mng Engine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssi on Packet dr opped.
46. 19. 85. 120 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
Streanming Engine: TCP Invali d segnent retransnission
66. 249. 78. 44 Lhited Sates 147.237.77. 234 |hal ag. i df .i | ) . " |drop 4
Inval id Retransm ssion Packet dropped.
2.54. 147. 197 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 67 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
2.54.20. 133 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 262
2.54.20.133 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 165
176.13.13. 94 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 87
2.54.20. 133 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 49
109. 253. 216. 136l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 48
109. 253. 218. 89 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 43
185.32.179.65 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
2.54. 46. 126 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 33
109. 253. 159. 103|I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 27
109. 253. 217. 85 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
2. 54.50. 201 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 9
46.19. 86. 53 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 9
46. 19. 86. 83 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
2.54.42.218 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
84.108.237.33 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 6
84.110.53.215 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
62.219. 167. 227 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 62.219. 167. 227 B ock 5
82. 81. 53. 166 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/sip storage/files/8 |B ock 5
79.179.177.70 | srael 147.237.0. 17 ][n inly- kosher -kravi . i d Mitiple Illegal Paraneter Encoding from79.179.177.70 None 3
46. 19. 85. 208 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
176. 13. 0. 159 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
188. 24. 3. 159 Romani a 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwv i df.il/1283-18166- Bl ock 3
62.219. 167. 227 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/sip storage/files/8 |B ock 3
109. 253. 221. 181|l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
46. 19. 86. 84 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
2.54.179. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
46.19.85.186  |israel 147.237. 72. 166 |aka. i df . i | m”;:;"riidﬁe.?lﬁﬁlcgf;js}é’omrol < ot udal A Bl ock 2
82.81.53.166 I srael 147.237.72.166 |aka. i df . i | mt;k';‘i’gﬁdi Il;ha“t hori zed Method for Known URL on Bl ock 2
84.109.69.188 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 2
37.26.148.249 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 216. 136]I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
82. 81. 53. 166 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unauthorized URL Access from 82.81.53. 166 B ock 2
37.26.149.197 |lIsrael 147.237.77.243|nobi | e. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
176.13.17. 227 |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
46. 118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .il Mil ti pl e Unauthorized URL Access from 46. 118. 155. 216 Bl ock 2
109. 253. 200. 143|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
79.176.218.57 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
121.99.229. 116 |New Zeal and |147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 200. 200! srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 155 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
46. 19. 85. 223 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
121.99.229.116 |New Zeal and [147.237.72. 166 |aka.idf.il Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
109. 66. 19. 18 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from109. 66. 19. 18 B ock 2
80. 246. 137. 247 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 2
46. 19. 86. 26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
195. 160. 242. 40 |l srael 147. 237.72. 166 |aka. i df . i | ﬁwa';e;:ri gfﬁdl ?’ggfgai;?pgp”ups/ var ki vsachar . aspx None 2
2.52.191.213 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df. i/ nain/gi yus/ B ock 2
37.26.148.224 [Israel 147.237.77. 234 |hal ag. i df .i | o ggsugidzglﬁfﬁgg'ﬁiaﬁ osess f.’réi . Bl ock 1
81.218.152.54 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
176.13.7.220  |Israel 147.237.76.42 |refuah.idf.il e haut hort zed ﬁaﬁcgesfx on Bl ock 1
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