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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 107
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 102
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 87
81.218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 84
79.179. 119. 244 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

74.91. 28. 58 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-traf1l drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

80.246. 130. 22 [147.237.76.30 |Israel hi nush. i df . i ET OCB Large anount of TCP ZeroWndow - Possibl e N ller2 Chos 2
at t ack
84.110.37.120 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
80.179.255.6  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
66.102.7.129 [147.237.76.86 |Lhited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 1
46.120. 144. 176 [147.237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
45.55.236. 147 |147.237.76. 31 nakchal .i df il ET SCAN NVAP -sS w ndow 1024 1
37.26.149.222 |147.237.77.216 |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
93. 173. 254, 121 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80.178.203. 75 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
62.219.47.34  |147.237.72.166 |l srael aka.idf.il portscan: TGP DO stributed Portscan 1
45.55. 236. 147 |147.237.76. 39 nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
37.142. 153. 102 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
31.168. 130. 212 |147. 237. 72. 166 |I srael aka.idf.il portscan: TGP DO stributed Portscan 1
98. 119. 105. 221 [147. 237. 76. 202 |Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“:\tnl(;i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 253. 211. 240l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |23
46.19. 85. 243 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 23
109. 253. 211. 240! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 21
2.54.47.179 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
Sreaming Engine: TGP Invalid i i ssi
109. 253. 213. 108|l srael 147.237.77. 243 |nobile.i of . 9 =g Invalid segrent retransmssion. |, 21
Ret ransni ssi on Packet dropped.
. . SWNretransmit wth different .
109. 253. 146. 190|I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Vi ndow scal e noni t or 19
Sreaming Engine: TGP Invalid i i ssi
80. 246.136. 41 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. | 15
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.158.213  |israel 147. 237.77. 243 |mbi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 253.192. 79 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.255  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
62. 0. 200. 162 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 11
46. 19. 85. 19 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 10
46. 19. 85. 19 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |10
141.0.15.35 Eur ope 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 10
46.117. 247. 156 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il dr op SAMrule drop 9
Sreaming Engine: TGP Invalid i i ssi
109. 253. 132. 14 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 9
Ret ransni ssi on Packet dropped.
81.218.241.26 |Israel 147.237.72. 156 |aman. i df .i | drop First packet isn't SW drop
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or
109. 253. 216. 99 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt with different — Jopnitor s
w ndow scal e
194. 90. 217. 145 |Israel 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 8
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval id ACK nunber alert 8
176. 13. 20. 96 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber nonitor |8
31.168.89.105 |[lsrael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid sequence nunber noni t or 7
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 7
46. 19. 85. 232 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
Pal estinian Territory, s .
82. 205. 14. 66 Qccupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor
46.19. 85. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
66.249. 65. 14  |Uhited Sates 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 210. 236. 81 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
176.13.10.85 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
82. 205. 14. 66 g";'cis;i'géa” Tertitoryl 47, 237.77. 216 dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 6
46. 19. 85. 87 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi
176.13.18.127 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.30. 236 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
80.179.10. 113 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
31.168.89.105 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
Sreamng Engine: TCP Invalid i i ssi
82.80.179.251 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.52.32. 104 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80.178.101. 40 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46.19. 85. 198 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
o SWNretransmit wth different .
149. 88. 180. 109 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |6
80. 178. 201. 148 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber nonitor |6
46. 19. 85. 198 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |6
199.203.215.1 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 198 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 25 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.27.90 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 157
109. 253. 215. 47 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 106
176.13.7. 241 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 102
176.13.17.227 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 101
2.52.27.90 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 97
46.19. 85. 226 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 51
176.13.17.227 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 47
176.13.14.5 I srael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock 46
176.13.7. 241 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 37
109. 253. 159. 214|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 35
109. 253. 213.59 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
109. 253. 215. 47 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 33
176.13.14.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
109. 253. 215. 47 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 13
109. 253. 215. 47 |Israel 147.237.0.19 |nadi matal .idf. | Igg'\gg’ 201;2; Sane Response Qode (403) in Session from Bl ock 11
46. 19. 85. 57 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
109. 253. 215. 47 |l srael 147.237.0.19 |nadimatal .idf. i Igg'\g]gy 2°I5t2$ Sane Response Qode (404) n Session from B ock 9
176.13. 0. 186 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
176.13.16.150 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.13.14.5 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 6
2.54.141.133 | srael 147.237.77.243|nobi | e. i df . i | Par anet er Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
176.13.12.152 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
85.250.87.36 | srael 147.237.72. 166 |aka. i df . i | m“;kh: - df’idl /'\ﬁ;jhn‘;‘;i 333 gfh;;rl cati onser i ce, asr get aut huser Bl ock 5
46. 19. 85. 92 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 5
109. 253. 213. 108]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
109. 253. 159. 72 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 3
2.52.158.213 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
5.22.134.217 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 3
109. 253.132. 71 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 223. 122|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 8. 153 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
213.57.49.162 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.128. 191 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 10. 85 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
185. 32. 179. 229 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
5.22.134.217 I srael 147.237.77.74 [lawidf.il Mil tipl e Unauthorized URL Access fromb5. 22.134. 217 Bl ock 2
109. 253. 216. 177 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.177.16. 23 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
46.19. 85. 83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 143. 220]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
194. 90. 240. 21 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 2
81.218.140. 160 |[lIsrael 147.237.77.74 [lawidf.il PHP Attenpt B ock 2
176.13. 9. 49 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 253.192. 79 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 2
80. 246. 136. 243 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
216.72.40.185 | srael 147.237.72.166 |aka. i df . i | m”;k";'_‘i gﬁri"’}rfnﬁv @\SS'/E\I’\E;AJ_ i’;?WPTED in None 1
66.249.78. 154 |Israel 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww idf.il/inages/ 1. he/ back. png B ock 1
109. 253. 146. 190 |1 srael 147.237.72. 166 |aka. i df . i | o Ful Ve e Rl T dth Ui code Encoding on LR/ Paraeter (+) - fromg ook 1
2.54.139. 155 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
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