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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 106
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2
142. 54. 160. 212 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
142.54.160. 211 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

51. 255. 207. 28 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
176.13.21. 90 147.237.0. 19 I srael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 3
46.117.170.152 |147.237.72.166 |israel aka idf.il portscan: TQP D stributed Portscan 1
209. 126.230. 75 |147.237.77.234 |Lhited Sates hal ag.i df.il ET SCAN NVAP -sS w ndow 1024 1
45.55.236. 147  |147.237.77. 226 waw chanatz. aka. idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
154.73.170. 162 |147.237. 76. 196 e.svivaidf.il ET SCAN NMAP -sS w ndow 2048 1
89.216.119.94  [147.237.77.179 e.nazi.idf.il ET SCAN NMAP -sS w ndow 4096 1
80. 82. 78. 66 147.237.77.226 |Netherl ands wan chanat z. aka.idf i1 [ET SCAN Potential VWNC Scan 5900- 5920 1
80. 82. 78. 66 147.237.76.42  |Netherl ands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 78. 66 147.237.0. 34 Net her | ands tikshuv. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
46.161.40.120  [147.237.77.74 |Russian Federation [lawidf.il ET SCAN NMAP -sS w ndow 1024 1
213.57.42.174  |147.237.72.166 [Israel aka idf.il portscan: TQP D stributed Portscan 1
46. 19. 86. 149 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.72.167 |wnited Sates i shurimaka.idf.il ET DROP Bshield B ock Listed Source 1
154.73.170. 162 |147.237. 76. 196 e.svivaidf.il ET SCAN NMAP -sS w ndow 3072 1
154, 73.170. 162 |147.237. 76. 196 e svivaidf.il ET SCAN NVAP -f -sS 1
82.117.208. 243 [147.237.77.212 e.dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
80. 82. 78. 66 147.237.77.178 |Netherl ands e. nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 78. 66 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
77.125.131.78  |147.237.72.166 [Israel aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
149.50.74.119 |Wited Sates |147.237.77.234|hal ag.idf.il Bad TCP sequence SN retransmt with i fferent moni tor |64
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 34
54.244.22.103 |Whited Sates |147.237.77.233|atal .idf.il drop First packet isn't SWN drop 26
62.0.101. 97 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
. . . SWNretransmit wth different .
112.90.237.90 |Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 12
62.0.101. 97 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber alert 10
192.115.83.5 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 8
192.115.83.5 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 7
192. 115. 177. 202/l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
192. 118. 48. 249 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
192.115.83.5 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaning Engine: TQP Invalid i i sSi
2.52.183. 46 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.219.120.45 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
2.52.183.216  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.23.36 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
2.54.45.216 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
187.204. 177. 70 |Mexi co 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.41. 43 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
70.199.242.129 [lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
192.115.83.5 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i SSi
68. 180. 229. 121 |Wnited Sates |147.237.76.200 |eitan. aka idf. il g =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
31.168.182.90 |lsrael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
91.200.12. 141  |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4
91.200.12. 141 |Wkrai ne 147.237.77. 216 |dover.idf il drop SAMrule drop 4
192.115.83.5 I srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi
92.61.233.66 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.15.119  |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
80. 246. 136. 199 |Israel 147.237.77. 243 |moti 1 e i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 209. 225 I srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
66.249.93.189 |Wnited Sates |147.237.77.243|nobile.idf.il g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 219, 219/I srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 132. 65 || srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
37.26.147.168 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 193. 113|i srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
. . SYNHAK retransmit with different .
192. 115.83.5 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence vi ndow scal @ noni t or 3
Sreaning Engine: TQP Invalid i i SSi
109. 253. 220. 237|i srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 150. 105 sr ael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
2.54.9.213 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.17  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.178. 123. 244 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 157. 61 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
192. 117. 175. 194/ srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
37.26.147.135 |lIsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
199.203.215.1 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber alert 2
46.19. 85. 180 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
66. 249. 78. 93 Lhited Sates |147.237.77.233|atal.idf.il drop Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176. 13. 21. 90 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 322
176.13.21.90 | srael 147.237.0.19 |madimatal .idf.i Ezl'g'yszgéhe Same Response (bde (403) in Session from B ock 132
176. 13. 21. 90 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 104
109. 253. 216. 177|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 62
109. 253. 132. 147|I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 47
176.13.21. 76 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 45
109. 253. 196. 199l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
2.54.146. 81 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 27
2.54.23. 205 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 22
176.13.7.95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
178.32.149. 131 |France 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 4
157.55.39.58  |lnited Sates  |147.237.72. 166 |aka. i df . i | mu;gr: Zfdl Hlnaffvcf;ie ;‘r’ml / home! def aul ¢ aspx Bl ock 4
2.52.28.107 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

109. 253. 157. 61 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock

5. 29. 45. 88 I srael 147.237.77. 243 |nobi | e. i df . i | ;'?)Lﬁ? o T?/F/es:cﬁgf; icggngig::ﬁf;d in B ock 3
178.32.149. 131 |France 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut horized URL Access from 178. 32. 149. 131 B ock 3
2.52.158. 78 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
185. 32. 179. 244 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
80.246.139. 68 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.189. 23 I stael 147.237.72. 166 |aka. i df . i | \;':‘;‘rwa’;e;ae ' (?ﬁdl ?‘r:aﬁ'n\/”so;f;;f/”f oir;ot passnord, asp None 2
38.111.147.88 |lnited Sates |147.237.77.216|dover.idf .il Mil ti pl e Unaut hori zed URL Access from 38.111. 147. 88 B ock 2
46.19. 85. 237 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
85. 64.148. 136 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wawy aka. i df .il/mai n/ sachar/about . aspx |Bl ock 2
109. 253. 157. 61 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
31.168. 151. 111 |israel 147.237.72. 166 |aka. i df . i | m ;l'(zult sfd_ iﬂa#;hr?/rsi ;fﬁarﬁ‘ ;ecfciisesd on B ock 2
176.13. 0. 251 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
66. 249. 64. 48 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 0/ 107090. pdf |Bl ock 1
37.48.101.193 [Netherlands  [147.237.77. 216 [dover i df i1 |0 1SS IR el TR eeess on B ock 1
107.178.194.87 |Uited Sates  [147.237.77. 216 [dover.idf.i] [0 ol" Bted lfggggggfﬁe%ﬁ??:pﬁ” B ock 1
68.180.228.112 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/en Bl ock 1
149.50.74.119 |Uited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il Bl ock 1
109. 253. 146. 27 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 85. 94 I srael 147.237.77.216|dover.idf . il Unknown HTTP Request Method | e/ 13C75 in URL safari/601. 1 B ock 1
204.13.201.137 |Uited Sates [147.237.77. 216 |dover. i df il (D S!1DUeC ﬂ“;g:;ggé?ﬁeﬁvﬁf?;pﬁn Bl ock 1
2.54.154. 130 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176. 13. 23. 36 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
92.253.91.207 |Jordan 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt B ock 1
176.13.4.52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 246. 136. 153 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
66. 249. 64. 53 I srael 147.237.77. 170 |n@ar achot . i df . i | [Whaut hori zed URL Access to 147.237.77. 170/ robot s. t xt Bl ock 1
109. 253. 201. 87 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
192.115.83.5 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
109. 64. 59. 24 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QU ENT_HELQ |None 1
82.102. 169. 113 |israel 147.237.77. 243 |nobi | e. i df . i | (Sg‘&{“og\cﬁﬂ%%‘jecﬂ“fg - Protocol violation None 1
2.54.4.145 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149.50.74.119 |Wited Sates |147.237.77.234|hal ag. i df .|| ﬂ??;g;f;;égszﬂ‘mfg;fh;oe &/ bul et 1. gi B ock 1
68.180.229. 173 |Wited Sates |[147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover. i df.i| (D S!1DUeC lfggggggfﬁe%ﬁ??:pﬁ” B ock 1
92.253.91.207 [Jordan 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
2.52.31. 145 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
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