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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 184
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 102
79.176.73. 174 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets dr op 6

142.54. 169. 166 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-31-2016-06:04:03 to 01-31-2016-07:04:03

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DO5 Large anount of TCP Zer oVWndow - Possible Niller2

176.13.20.1 147. 237. 77. 233 |I srael atal .idf.il Doos at t ack 8
66.249.78.159 |147.237.77.216|W0ited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
113.171.23.126 |147.237.77.121 |V et nam e navy.idf.il ET SCAN Potential SSH Scan 1
113.171.23. 126 |147.237.76.42 |M etnam refuah.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 |147.237.77.235|India sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 235. 254. 181|147. 237. 72. 14 [Turkey dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
80. 82. 78. 66 147. 237. 76. 201 |Net her | ands eatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
80. 82. 78. 66 147. 237.76. 38 |Nether| ands eenmeitav.idf .il ET SCAN Potential WNC Scan 5900- 5920 1
115. 231. 180. 23 |147. 237. 76. 148 [Chi na ggcenter. aka. i df. il ET SCAN Potential SSH Scan 1
113.171. 23. 126 |147. 237. 77. 226 |\ et nam wav chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
113.171.23.126 |147.237.77.61 |Metnam e.cogat.idf.il ET SCAN Potential SSH Scan 1
113.171. 23. 126 |147.237.76.34 [\ et nam yohal an.idf.il ET SCAN Potential SSH Scan 1
112.196. 49. 101 |147.237.77.235|India svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
106. 38. 241. 106 [147. 237. 72. 166 |Chi na aka idf.il SERVER APAGHE Apache nod_ss| non-SSL. connection to S8 port |,
deni al of service attenpt
80. 82. 78. 66 147.237.76.176 |Netherl ands ~ [test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147.237. 77. 234 |Chi na hal ag.idf . i1 ET SCAN NVAP -sS w ndow 1024 1
175.6.228.149 |147.237.76.86 |China navy.idf.il ET SCAN Rapi d PGP3 Gonnections - Possible Brute Force Attack |1
113. 171. 23. 126 |147. 237. 77. 227 [M et nam e. hanaz. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
176.13.20.1 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 18
176.13.20.1 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 18
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreamng Engine: TCP Invalid i i ssi
79.182.238.179 | srael 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransnission. drop 9
Ret r ansm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41.33.232.66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
e SWNretransmit wth different .
176.13.20.1 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 4
188. 120. 148. 187l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
31.210. 186. 145 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
2.54.9. 213 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 216 |l srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.184.111  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
58.137.104.50 |Thai | and 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
99.237.104.94 [Canada 147.237.72. 166 |aka. i of .| Bad TCP sequence SIHAK retransmt with different | oo |3
w ndow scal e
Sreanmng Engine: TGP Invalid i i ssi
84.228.172.4  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 209. 53 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
191.232.136.31 |Wited Sates |147.237.72.166 |aka idf.il 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 222. 152|1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret ransni ssi on Packet dropped.
64.246.165.190 [Lhited States [147.237.77.233fatal.icf.il  |Header Rejection :‘ﬁ:;re’ ection pattern fond in - pior |3
Sreaming Engine: TGP Invalid i i ssi
109. 160. 253. 95 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
37.26.147.249  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.161 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmission. drop 2
Ret ransni ssi on Packet dropped.
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreaming Engine: TGP Invalid i i sSi
157.55.39.78  |Wited Sates |[147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
99. 237.104.94 |Canada 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreamng Engine: TCP Invalid i i ssi
66.249.78.233 |United Sates |147. 237. 76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransnission. drop 2
Ret r ansm ssi on Packet dropped.
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engine: TCP Invalid i i ssi
157.55.39.172 |Wited Sates |147.237.72.166 |aka idf.il 9 =9 Invalid segnent retransmssion. drop 2
Ret r ansmi ssi on Packet dropped.
172. 1. 60. 200 Lhited Sates |147.237.72.166 |aka.idf.il dr op Frst packet isn't SYN drop 2
213.57.155.92 |Israel 147.237.76.31 |nakchal.idf.il |Bl ock HTTP Non Conpli ant Fail ed to hand e connection data noni t or 2
5.22.135. 165 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 220 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
5.102. 254. 79 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
157.55.39.58  |Wited Sates |147.237.72. 166 |aka idf.i 9 =9 Invalid segnent retransnission. drop 2
Ret r ansm ssi on Packet dropped.
5.135.136. 146 |France 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
158.130.6.191 |[Uhited Sates [147.237.8.45 |e.eitan.idf.il |dr op SAMrul e drop 1
198.1.101.123 |Lhited Sates |147.237.77.176|natpash.idf.il |Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 1
46.120.19. 161  [Israel 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber alert 1
109.226.32.34 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
87.69.242.104 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
158.130.6.191 |[thited Sates [147.237.77. 170 |nmarachot.idf.il|dr op SAMrul e drop 1
37.46.38. 116 | srael 147.237.77.243|mbi le.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
77.237. 146. 28 gg}%ﬂc 147.237.77. 227 |e.hanaz. i df .i1 |Geo- 1 ocati on enf or cenent Geo-1 ocat i on i nbound enforcenent  [drop 1
158.130.6.191 |Uhited Sates [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo- 1 ocation i nbound enforcenent |drop 1
: . . SYN+AK retransmit with different .
50. 87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 1
46. 19. 86. 240 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
158.130.6.191 |whited Sates [147.237.77.243|mobile.idf.il [drop SAMrule drop 1
46. 19. 85. 10 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
84.108.218. 3 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
2.54.23.205 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 60
95, 35.82. 3 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 58
109. 253. 140. 192]I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 29
109. 253. 136. 23 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 22
157.55.39.58  |lhited Sates |147.237.72. 166 |aka. i df . i | mugﬂgr: Z?.di Hlmff:ﬁzie} o hore def - Bl ock 4
2.52.28.107 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
77.127.201.69 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
2.54.190.160  |Israel 147.237.72. 166 |aka. i df . i | m;&;? def’é”L?i:jt :/osréczfa‘: /'\\fg:\;gy;oirp_';”s%")‘(” R on Bock |3
2.54.41.96 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 193. 231/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
31.210.188.122 [israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.21. 76 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 223. 37 |lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
213.57.155.92 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 2
46.19. 85.75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
38.111.147.88 |Whited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw idf.il/error.htm B ock 2
87. 68. 69. 125 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/xnrpc. php Bl ock 1
204.13.201.138 [Uhited Sates |147.237.77.216|dover. i df .| Dstri utec 1?;;}2%;;?&%&?2?‘)2” Bock 1
157.55.39. 200 [hited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
46.116. 190. 238 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None
95.35.82. 3 I srael 147.237.0.19 |nadimatal .idf.il ;’goslghréyz(g the Sane Response Qode (404) in Session from Bl ock 1
87. 68. 44. 56 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
184. 168. 192. 130|Lhited Sates [147.237.72.167|i shuri maka.idf .il D stributed PHP Attenpt B ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwvidf.il/stay B ock 1
149.78.169.39 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
107.178.194.83 [Uited Sates |147.237.77.216|dover. i df .| Dstri utec 1?;;}2;;25:?&%&?2?‘)2” Bock 1
40.77.167. 52 Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
87.69.204.198 |l srael 147.237.72. 166 |aka. i df . i | mu;kl;orl id]fidl /'\fa:j wgaﬁ\; ‘;\paysl b, asp Bl ock 1
2.52.173. 103 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
213.57.155.92 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut horized URL Access from 213.57. 155. 92 B ock 1
176.13. 7. 109 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
81.218.208. 153 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
46.120.230.39 |[Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
5.102. 216.222 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
95.211.187.82  |Netherl ands 147.237.76.200(ei tan. aka. i df.il Lhaut hori zed LRL Access to eitan. aka.idf.il/wp/wp-adnmn/ B ock 1
87. 68. 69. 125 | srael 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 1
Russi an _ ) Paraneter Type Mol ation _ _ '
188. 143. 232. 22 Federat i on 147.237.77. 216 |dover.idf . il ctl OO$O)nt ent Pl acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
ww i df . i1 /1283- en/ dover . aspx
66. 249. 78. 31 | srael 147.237.77. 226 }AM:AII chamat z. aka. i d Uhaut hori zed URL Access to waw chanat z. aka. i df .il/894-ar Bl ock 1
157. 55. 39. 30 Lhited Sates |147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
107.178.194.87 [Uited Sates |147.237.77.216|dover. i df .| Dstri utec 1?;;}2%;;?&%&?2?‘)2” Bock 1
40.77.167.105 |lhited Sates [147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from 40. 77. 167. 105 B ock 1
89. 107. 186. 233 |Ger nmany 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/bl og/wp-adnin/ B ock 1
176.13.20. 1 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 1
84.228. 6. 182 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
50.62.161.175 |lhited Sates [147.237.76.200|eitan. aka.idf.il Uhaut hori zed URL Access to eitan. aka.idf.il/wordpress/wp-admn/ [B ock 1
109. 253. 146. 27 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
31.154. 94. 66 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
104. 237. 152. 195 147. 237.77. 216 |dover . i df . i | D stri utec 1?55}23223?&%\/2?25& Bock |1
87.68. 69. 125 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 1
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