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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 108
142.54. 169. 165 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1

74.91. 28. 58 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forward 1

185. 130. 5. 224 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al Nets drop 1

80. 82. 78. 39 Net her | ands 147.237. 76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1

195. 13. 231. 183 Latvia 147.237. 76. 38 eengitav.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action ‘Count |
66.176.172.168 |Lhited Sates 147.237.77.216 |dover.idf.il Q008: HTITP. Xenu User Agent B ock 1
195. 3. 144. 92 Latvia 147.237.76.200 |eitan. aka. i df.il|Q25: HITP. access to admnistrator/index. php -> Quarantine Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

40.114.11.138 |[147.237.0.200 |Uited Sates |mdu.idf.il ET SCAN Potential SSH Scan 2
40.114.11.138 |147.237.0.17 |whited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.76.196 |te Divoire |e.sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
195. 3. 144. 92 147. 237. 76. 200 [Lat vi a eitan aka.idf.il SERVER- WEBAPP admi n. php access 1
117 81, 86. 98 147 237 76.39 | na oobi | e el tav. i df i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98.119. 105. 221 |147.237.72.156 |Lhited Sates |anan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
921 298,143, 241|147 237 0.33  |chi na il ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98. 119. 105. 221 |147.237.72.156 |Lited Sates |anan.idf.il ET SCAN NVAP -f -sS 1
209. 126.230. 73 |147.237.76.31 |Whited Sates |nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
82.117.208.243 [147.237.77.234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126.230. 72 |147.237.76. 148 |thited Sates [gqcenter.aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
199. 191. 56. 187 |147.237.77.74 [Lnited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
40.114.11.138 |147.237.0.19 [lhited Sates |nadi matal.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.39 |Whited Sates |nobile. neitav.idf.il ET DRCP Dshiel d B ock Listed Source 1
196. 47.173.21 |147.237.76.196 |Q®te Dlvoire |e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
173. 242. 113. 145(147. 237.8.27 |Whited Sates |e nedimatal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
116. 228. 152. 154|147. 237. 76. 176 |Chi na test.ncore.idf.il ET DRCP Dshield B ock Listed Source 1
98.119. 105. 221 [147.237.72.156|thited Sates [anan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
209. 126. 230. 74 [147.237.76. 176 |Wited Sates |test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 114 |147.237.76.38 |lkraine eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126.230. 73 |147.237.76.31 |Whited Sates |nakchal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 45, 137. 67 147. 237. 76. 196 | Tur key esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 187 |147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sS w ndow 3072 1
40.114.11.138 |147.237.0.33 |[Lhited Sates |idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.77.74 |thited Sates [lawidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il drop SAMrul e drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
54.244.22.103 |Whited Sates |147.237.77.176 |nat pash.idf il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
157.55.39.78  |Wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
32.212.12.79 Lhited Sates  [147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid AGK nunber alert
32.212.12.79 Lhited Sates  |147.237.72. 166 [aka. i df il Bad TCP sequence I'nval i d AGK nunber noni t or
reamng BEngine: TCP Invali i i ssi
77.126.144. 202 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission. |, op 3
Ret ransm ssi on Packet dropped.
146. 185. 234. 48 stls;;”ion 147. 237. 77. 176 |nat pash. i of . i Bad TCP sequence Inval i d ACK nunber moni tor |2
89. 138.87.92 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
32.212.12.79 Lhited Sates  [147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or
Sreaming Engine: TCP Invalid i i ssi
157.55.39.172 |Wited Sates  [147.237.72. 166 |aka.idf . il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dr opped.
91.200.12.106 |Wkraine 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 2
62. 210. 209. 237 |France 147.237.8.28 |e.mobile-ks.idf.il |Geo-1ocation enf or cement Geo-I ocat i on i nbound drop 2
enf or cenent
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka i df i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39.70  |Wited Sates |147.237.72. 166 |aka i of.il 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.161 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
191.232.136.33 |Wited Sates |147.237.72. 166 |aka i of . il 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
185. 130. 5. 231 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 175 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
184. 105. 139. 100|Uhited Sates  |147.237.76.39 [nobile neitav.idf.i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68.104.238.96 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
32.212.12.79 Wited Sates [147.237.72. 166 |aka.idf i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 219|United Sates [147.237.0.19 |[nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157.55.39. 167 |Wnited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 130. 5. 231 147.237. 76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 100|wnited Sates  [147.237. 76. 202 [e. hal ag. i of . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
146. 185. 234. 48 RJSf;;”ion 147. 237.77. 176 |nat pash. i df . i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
68. 132. 15. 93 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
185. 130. 5. 231 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237. 76. 148 |gocent er. aka. i df . i | |dr op drop 1
32.212.12.79 Lhited Sates  [147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 1
184. 105. 139. 111|Whited Sates  |147.237. 77. 227 |e. hanaz. i df .1 Geo- | ocati on enf or cenent gﬁ?;'rzgi'nfn t nbound drop 1
Russi an R SYNVACK retransmt wth different .
146. 185. 234. 48 Federati on 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence wi ndow scal e noni t or 1
68.132. 15. 93 Lhited Sates  |147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACGK nunber noni t or 1
216. 218. 206. 104|Wnited Sates [147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enfor cenent gﬁfolggﬁ;t"”  nbound drop 1
185. 130. 5. 231 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
178.33.126. 108 |France 147.237. 77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
185. 130. 5. 231 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 116|United Sates  [147.237.77.234 |hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
. . S . Geo- | ocati on i nbound
218.22.211.69 [China 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocation enforcenent enf o cenent drop 1
46. 19. 85. 48 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
185. 130. 5. 231 147.237.76.34 |yohalan.idf.il drop drop 1
180. 76. 15. 7 Chi na 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
146. 185. 234. 48 RJSIS:;”i o 147. 237. 77. 176 |nat pash. i of . | Bad TCP sequence Invalid ACK nunber alert 1
184.105. 247. 211 |Wited Sates  [147.237.0.34  [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 25. 43. 94 Ger many 147.237.76.198 |e.yohalan.icf.il  [Geo-| ocati on enf or cement Sﬁfo',ﬁgﬁigf’” i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.229.224.159 |lhited Sates [147.237.72.166|aka. i df.il Unaut hori zed Method CPTI ONS for waw aka. i df .il/ Bl ock 4
46.118. 155. 216 |Ukraine 147.237.77.216|dover . i df . il Ml tiple Uhauthorized URL Access from 46. 118. 155. 216 B ock 3
68.142.232.22 |nited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 68. 142. 232, 22 B ock 2
32.212.12.79 Lhited Sates |147.237.72.166|aka.idf.il Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
195. 3. 144. 92 Latvia 147.237.76.200|ei tan. aka. i df . i | PHP At enpt B ock 2
89. 161. 202. 147 |Pol and 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 89. 161. 202. 147 B ock 2
} . . Lhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
68.142.232.21 |lnited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 68. 142. 232. 21 B ock 2
46.118.155. 216 |Ukrai ne 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wwidf.il/xnrpc. php B ock
184. 105. 247. 195|United Sates [147.237.0.19 [nadimatal .idf.il Unaut hori zed URL Access to 147.237.0.19/ Bl ock 1
. . D stributed Unaut hori zed LRL Access on
103. 38. 161. 226 |Hong Kong 147.237.72. 156 [arman. i df . i | v anan. i df i 1/ xni £ pe. php Bl ock 1
. . D stributed Unaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
195. 3. 144. 92 Latvia 147.237.76.200(ei tan. aka. i df . il Admin Bl ocki ng B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
Russi an . . Unaut hori zed URL Access to
146.185. 234. 48 Federati on 147.237.77. 176 |nat paSh' idf.il v cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
2.54.26. 64 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 1
84. 25. 166. 74 Net her | ands 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xnirpc. php Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
184.168. 192. 130|Uhited Sates |147.237.72.156|anman. i df . i | Dstributed PHP At enpt B ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
195. 3. 144. 92 Latvia 147.237.76.200|ei tan. aka. i df . i | Mul ti pl e Unaut horized URL Access from 195. 3. 144. 92 B ock 1
. . Unaut hori zed URL Access to
66.249.78.204 |Israel 147.237.77. 176 |nat pash. i df . i | vawn cogat i df i |/t enpl at es/f ag/ f aq, aspx Bl ock 1
. . . . |Paraneter Type Mol ation ctl 00$Cont ent Pl acetbl der 1$t xt Password i n
149. 88. 213. 130 |l srael 147.237.76.39 |nobile.neitav.idf.il nobi | e. nei tay. i o i |/t enpl at es/ | ogi n. aspx Bl ock 1
85. 64. 60. 66 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Vi ol ation PageNimin B ock 1
wany i df . i | /1381- he/ dover . aspx
66.229.224.159 |lLnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/8/ B ock 1
184.168.192. 130|United Sates  |147.237. 72. 156 [aman. i df . i | Distributed thaut horized UL Access on B ock 1
vy aman. i df . i |/ xm rpc. php
] . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf .il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
79.183.97.201 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
157. 55. 39. 47 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/894-he B ock 1
Russi an . . Paraneter Type Mol ation fronate in
188.143.232.35 |_ oo 147.237.77. 176 |nat pash. i df . i | v cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ f ag. aspx |B ock 1
. . . DO stributed Unaut hori zed URL Access on
109. 163.234.2  [Ronani a 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
82.80. 135. 16 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
195. 3. 144. 92 Latvia 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to v ei tan. aka. i df . il /wp-1ogin. php B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df .i |l PHP Attenpt B ock 1
176.103.48.30 |Wkraine 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
103. 38. 161. 226 |Hong Kong 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
74.91.28.58 Lhited Sates [147.237.0.19 |[nadimatal .idf.il Uhaut hori zed URL Access to g00d. e0534. coni B ock 1
- kosher - kravi . i df
191.232.136.7 |Lhited Sates 147.237.0. 16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
. . Uhaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- 18762- he/ dover . aspx Bl ock 1
Russi an . . Dstributed Paraneter Type Mol ation on
146.185. 234. 48 Federati on 147.237.77. 176 |nat paSh' idf.il wan cogat . i df . i1/901-en/ cogat . aspx paraneter fronbate Bl ock !
84. 25. 166. 74 Net her | ands 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
: ] . D stributed Unaut hori zed URL Access on
204.13.201.137 |lhited Sates [147.237.77.216|dover.idf. il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.142.232.21 |lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/test/wp-admn/ B ock 1
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